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1. INTRODUCTION

The world is rapidly transforming into a digital environment where the Internet of Things (10T) connects countless devices
through sensing, communication, networking, and information-processing technologies [1-3]. In the industrial sector, this
evolution has led to the rise of the 10T, driving significant architectural changes in industrial automation and control systems
(IACS) [4][5]. The integration of operational technology (OT) and information technology (IT) lies at the heart of this
industrial transformation. IT, which focuses on data and software, now impacts the factory floor by analyzing massive data
streams and coordinating production operations. Data and communication are used by OT, which oversees physical systems
and controls protocols, to improve workflows and boost productivity. This convergence produces a dynamic ecosystem
where factories make predictions, machines learn, and production becomes more flexible [6]. The 1loT connects industrial
devices like sensors, actuators, processors, network equipment, robots, radio frequency identification tags, other physical
objects, and industrial machines, such as industrial storage tanks, centrifuges, industrial mixers, electrical generators, air
compressors, material handling equipment, and computer numerical control to the Internet using advanced information and
communication technologies [7-11]. This network enables collecting, analyzing, monitoring, and exchanging real-time data
from industrial operations to enhance troubleshooting, facilitate timely interventions through actuation and maintenance,
improve decision-making, and optimize production and manufacturing processes. 10T transforms daily industrial operations
by enabling real-time machine-to-machine interactions and advanced data analytics. By analyzing sensor data, companies
can gain deeper insights into their processes, improve the efficiency and reliability of production lines, unlock new revenue
streams, and improve inventory management, equipment maintenance, and energy usage [7][11-13]. By promoting resource
efficiency and eco-friendly technologies, this advancement aligns with the United Nations’ 2030 agenda for building
sustainable infrastructure and industries [14]. Advancements in wireless sensor networks (WSN), 10T, 5G and 6G
technologies, Al, machine-to-machine communication (M2M), intelligent robots, intelligent machines, edge computing, fog
computing, cloud computing, cyber-physical systems, augmented and virtual reality, Blockchain, big data analytics, and
cybersecurity solutions are transforming industries by enabling 10T to continuously gather data from sensors and intelligent
units, securely transmit it to industrial cloud centers, and seamlessly adjust critical parameters through a closed-loop system
[15-18].

The global number of 10T devices will nearly double from 15.9 billion in 2023 to over 32.1 billion by 2030. By 2033, China
will lead in consumer loT devices, reaching approximately 8 billion [19]. Kaur [20] reported that 10T connections will surge
to 36.8 billion by 2025. The global 10T market is set for substantial revenue growth, projected to reach US$275.70 billion
in 2025 and expand at a strong annual growth rate (CAGR 2025-2029) of 13.34%, reaching US$454.90 billion by 2029. The
United States will drive the most revenue in this market, with an estimated US$99.75 billion by 2025. The 10T industry is
growing due to technological developments and the increasing accessibility of reasonably priced processors and sensors that
offer real-time data access. This market includes revenues from components and services that enable connectivity and
intelligence, such as hardware (sensors, chips, and loT-specific components), platforms (loT platforms and security
software), connectivity solutions (cellular, LoRa, SigFox), and services (equipment and system integration and maintenance).
The rise of smart cities further accelerates market growth as they use 10T to enhance efficiency, sustainability, and quality
of life through interconnected systems and real-time analytics.

The 1oT is transforming various industries, including manufacturing, healthcare, autonomous driving, home appliances,
energy management, utilities, transportation and logistics, smart cities, agriculture, construction, mining, and oil and gas. It
reshapes daily life and industrial structures by enabling smart factories, connected supply chains, remote asset management,
predictive maintenance, and energy management systems [17][21]. Industrial control systems (ICSs) are crucial in
monitoring and controlling industrial operations. It integrates hardware and software to manage essential technologies like
supervisory control and data acquisition (SCADA), programmable logic controllers (PLCs), and human-machine interfaces
(HMIs) [22][23]. The IloT transformation relies heavily on the Message Queuing Telemetry Transport (MQTT) protocol, a
lightweight, publish-subscribe communication standard for real-time and low-bandwidth scenarios. The protocol enables
seamless communication between 10T devices, including smart sensors, PLCs, and HMIs, forming the backbone of modern
industrial systems. Several companies implementing the 110T in their operational frameworks include (1) 247TailorSteel, a
small and medium-sized enterprise that utilizes 110T in its fully automated factory with proprietary software, SOPHIA,
optimizing production, logistics, and online orders; and (2) Siemens embraces IloT through its MindSphere platform,
offering machine connectivity and apps for manufacturing customers. Siemens partnered with Amazon and Microsoft to
strengthen its 10T position and encourages third-party development, exemplified by its acquisition of Mendix, advancing
the 10T ecosystem [24].

The 1loT has transformed the industrial sector by creating intelligent, interconnected systems that enhance operational
efficiency, optimize resource management, and minimize downtime. It strengthens public safety and productivity, enables
data-driven decision-making, and improves manufacturing operations and quality assurance. 1l0T also reduces costs,
enhances supply chain efficiency in logistics, and supports predictive maintenance, tracking assets, and process automation.
Additionally, it facilitates remote monitoring and control of industrial processes, enhances product quality, and improves
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worker safety and customer experience. Furthermore, 110T ensures effective compliance enforcement and helps regulate
environmental issues [17][18][25-30].

However, implementing the 10T faces critical security threats and attacks. These include ransomware and malware, social
engineering and phishing attacks, authorization and authentication attacks, privacy violations, and data breaches. It is
susceptible to eavesdropping, cross-site scripting, man-in-the-middle (MitM) attacks, spoofing, advanced persistent threats
(APT), botnet attacks, buffer overflows, denial-of-service (DoS) and distributed DoS (DDoS) attacks, insider threats, phony
node injections, data interception, and tampering. Malicious code injections, node capture attacks, reconnaissance attacks,
replay attacks, routing information attacks, side-channel attacks, signature wrapping, sleep deprivation, sniffing, SQL
injections, and jamming attacks are further issues. The integrity and operation of 110T systems are threatened by supply
chain, Sybil, wormhole attacks, backdoors, traffic analysis, and unauthorized access and control attacks, making 10T devices
and networks more vulnerable [21][30-39]. Device complexity, heterogeneity, and poor interoperability are issues that the
I1oT faces in addition to security problems [40][41].

An additional complicating factor is the growing interest from malicious individuals. Numerous industrial 0T systems have
been the target of cybercriminals, such as the 2015 Ukrainian power grid attack that compromised SCADA systems and cut
off electricity to 230,000 consumers. In 2018, a Taiwanese chip manufacturer suffered a US$170 million loss due to an 10T
network attack. Bombardier experienced data theft after exploiting a vulnerability in a third-party file-transfer app [24]. The
2017 Triton attack on Middle Eastern petrochemical facilities targeted safety systems with malware aimed at causing
catastrophic damage [24]. Attackers exploit vulnerable objects in 10T devices to take control and launch malicious activities.
For example, the Mirai botnet was created by targeting firmware vulnerabilities and used for large-scale DDoS attacks.
Insecure network protocols like Modbus can allow unauthorized access, leading to severe consequences. These security
threats and challenges on vital industrial control systems have severe consequences, such as data breaches that lead to data
loss or manipulation, financial losses, decreased customer trust, service disruption, and damaged reputations. These risks
also make it challenging to ensure the reliability and timeliness of data for decision analysis [4][26][42][43]. Industrial
environments often face varying security needs and limited resources, making protection more difficult. As of August 2023,
the China National Vulnerability Database (CVND) reported 3141 vulnerabilities in industrial control systems, including
1443 high-risk, 1518 medium-risk, and 180 low-risk vulnerabilities, highlighting severe security issues in 10T [44]. Without
effective mitigation strategies, 10T enterprises could face up to US$90 trillion in losses by 2030 [45]. These statistics
emphasize the critical need for improved cybersecurity in 110T networks.

Traditional security measures often fail to tackle emerging security threats, attacks, and challenges [46], requiring innovative
solutions to protect industrial infrastructure. Integrating Al, Blockchain, and quantum cryptography will enhance lloT
security by strengthening privacy, preventing cyber threats, and improving operational efficiency. Al detects and mitigates
cyberattacks, analyzes vast data streams to identify anomalies, and ensures system integrity by classifying APTs, botnet
attacks, and false data injection attempts. It enhances malware detection, network traffic analysis, spam detection,
vulnerability management, and behavioral analysis while automating security responses to reduce risks and improve
industrial network resilience [47-52]. Blockchain ensures data integrity, prevents unauthorized access, and enables secure
transactions through tamper-proof, decentralized systems. It supports secure identity management, encrypted
communication, smart contracts, zero-trust networks, and immutable audit trails, facilitating transparent threat intelligence
and real-time detection [48][53-55]. Quantum cryptography further fortifies 10T security by leveraging quantum key
distribution (QKD) for ultra-secure communication, preventing unauthorized access, and detecting eavesdropping and MitM
attacks. It strengthens authentication, ensures quantum-safe key distribution, and protects 10T systems from DoS attacks,
enhancing cybersecurity and privacy [56-64].

Leveraging Al, Blockchain, and quantum cryptography for securing 10T remains largely unexplored, as most research
focuses on these technologies in isolation. This survey aims to fill that gap by analyzing their combined applications,
limitations and challenges, and future potential in 110T security. By exploring Al-driven threat detection, Blockchain-enabled
trust mechanisms, and quantum-secure encryption, this study presents a unified framework to strengthen industrial
cybersecurity. A holistic approach that leverages the synergy of these technologies can significantly enhance the security
and resilience of 10T systems. The study explores innovative security solutions that adapt to evolving cyber threats by
bridging research gaps and tackling implementation challenges. It identifies key strategies to enhance cybersecurity
resilience. Establishing a robust, resilient, and future-proof 10T security framework will ensure that industrial environments
can withstand increasingly sophisticated cyber threats.

The contribution of this comprehensive survey includes:
e Describe the state-of-the-art, i.e., the introduction, components, enabling technologies, architecture, and 1loT
applications).
Explore the cyber threats and attacks in 110T.
Examine the current security technologies for securing 110T systems.
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Explain the roles of Al, Blockchain, and quantum cryptography in securing I10T.

State the synergistic integration of Al, Blockchain, and quantum cryptography for securing I1oT.

Explain the challenges and limitations encountered while integrating Al, Blockchain, and quantum cryptography

in securing lloT.

e  Present the future research directions and recommendations for enhancing I10T security.

The survey is structured into several sections: Section 2 details the materials and methods used, while Section 3 reviews the
state-of-the-art. Section 4 presents the cyber threats and attacks in 10T, followed by Section 5, which examines cybersecurity
in 11oT. Section 6 explores how Al, Blockchain, and quantum cryptography contribute to 10T security, and Section 7
explains the synergistic integration of Al, Blockchain, and quantum cryptography for securing 110T. Section 8 describes the
challenges and limitations encountered while implementing these technologies, while Section 9 outlines future research
directions and recommendations. Finally, Section 10 concludes the study.

2. MATERIALS AND METHODS

This survey employs a comprehensive review methodology to analyze how Al, Blockchain, and quantum cryptography
enhance 10T security. The process involves four key phases: literature selection, classification, analysis, and synthesis.
Researchers systematically collected relevant literature from journal articles, conference proceedings, books, book chapters,
reports, and websites, using targeted keywords to search multiple scientific databases and digital libraries, including Springer
Nature, ACM Digital Library, Frontiers, Wiley Online Library, Taylor & Francis, IGI Global, Springer, ScienceDirect,
MDPI, IEEE Xplore Digital Library, and Google Scholar. By focusing on studies published between 2021 and 2025, the
review captures the latest advancements in 10T security, addressing threats and attacks. Additionally, it explores how Al,
Blockchain, and quantum cryptography contribute to securing the 110T. The researchers refined and broadened their search
results by using Boolean operators such as AND and OR. They combined search strings like “artificial intelligence” OR
“machine learning” OR “deep learning” AND “Blockchain” AND “quantum cryptography” AND “Industrial Internet of
Things” OR “IIoT” AND “security” OR “cybersecurity.” Moreover, they manually reviewed the bibliographies of selected
papers to identify other relevant references.

The researchers defined explicit inclusion and exclusion criteria to select relevant studies for the survey. They included only
English-language research papers focusing on Al, Blockchain, and quantum cryptography in 10T security, particularly those
discussing their application in industrial environments. Their selection prioritized peer-reviewed journal articles, conference
papers, review articles, high-quality technical reports, and books or book chapters specifically addressing these technologies.
They also favored research presenting empirical results, methodologies, or frameworks relevant to 10T security, with a
preference for studies published between 2021 and 2025. Conversely, they excluded non-English papers unless a translated
version was available, studies on Al, Blockchain, or quantum cryptography that lacked an 10T focus, and research covering
0T without distinguishing industrial requirements. They also ruled out non-peer-reviewed sources, studies without rigorous
scientific methodologies, opinion-based articles lacking empirical support, and popular media or blog posts unless cited by
credible sources for unique insights. Furthermore, they excluded studies that failed to provide practical insights, solutions,
or methodologies for securing 10T systems and research published before January 2021, as it may be outdated or address
obsolete technology.

Nine researchers independently gathered relevant materials from selected databases using predefined key details, including
the title, authors, publication year, objectives, research questions, study design, analysis methods, results, and conclusions.
They also extracted data related to 11oT, focusing on security threats and attacks and the role of Al, Blockchain, and quantum
cryptography in enhancing 10T security. To ensure consistency and accuracy, they followed a structured data extraction
approach. Initially, the researchers identified over 1,130 publications through academic search engines and databases. After
removing duplicates and screening abstracts, they narrowed the dataset to 926 publications. Further eligibility assessments
reduced this number to 573; 196 publications met the inclusion criteria. These publications came from various sources,
including five from Springer Nature, one from ACM Digital Library, two from Frontiers, seven from Wiley Online Library,
eight from Taylor & Francis, two from IGI Global, ten from Springer, nineteen from ScienceDirect, thirty-five from MDPI,
fifty-six from IEEE Xplore Digital Library, and fifty-one from Google Scholar. The researchers carefully evaluated,
categorized, and assessed these publications to ensure their relevance to the study objectives. Fig. 1 displays the distribution
of selected research publications by paper type.
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Fig. 1. Displays the distribution of selected research publications by paper type.
Fig. 2 displays the distribution of selected publications across various digital libraries.
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Fig. 2. Shows the distribution of selected publications across various digital libraries.
Fig. 3 summarizes how selected papers are distributed across digital libraries according to paper type.
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Fig. 4 displays the distribution of selected papers across digital libraries, organized by publication year.
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Fig. 4. Displays the distribution of selected papers across digital libraries, organized by publication year.

The research team selected papers using a multi-step procedure that ensured their reliability, methodological rigor, and
relevance. Strict selection criteria were used, emphasizing validity, reliability, coherence, timeliness, citation effect, and
peer-review status. They took confounding variables and possible bias into account. They recorded all sources, created a
reference database, and eliminated duplicates using a reference management tool after querying several databases. The group
then performed a systematic screening procedure, examining abstracts, titles, and keywords before doing full-text
evaluations. They found and assembled a final collection of excellent studies using this exacting methodology for additional
examination.
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The researchers used qualitative synthesis and theme analysis techniques to compile and examine their gathered material.
They looked at the particular 110T security issues each study addressed and grouped studies according to whether they
focused on Al, Blockchain, or quantum cryptography. They examined implementation frameworks, synergy possibilities,
and integration methodologies for studies examining the integration of numerous technologies. They used comparative
analysis approaches to find emergent trends, contrasts, and common themes. They meticulously evaluated the reliability and
impact of each study, interviewed subject-matter experts, and compared findings with previous research to guarantee the
validity of their findings. Using a grading system, they assessed each study’s methodological soundness, dependability, and
overall contribution to 10T security. Ethical approval was unnecessary since the study was based on published research;
however, the team carefully listed all their sources to uphold academic integrity.

Despite its meticulous approach, the study admits several shortcomings. While the dependence on particular databases may
have missed pertinent work from other sources, excluding non-English studies may have missed necessary research. The
study might have overlooked critical regional developments in 10T security because many databases have a Western bias.
The study also recognizes the risk of publication bias since research papers with positive results are more likely to appear in
academic literature. Furthermore, the absence of quantitative analysis or empirical data may weaken the review’s robustness,
as qualitative assessments alone may not fully substantiate key claims. Lastly, the rapidly evolving nature of Al, Blockchain,
and quantum cryptography means that some findings may become outdated as new advancements emerge.

3. STATE-OF-THE-ART

3.1. Introduction to IloT

The industrial 10T connects industrial systems and processes to the Internet by integrating devices, sensors, machines, and
software, enabling real-time data collection, sharing, and analysis. This technology enhances manufacturing, energy,
agriculture, and logistics by improving decision-making, automating operations, and increasing efficiency [65]. By
embedding sensors and leveraging communication technologies like Wi-Fi, Bluetooth, and cellular networks, 10T ensures
continuous monitoring of performance, environmental conditions, and operational status [66]. These devices transmit data
to cloud platforms or local edge devices, allowing 10T systems to detect irregularities, predict future conditions, and respond
autonomously [67]. As a result, industries reduce downtime, enhance safety, optimize resource management, and strengthen
operational resilience, leading to significant cost savings [68]. Fig. 5 illustrates a futuristic industrial setting where
interconnected machinery and advanced data visualization highlight the power of 1loT in fostering connectivity and
technological progress.

b

N’TEF\\»‘?? oFA'lW;:JAL TH(NAGS

ST —

Fig. 5. Illustrates a futuristic industrial setting with interconnected machinery and advanced data visualization, emphasizing connectivity and
innovation [69].

3.2.Components of lloT
Table 1 briefly describes the main components of 10T systems.
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TABLE I.

BRIEF DESCRIPTIONS OF THE MAIN COMPONENTS OF IIOT SYSTEMS.

S/No

Component

Brief Description

References

Sensors and actuators

Sensors serve as the IIoT’s eyes and ears, continuously collecting vital operational and
environmental data such as motion, light intensity, temperature, pressure, and
humidity. Industries may boost automation, monitor, and build digital twins to make
processes more predictable by incorporating cameras and sensors into conventional
machinery. These devices are essential for smart manufacturing, monitoring robotics,
machine status, and ambient conditions to facilitate data-driven decision-making.
Sensors that collect and process data enable motion-activated security systems,
vibration sensors for predictive maintenance, optical sensors for quality control, real-
time monitoring, and the correct storage of heat-sensitive products. Through the
collection, processing, and analysis of data, sensors in IloT ecosystems foster
intelligence and efficiency. Actuators work directly with the physical environment and
sensors to execute control commands. In reaction to sensor data, they automate tasks
such as adjusting valves, turning on lights, turning on pumps, and adjusting machine
speeds. For instance, an actuator can automatically close the valve to limit more leaks
if a system detects a liquid leak from a tank. By putting corrective or preventative
measures into place, actuators help to maintain optimal operating conditions and
increase industrial efficiency.

[17][28][70][71]

Connectivity and
communication protocols

Reliable wired and wireless communication networks are necessary for IloT to
transmit data from far locations. Using protocols like Ethernet, Modbus, PROFINET,
and CAN bus, wired systems offer robust, quick, and low-latency connectivity, ideal
for industrial applications. Wireless technologies such as Wi-Fi, Bluetooth, Zigbee,
LoRaWAN, LoRa, NB-1oT, and Sigfox provide more flexibility and straightforward
installation. Industrial protocols such as OPC UA, MQTT, Modbus (RTU/TCP),
PROFINET, EtherNet/IP, HART, BACnet, may Bus, DNP3, and DDS facilitate the
easy exchange of data between devices, sensors, and machines. These standards are
essential for mobile and flexible deployments because they allow long-distance
communication without physical connections and enable real-time monitoring,
automation, and control.

[28][71]

Edge devices and edge
computing

Edge devices link sensors, actuators, and the cloud by processing data locally before
transferring it to a central system. By reducing latency and keeping critical data near
its source, edge computing enables faster response times and reduces the burden on
cloud infrastructure. Industrial gateways facilitate seamless data exchange in
manufacturing by connecting sensors, PLCs, machines, and robotics through open data
interfaces. These gateways collect, translate, and transmit data between legacy
equipment and modern lloT networks, ensuring interoperability and efficient decision-
making. PLCs empower industrial employees to monitor and control tools and
processes. HMIs, such as tablets, integrated screens, or computer monitors, help users
manage operations, detect issues, and understand industrial workflows.

[24][70][72]

Cloud and data storage

Cloud computing is vital in l1loT by offering scalable storage, computing power, and
analytics. It enables businesses to store and process the massive data generated by 1loT
devices while providing access to insights and control from anywhere through cloud
services for data storage, analytics, and remote access. Edge computing complements
this by processing data near its source, minimizing latency, and enabling real-time
analysis. This approach is essential for 10T, ensuring faster decision-making and
enhancing operational efficiency.

[73][74]

Data analytics and artificial
intelligence

110T devices generate large volumes of data that need real-time processing to provide
predictive insights and enable automation. By collecting this data, 10T helps in making
informed decisions. Machine learning and data analytics algorithms examine the data
to produce actionable insights, spot irregularities, and predict maintenance
requirements, increasing productivity and efficiency.

[75]

Cybersecurity and data
protection

Security is crucial in the 10T, as it safeguards sensitive data and defends against
malicious attacks that could compromise information integrity, confidentiality, and
availability. In the 110T, security measures focus on protecting devices and managing
data transmission and storage. As industrial systems become more interconnected,
ensuring robust cybersecurity is essential. Firewalls, encryption, and access controls
protect IloT networks from potential threats.

[28]

Industrial Control Systems
and SCADA

SCADA systems manage and monitor industrial processes by communicating with
field controllers, collecting real-time data, and displaying it through an HMI to help
operators track and control operations effectively. Manufacturing execution systems
improve productivity by capturing real-time data to streamline production cycles,
manage work orders, schedule tasks, and monitor downtime, reducing reliance on
paper. ERP systems centralize data to oversee ordering, finances, human resources,
and operations, enabling seamless departmental connectivity, enhancing customer
service, and providing employees with real-time information to boost productivity.
Integrating 10T with ICS further enhances automation and operational efficiency.

[24]
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HMIs give factory workers an easy-to-use interface for monitoring tools, controlling
operations, and interacting with industrial systems. Tablets, integrated screens, and
computer monitors are interfaces essential for managing operations and
H hine interf comprehending industrial activities. HMI simplifies the administration of intricate
8 uman-machine interfaces industrial processes by interacting with 10T systems to display real-time data and [24][76]
(HMIs) and digital twins . . : 7 A
alarms while empowering operators to control equipment. Digital twins improve
performance, enable simulations, and improve real-time monitoring. For example, they
enhance augmented reality HMIs for maintenance technicians, forecast maintenance
requirements, and increase wind turbine efficiency.
1loT makes the deployment of autonomous systems that improve accuracy and
efficiency possible. By combining automation, robotics, and 10T technology, industries
significantly increase productivity, accuracy, and safety. Robots gather and evaluate
data instantly and then make decisions on their own to maximize efficiency.
9 Robotics and automation Autonomous mobile robots (AMRs) optimize warehouse logistics, industrial robots do [24][28]
repetitive tasks like welding, assembly, and material handling, and collaborative robots
(cobots) work with humans in factories. This combination of automation, 1loT, and
robotics promotes creative manufacturing techniques, reduces downtime, and
increases scalability.
Wearable devices like smartwatches, fitness bands, and smart glasses have gained
significant popularity in the 1loT space by tracking physical activities, health
parameters, location, and more. These devices provide users with valuable features to
monitor and improve their well-being, such as real-time heartbeat monitoring that
Wearable and industrial alerts individuals to potential abnormalities. In industrial environments, devices like
devices production monitoring sensors, computer numerical control machines, and
autonomous industrial vehicles are crucial in optimizing production processes,
boosting efficiency, and enhancing workplace safety. For instance, real-time data
collected by monitoring sensors helps identify inefficiencies and improve overall plant
performance.
11oT is vital in logistics, supply chain management, and asset tracking through
technologies like RFID and GPS. These tools enable real-time asset tracking, fleet
Supply chain and asset management, and warehouse inventory management. Additionally, Blockchain
tracking enhances I10T by securing transaction records and ensuring supply chain transparency.
For instance, smart warehouses leverage IloT sensors to automate and streamline
inventory tracking processes.
The industrial 10T system includes software that analyzes data gathered and
transmitted from the field. This application can make decisions and transmit
Industrial 10T platformand | commands to edge controls. A warehouse management system oversees all operations,
12 warehouse management provides visibility, and controls vital procedures like picking, packing, sorting, [24][71]
system receiving, storing, and location management. By automating these procedures, the
system lessens the need for warehouse employees to make choices about operations
and inventory.

10 [28]

11 [24][28]

3.3.Enabling Technologies in 10T
Below is a basic description of the leading 1l0T-enabling technologies:

3.3.1. Wireless Sensor Network

Wireless sensor networks can easily integrate intelligent technologies into industrial processes. These networks are small,
independent devices equipped with sensors and communication modules located strategically to gather and transmit vital
data from industrial environments, such as temperature, pressure, and vibration. The information provided helps improve
process efficiency and enable predictive maintenance [15].

3.3.2. Internet of Things

Real-time data gathering and actuation made possible by 10T devices facilitates effective production process monitoring,
from raw materials to final products. By monitoring factory assets globally, these 110T-essential devices save labor expenses
and eliminate the need for human system administration. 10T devices across manufacturing lines, distribution hubs, and
warehouses employ sensors and networking technologies to swiftly detect and relay data, enabling quick calculations and
the best possible decision-making. Future urban communities will benefit from the innovative options created by this rising
l0T integration with Industry 4.0, which improves industrial production processes [77][78].

3.3.3. Fifth-Generation (5G) and 6G Technologies

The rise of 5G technology and cellular network advancements have transformed how I1oT networks handle massive data
generated by machines and devices, previously reliant on Wi-Fi connectivity. These technologies have increased bandwidth,
reduced latency, and improved energy efficiency, enabling better management of extensive datasets. With 6G technologies,
such as cloud-based extended reality and digital twins, 10T evolves further, offering the high-speed, low-latency
connectivity necessary for real-time applications [17].
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3.3.4. Cyber-Physical Systems

Cyber-physical systems (CPS) integrate physical equipment, communication networks, and control systems to link
manufacturing settings to the outside world. These technologies are essential to Industry 4.0. CPS makes smart factories
possible by fusing the 10T with production. In these factories, machines communicate with one another via sensors, actuators,
and data exchanges across networks, guaranteeing real-time information processing. These systems rely on onboard
embedded loT devices to decrease human interaction in industrial environments and increase operational efficiency. Sensors
collect data, communication networks transfer it, and IT systems process and analyze it for decision-making to increase
automation and operational efficiency. These layers are commonly seen in a CPS design. The transition to more intelligent,
autonomous operations in industries like manufacturing and robotics is made easier by CPS, which improves stability,
dependability, and security in Industry 4.0 systems by enabling real-time data capture and secure transmission [68][79][80].

3.3.5. Machine-to-Machine Communication

In the 10T, M2M technology is crucial because it allows machines, sensors, and devices to communicate directly without
human interaction. It makes it easier for industrial machinery and systems to transmit real-time data, promoting automation,
remote monitoring, and predictive maintenance. M2M technology optimizes manufacturing, energy, and transportation
processes, fostering innovation and strengthening overall industrial operations by increasing operational efficiency, reducing
downtime, and improving decision-making through data analytics [77].

3.3.6. Blockchain Technology

Because it provides decentralization, traceability, security, and data provenance, Blockchain technology is essential to the
I0T. Given the enormous volumes of data produced by loT-enabled devices in various industries, Blockchain technology
guarantees safe data exchange between all stakeholders in the 10T ecosystem, resolving issues with access control and data
privacy. This data is used in device performance analysis, anomaly detection, predictive maintenance, and product lifecycle
tracking. Blockchain’s distributed ledger system improves loT security, reduces the risk of fraudulent activity, and offers
decentralized access to data. While it faces scalability challenges, particularly as the number of 10T devices increases, its
benefits in enhancing communication, trust, and real-time data verification make it a key technology for I10T. Additionally,
smart contracts are essential in automating and securing networked workflows [68][77][80].

3.3.7. Edge computing

By analyzing data closer to its source, a distributed architecture called “edge computing” lessens dependency on centralized
cloud servers and improves system efficiency by cutting latency and conserving bandwidth. This approach uses edge devices
with enough computing capacity to facilitate local data processing, speedy decision-making, and transfer outcomes to
centralized systems. It assists companies in reducing delays, improving security, lowering the danger of data breaches, and
enabling real-time data processing. Edge computing, which supports the 110T, guarantees effective local processing while
preserving device connection. It lowers network bottlenecks and enhances privacy by processing sensitive data at the source,
but it also raises local costs because edge devices require infrastructure and storage. When edge and cloud computing are
combined, real-time processing for time-sensitive applications is made possible while scalability for data-intensive jobs is
optimized. According to experiments, edge computing can drastically lower latency, enhancing system performance overall
and facilitating the deployment of Al models at the edge [17][68][80][81].

3.3.8. Fog computing

Fog computing builds on cloud computing by enabling wireless, distributed devices to connect to networks and perform
critical functions in industrial applications without external support. Fog nodes offer network connectivity, computing power,
and storage, while IT infrastructure is used to deliver web services. These nodes can help with ML experiments, system
optimizations, and failure forecasting. Fog computing increases the scalability and flexibility of industrial systems by
reducing latency and facilitating local data processing and storage by reducing the distance between edge and cloud layers.
By placing processing closer to end devices, fog computing enables edge platforms to handle data, allocate network
resources, and carry out calculations similar to cloud services [16][68][81].

3.3.9. Cloud Computing

The enormous amount of data the 10T generates must be managed, processed, analyzed, and stored using high-performance
distributed computing platforms. By directly linking backend clouds to all devices and applications, cloud computing
technologies supply the computation, network, and storage resources required for 10T systems. Large corporations usually
employ private clouds to provide security, privacy, and a competitive edge. These cloud services might be private, public,
or hybrid. 10T networks benefit from integrating cloud infrastructure with edge computing since it permits local data
processing, lowers latency, and makes real-time data management more effortless. This combination optimizes resource
utilization and system scalability, allowing for efficient ML activities and comprehensive analysis of large datasets
[17][68][78][80].
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3.3.10.Big Data Analytics

Due to latency and real-time constraints, 110T systems create enormous data streams that must be processed and analyzed
using high-performance computing, making it difficult to decide when, how, and where to handle the data. These systems
provide for the smooth orchestration of analytics services by integrating many technologies to collect, store, manage, process,
analyze, and actuate big data. While storage options include on-premise, in-network, and cloud locations, data-gathering
technologies link to various sources, including sensors, smart devices, and HMI. While data analysis uses methods like ML,
DL, and statistical analysis across several layers, data management and processing occur close to sensors, edge servers, and
cloud centers. Despite their complexity, extensive data processing and analysis are essential for next-generation 10T systems
because actuator technologies enable interactions between devices and their surroundings. 10T systems improve overall
decision-making, energy performance, and operational efficiency by locally processing data within Industry 4.0
environments or manufacturing systems [68][80].

3.3.11. Artificial Intelligence

Al technologies ensure the autonomous and intelligent operation of 10T systems, reducing human intervention and
improving efficiency. By leveraging complex Al methods, such as multi-agent systems and conversational Al, 110T becomes
more self-sufficient. Intelligence is embedded across various layers, from sensors and devices to edge servers and cloud data
centers, utilizing algorithms for search, optimization, and prediction. Integrating Al and ML into 1loT data processing boosts
efficiency, competitiveness, and customer satisfaction. These technologies help analyze large amounts of data, including
unstructured information, and enable real-time anomaly detection, enhancing system security and reliability. Al models in
IloT systems optimize industrial processes through predictive maintenance, defect prediction, and process optimization,
improving operational efficiency and product quality control. Furthermore, Al techniques, like rule-based reasoning and
reinforcement learning (RL), strengthen security and resilience by identifying and mitigating attacks on 10T devices. In
Industry 4.0, ML enables self-decision systems and automation solutions, while robotics fosters efficient digital development
with minimal human involvement [17][77][78].

3.3.12. Augmented Reality and Virtual Reality

Augmented reality (AR) and virtual reality (VR) technologies are crucial in improving efficiency and reducing errors in
industrial operations. AR helps workers during complex tasks like assembling and disassembling machinery, industrial
products, and mission-critical systems by providing real-time guidance and monitoring workers and machines to minimize
mistakes. It also delivers relevant information at the right moment to enhance performance. Conversely, VR allows users to
visualize configurations and reconfigurations of 110T systems before implementation, helping to reduce reconfiguration times
and prevent plant shutdowns. AR and VR enable workers to perform tasks more accurately and efficiently, supporting
Industry 4.0 initiatives by integrating virtual and real-world environments in industrial processes [77][78].

3.3.13. Robotics & Automation

Robotics and automation are key drivers of innovation in the 10T, transforming industries by enhancing productivity,
efficiency, and safety. By integrating robotics with I10T technologies, organizations streamline operations and optimize
processes through real-time data exchange. Robots with sensors, cameras, and 10T devices gather valuable insights into
machine health and performance, enabling predictive maintenance and reducing downtime. These intelligent systems,
including autonomous mobile robots, automated guided vehicles, and collaborative robots, work autonomously or alongside
human operators to improve tasks like material handling, assembly, and inspection. 110T also supports dynamic scheduling,
inventory tracking, and quality control, all while reducing human error and increasing precision. Robotics and automation
in hazardous environments minimize risks by monitoring safety conditions, while scalable and energy-efficient systems help
companies adapt to changing demands. Remote monitoring and control further enhance efficiency, making managing large-
scale operations across diverse locations easier.

3.3.14.Cybersecurity Solutions

The 10T connects machines, devices, sensors, and systems to enable real-time data sharing and optimization, but its
interconnected nature makes it vulnerable to cyberattacks, breaches, and disruptions. Protecting 10T systems with
cybersecurity solutions is crucial to safeguard sensitive data, critical infrastructure, and operational systems from threats.
These solutions include device authentication, data encryption, network security, threat detection, and incident response, all
designed to ensure confidentiality, integrity, and availability. Implementing regular software updates, secure design
practices, and physical and supply chain security measures further strengthen the system. With continuous monitoring and
adherence to industry standards, organizations can mitigate risks, maintain business continuity, and build trust with partners
and customers while ensuring compliance and long-term success. Fig. 6 summarizes the enabling technologies in 110T.
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3.4.110T Architecture

Edge computing
The 10T architecture integrates various technologies to optimize industrial processes through connectivity, data analysis,
and automation. This structured framework consists of multiple layers, each playing a distinct role in ensuring seamless data
flow and operational efficiency. A widely used model includes layers for perception, network, edge computing, fog
computing, cloud computing, processing, management, application, and security [13]. Fig. 7 depicts the main layers in the

10T architecture.
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3.4.1. Perception layer

The perception layer forms the foundation of 10T architecture by sensing, identifying, and capturing data from industrial
devices [13]. This layer comprises various sensors, actuators, RFID tags, imaging devices, GPS modules, and edge
computing devices that monitor environmental and operational parameters such as temperature, pressure, and machinery
status [12]. Sensors collect real-time data, convert physical phenomena into digital signals, and transmit the information to
the network layer for further processing [24]. Actuators, including LEDs, buzzers, and mechatronic devices, execute physical
actions based on predictive models and control mechanisms [46]. This layer also integrates existing industrial digital systems,
databases, and informatization systems, ensuring seamless connectivity between legacy and modern IloT solutions [82].
Moreover, the perception layer enables industrial automation by supporting devices like industrial robots, automated guided
vehicles, and transporter systems, which facilitate efficient monitoring, control, and optimization of production environments
[32].

3.4.2. Network layer

The network layer facilitates secure and reliable data transmission between devices, sensors, networks, and servers using
wired or wireless technologies like Ethernet, Wi-Fi, ZigBee, Bluetooth, and emerging 5G networks [13][46]. It enables
seamless communication between the perception and processing levels through a range of protocols, including IPv4, IPv6,
LPWAN, LoRa WAN, MQTT, and RFID [24][32][48]. As the IloT advances, low-power wireless communication
technologies like Bluetooth Low Energy (BLE) and ZigBee have become popular due to their efficacy. The network layer
manages communication infrastructure, enables service discovery, and allows interoperability to provide dependable and
high-capacity data transmission. Integrating security protocols and middleware ensures data integrity while satisfying
industry-specific requirements such as M2M connectivity and high-bandwidth cloud communication [77]. Additionally, the
transport layer organizes and mixes multiple application protocols, such as CoAP, MQTT, HTTP, and OPC UA, to facilitate
flexible data flow [82]. The network layer, which serves as the basis for [loT communication, connects different industrial
parts and increases productivity through monitoring and intelligent production.

3.4.3. Edge computing layer

The edge computing layer, positioned between the device and cloud layers, processes data locally to reduce latency and
bandwidth usage. The edge computing layer improves decision-making and system responsiveness by conducting real-time
analytics and preliminary data processing close to the data source. This layer combines interrelated components to facilitate
anomaly detection, intelligent decision-making, and real-time data processing. Fundamentally, Wi-Fi routers link edge
servers, process local data, implement edge Al models, and communicate over the MQTT protocol. According to Joha et al.
[9], these models carry out functions such as anomaly detection, data preparation, model deployment and analysis, and
visualization.

3.4.4. Fog computing layer

Fog nodes—base stations, routers, switches, gateways, and specialized fog servers—are essential components that link
endpoints to the cloud in 10T fog computing. These nodes communicate extensively with one another to improve industrial
processes, enabling tasks like establishing artifact traceability through data sharing without external help and improving
algorithm performance through collaborative learning.

3.4.5. Cloud computing layer

Cloud-based systems are widely used for processing and storing data collected from 10T and IloT devices due to their
scalability and accessibility for data analysis and application development [48]. These platforms handle and store device-
generated data via a data layer [13]. Cloud storage is crucial for 11oT due to its robust hardware and software capabilities.
Cloud-stored data can be quickly evaluated or interpreted by Al or data-mining techniques. While recent innovations like
fog computing help to reduce latency, specific manufacturing networks may use separate data centers or servers to store data
based on their particular objectives and strategies [77].

3.4.6. Processing layer

The data processing and analytics layer, or the middleware layer, analyzes and processes data using cloud computing
resources, advanced analytics, ML, and Al to extract actionable insights [48]. It ensures seamless communication between
heterogeneous devices and software through APIs and protocols, supporting efficient data exchange [46]. This layer performs
preprocessing, converts raw data into valuable information, and maintains the integrity and quality of data collected from
lower layers [83]. It uses ML and DL to generate insights, optimize manufacturing performance, and enable predictive
analysis, improving efficiency, production, and cost [24]. Applying techniques like data mining and statistical methods
enhances IloT performance, reduces resource consumption, and facilitates automated support, failure detection, and
maintenance optimization, often relying on cloud-based resources to automate data collection and analysis cycles. Finally,
the decision layer makes informed decisions based on the insights provided by this processing and analytics layer [13].
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3.4.7. Management layer

The management layer in 10T architecture is vital in overseeing the operation, control, and coordination of the entire lloT
ecosystem between the application and infrastructure layers. It manages and optimizes 110T devices, systems, networks, and
data flows, ensuring seamless performance. This layer utilizes cloud-based platforms for scalability, edge computing for
local processing, and Al and ML for predictive maintenance and anomaly detection. It also incorporates automation tools
for streamlining device configuration and monitoring. Key functions include device, network, data, security, resource
management, system monitoring, diagnostics, service level management, and policy enforcement. The management layer
facilitates integration and interoperability and supports analytics, ensuring adequate data handling and system optimization
[13].

3.4.8. Application layer

The application layer in 10T encompasses software solutions that convert processed data into actionable insights, optimize
industrial operations, and support informed decision-making. It includes tools like predictive maintenance systems, quality
control platforms, and dashboards for performance monitoring [48]. By offering services like actuator control, energy
management, and remote monitoring, this layer interacts directly with end-user devices [12][13][24]. Through Internet-
enabled devices, users can access cutting-edge applications in various industries, including smart manufacturing, healthcare,
and agriculture [32]. The application layer links end nodes to the I10T network and enables communication between devices
and software. To operate correctly, 10T systems rely on protocols like WebSockets, MQTT, CoAP, HTTP, and Secured
MQTT. This layer also handles security issues and the increasing demand for real-world applications of Al, big data, and
cloud-edge collaboration, which are critical to advancing industries’ intelligent and digital transformation [46][82].

3.4.9. Security layer

The security layer in 1loT architecture is crucial for protecting the entire 11oT ecosystem from cyber threats, unauthorized
access, and data breaches. This layer ensures data and systems’ confidentiality, integrity, and availability by implementing
various security measures, such as device authentication, encryption, network security, and endpoint protection. It employs
technologies like public key infrastructure (PKI), multi-factor authentication (MFA), Transport Layer Security (TLS), and
Advanced Encryption Standard (AES) to safeguard data. It also utilizes intrusion detection systems (IDS), firewalls, and
secure communication protocols like MQTT to monitor and protect the network. Real-time monitoring, risk management,
compliance, and incident response are critical components alongside secure software development practices. Advanced
technologies such as Blockchain for data integrity, Al and ML for threat detection, and the Zero-trust security model enhance
the overall defense, ensuring a robust and secure 1l0T environment [77].

This modular and scalable layered architecture effectively implements 10T systems, ensuring interoperability and efficient
data management across industrial operations. It promotes seamless integration, allowing different components to work
together efficiently while supporting growth and adaptability.

3.5.110T Applications

[10T is revolutionizing industries by enhancing agility and responsiveness. Various 1loT applications have significantly
improved resource efficiency, driving faster industry productivity growth. Below are the brief descriptions of the key
applications of I10T.

3.5.1. Predictive maintenance

IloT uses sensors and analytics to monitor machinery and equipment instantly. By analyzing historical and live data,
industries can predict failures before they happen, reducing downtime, cutting maintenance costs, and enhancing operational
efficiency [84][85].

3.5.2. Smart Manufacturing

By integrating smart devices, electronics, and advanced communication methods, 110T transforms traditional manufacturing
into smart factories that boost production speed and flexibility. This transition enables highly adaptable and efficient
production, replacing conventional methods with cutting-edge technologies. Smart factories incorporate innovations like
augmented reality, simulations, and virtual prototypes, allowing machines to monitor their performance and adjust operations
instantly. Through digital twins and CPS, manufacturers use real-time data to improve quality control, minimize waste, and
enhance supply chain efficiency [77][86][87].

3.5.3. Asset tracking and management

Industries leverage 10T to monitor assets across extensive facilities, including machinery, vehicles, and tools. RFID, GPS,
and 10T sensors instantly track location, usage, and condition, preventing losses and optimizing resource allocation [88].
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3.5.4. Energy management

I10T optimizes industrial energy consumption by monitoring power usage in factories, plants, and warehouses. Smart grids,
automated energy controls, and Al-driven analytics help reduce costs and lower carbon footprints by improving energy
efficiency. Attaching IoT sensors to infrastructure allows businesses to track energy-consuming systems and implement
automated solutions, such as turning off lights after a particular hour or when the building is empty. A robust 10T -based
HVAC monitoring system efficiently manages heating, ventilation, and air conditioning energy use. As a key component of
10T, industrial energy systems enhance the performance of new energy solutions and contribute to greater environmental
security [32].

3.5.5. Supply chain and logistics optimization

IloT improves supply chain management by enabling real-time tracking of raw materials, products, and shipments. With
smart sensors and Al-driven insights, businesses can enhance inventory management, fleet tracking, route optimization, and
warehouse automation. The intricate process of supply chain management covers a product's entire lifecycle. 10T solutions
provide essential transparency, control, and automation, allowing employees to monitor goods instantly, track storage
conditions, optimize delivery routes, and quickly locate items in storage [3].

3.5.6. Industrial automation and robotics

Connected robots and automation systems enhance manufacturing, assembly, and packaging by enabling seamless
communication between robotic arms, conveyor systems, and quality inspection tools through 110T. This technology
increases speed, precision, and flexibility while reducing overhead costs, boosting productivity, and improving employee
satisfaction. By automating processes, 10T minimizes human error and significantly enhances product quality. With this
approach, 1loT supports highly dynamic automation across various industries, optimizing manufacturing, supply chain
management, and logistics through real-time monitoring, predictive maintenance, and improved operational
efficiency[48][77][89].

3.5.7. Worker safety and environmental monitoring

IloT enhances workplace safety through wearable devices, real-time monitoring, and Al-based alerts. Smart sensors detect
gas leaks, temperature fluctuations, air quality issues, and hazardous conditions, ensuring compliance with safety regulations
and protecting workers. In high-risk industrial environments, operating heavy machinery poses grave dangers, but lloT
applications help prevent accidents. Sensors on workers monitor perspiration, working techniques, heart rate, and
temperature to assess their well-being. A connected workforce strengthens workplace safety by tracking biometrics and
hazard exposure and relaying that data to nearby workers. Implementing lloT-based safety systems improves industrial
efficiency by enhancing human resource management and reducing workplace accidents [77][90][91].

3.5.8. Remote monitoring and control

IloT enables industries to remotely monitor and control operations, ensuring efficiency and operational continuity. With
cloud-based platforms, supervisors can track machine performance, factory conditions, and security anywhere. Industrial
10T applications allow real-time adjustments to settings and equipment operations. For instance, if the system detects a gas
leak, it can immediately trigger shutdown protocols to prevent hazards and costly damages. Remote control significantly
cuts operational costs by reducing the need for on-site technicians. 110T also enhances monitoring by replacing manual
checks with sensors that detect anomalies and respond proactively [77][92].

3.5.9. Smart agriculture and farming

IloT-powered smart sensors monitor soil conditions, weather patterns, crop health, and irrigation systems in agriculture.
Automated machinery, including self-driving tractors and drones, optimizes farming operations to boost productivity and
sustainability. By analyzing data, 10T reduces waste and promotes sustainable farming practices [17].

3.5.10. Healthcare and pharmaceuticals

I10T is revolutionizing the healthcare sector by ensuring precision, compliance, and operational efficiency in medical device
manufacturing, pharmaceutical production, and hospital operations. It enables real-time tracking of medical supplies, remote
patient monitoring, and automation of critical healthcare processes, significantly improving patient care and management
systems. Integrating Al and ML, I1oT helps analyze patient data and predict health outcomes, fostering proactive health
management. Applications such as patient-centered medical home care, medical equipment efficiency improvement, and
telemedicine solutions benefit from 10T, reducing costs and enhancing remote control of medical equipment. I10T devices
enable quick diagnosis, timely treatment decisions, and improved patient monitoring, while CPS and sensor devices provide
real-time data to guide medical professionals. Additionally, IloT-based doctor recommendation systems allow patients to
access real-time information and book appointments with qualified doctors, further enhancing healthcare delivery [17][32].
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3.5.11. Transportation and logistics

The I10T transforms logistics and transportation by improving tracking, fleet management, and supply chain efficiency. It
provides real-time vehicle location, condition, and performance data, ensuring better decision-making and optimized
operations. Blockchain-enabled systems ensure secure data exchange, safeguarding against breaches and increasing
stakeholder confidence. 10T technologies like RFID, autopilot systems, and computer vision enhance vehicle tracking and
predictive capabilities, while advanced systems like BMW’s iDrive use sensors to monitor road conditions and guide drivers.
10T also enables mobile ticketing with NFC tags, monitors environmental conditions in food transport, and supports
augmented maps for tourist information, ultimately boosting productivity and automation in logistics and transportation
[17][32][77].

3.5.12.Smart grid

Smart grids enable bidirectional electricity transmission, facilitating coordination between power suppliers and consumers.
IloT automates smart grid operations by reducing fossil fuel use, increasing renewable energy adoption, and enhancing
power utilization. It improves energy management by tracking production and consumption, facilitating cooperation among
diverse renewable sources, and ensuring smoother grid integration. By leveraging real-time data, 10T optimizes energy
distribution, reduces operating costs, and strengthens grid stability while supporting demand response programs.
Additionally, federated learning (FL) in 1loT networks enhances scalability and data privacy, safeguarding personal data and
enabling intelligent energy management solutions [17][48][77].

3.5.13. Inventory monitoring

In industrial settings, IloT-enabled inventory monitoring uses connected devices, sensors, and real-time data analytics to
track and manage inventory efficiently. By placing sensors on products or pallets, businesses can monitor stock levels,
location, condition, and movement while ensuring proper storage conditions through data on temperature, humidity, and
environmental factors. RFID tags and barcode scanners work together to track and update the status of items as they move
through warehouses or production lines. This real-time data offers valued insights into inventory levels, predicts demand,
and optimizes stock replenishment. With automated stock refills and reduced human error, 110T enhances accuracy, increases
efficiency, and streamlines inventory management, saving businesses time and effort while improving operational
performance [86][90].

3.5.14.Smart factory

Smart factories leverage 110T technologies to connect machines and humans through operation, field, and mobile devices,
with the primary goal being to deliver clients innovative products, services, and feedback. The key components of smart
factories include intelligent machines, smart manufacturing, smart engineering, manufacturing IT, and cloud computing.
Cloud computing and big data support the development of manufacturing processes, hardware, and software. Intelligent
machines integrate autonomous systems, sensors, and communication devices to enable self-operability, maintenance, and
awareness. Smart manufacturing combines CPS with 10T, automating processes for efficiency and responsiveness to
customer needs. 10T allows real-time monitoring of machines, fleets, and components, while innovative engineering uses
big data analytics to optimize product design and development. Integrating 10T into production processes boosts automation,
resource efficiency, and predictive maintenance, ultimately improving productivity and reducing downtime [17][32].

3.5.15. Construction sector

Integrating 110T in the construction sector is revolutionizing the industry by boosting productivity, enhancing safety, and
streamlining resource management. 10T links workers, machines, and equipment through wearable technology, smart
sensors, and sophisticated monitoring systems, allowing for real-time data collecting and analysis. Thanks to this
connectivity, construction companies can assess site conditions, keep an eye on worker safety, and monitor equipment
performance. By adjusting operations independently, smart robots can minimize downtime and human mistakes. Predictive
maintenance also reduces repair costs and minimizes interruptions by detecting possible problems before they become
serious. By providing insightful information about progress, resource utilization, and material availability, 10T also enhances
project management by reducing delays and streamlining scheduling. 10T enhances short-term project results and long-term
sustainability by combining automation and data-driven insights to support safer, more cost-effective, and more efficient
building operations [17].

3.5.16. Mining

The I10T revolutionizes the mining industry by improving safety, efficiency, and productivity. By integrating smart sensors,
wearable devices, and advanced monitoring systems, 10T connects equipment, machinery, and personnel to enable real-time
data collection and analysis. This connectivity allows mining companies to track equipment performance, monitor
environmental conditions, and enhance worker safety. Sensors in equipment detect malfunctions or wear, enabling predictive
maintenance that lessens downtime and repair costs. 10T also provides insights into resource usage, energy consumption,
and ore quality, helping optimize processes and minimize waste. With automation and remote-controlled systems, 10T
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enables safer operations in hazardous environments, reducing risks to workers. Overall, 110T drives operational efficiency,
lowers costs, improves safety standards, and promotes sustainability in mining [17].

3.5.17. Advanced analytics

I10T leverages connected devices and sensor data to enable informed, data-driven decision-making. 10T facilitates advanced
analytics like ML, predictive modeling, and Al by integrating real-time machinery, equipment, and operations data. These
tools identify patterns, predict failures, and optimize performance, improving operational efficiency. For example, predictive
maintenance models can forecast equipment failures, allowing for timely repairs and reducing costly downtime. lloT-driven
analytics also help optimize resource usage, minimize waste, and enhance sustainability. Industries such as manufacturing,
energy, and mining can harness these insights to streamline processes, boost profitability, and drive continuous optimization
across all business aspects [84][93].

4. CYBER THREATS AND ATTACKS IN IloT

Despite widespread adoption in industrial control systems, 10T remains vulnerable to cyberattacks that can severely impact
organizations’ reputations and finances. Table 2 briefly describes the most common security threats and attack methods in
the 10T environment.

TABLE Il BRIEFLY DESCRIBE THE MOST COMMON SECURITY THREATS AND ATTACK METHODS IN THE I10T
ENVIRONMENT.

Security threats and Violated Security Principle

S/No Reference Description

attacks C | A|lAU|AT [ N |R

The vast data generated by IloT devices raises serious
privacy concerns, especially in critical systems like smart
grids and industrial control systems. Unauthorized access,
weak authentication, and unsecured communications
expose intellectual property, operational data, and
employee privacy to cyber threats. Attackers can intercept
1 [33][35][94] Privacy violation unencrypted  transmissions,  manipulate  industrial | v | vV | V| ¥V v | v |V
operations, and exploit excessive data collection without
user consent. Poor data storage and retention policies make
cloud platforms vulnerable to breaches, increasing the risk
of leaks and permanent data loss. Privacy violations in lloT
compromise data confidentiality, exposing sensitive
information without consent.

A data breach in IloT happens when unauthorized
individuals  access  sensitive  information  from
interconnected industrial devices and networks. Many
industrial systems are vulnerable to ransomware, malware,
and data theft because they lack strong protection.
Inadequate  network  segmentation  puts  critical
infrastructure, such as ERP and SCADA platforms, at risk
by enabling hackers to move between systems. Weak
authentication, outdated firmware, and unencrypted data
2 [32][33][37] Data Breach transmission provide hackers with entry points they can | v | v/ | V| Vv vV | v | x
use. Inadequate  network  segmentation  allows
cybercriminals to move across IT and operational networks,
potentially endangering critical infrastructure.
Furthermore, unsecured remote access tools increase the
risk of security breaches by allowing hackers to change
systems, steal data, or impede business operations.
Malicious actors could obtain private or sensitive
information if sensitive data from digital twins is not
sufficiently protected.

Reconnaissance attacks in 10T systems involve attackers
gathering information about the target infrastructure,
device configurations, and communication protocols to
identify vulnerabilities. This process, typically the first step
in a more complex intrusion, allows cybercriminals to
understand the network layout, connected devices, and
potential weaknesses. Attackers scan for open ports, | v | vV | V| ¥V v | v | x
services, and firmware versions, which may be exploited if
known vulnerabilities exist. In [loT environments, such
attacks are more common due to devices’ open and
interconnected nature, which often have poor security
practices like weak passwords or unencrypted

Reconnaissance

3 [36] attacks

communications. Poor authentication practices in systems
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like SCADA, where default or infrequently changed
passwords are shared, make these environments
particularly vulnerable to reconnaissance, as attackers can
exploit such weaknesses to gain unauthorized access. While
the immediate impact of reconnaissance attacks may be
low, they lay the groundwork for more severe attacks like
data breaches or system malfunctions.

[17][31-
33][38][39][81]
[95]

Malware and
Ransomware attacks

Malware is malicious software that disrupts, damages, or
gains unauthorized access to 10T networks, devices, and
control systems. It spreads through phishing emails,
compromised software, or network vulnerabilities, leading
to operational disruptions and data breaches. Ransomware,
a severe malware type, encrypts critical data and demands
a ransom, crippling industrial operations. Attackers exploit
outdated software and weak security in 1loT systems to
inject malware, steal information, or hijack control systems.
These threats pose severe risks to industrial processes,
causing financial losses, downtime, and compromised
safety.

[17][21][22][32][
33][35][46][81]
[96]

MitM attacks

MitM attacks in 1loT occur when attackers intercept and
manipulate communication between devices,
compromising data integrity and security. They exploit
weak encryption, protocol vulnerabilities, or insecure
network configurations to eavesdrop, alter messages, or
inject malicious commands. Attackers can hijack lloT
communication through packet sniffing, session hijacking,
or ARP spoofing, leading to false sensor readings,
unauthorized control, or production disruptions. If they
compromise the MQTT broker, they can control the entire
10T system. MitM attacks pose a serious threat by enabling
data modification, fabrication, and unauthorized access,
which can result in equipment failure and severe industrial
damage.

[17][31-
35][37][81][96][
95]

DoS and DDoS
attacks

DoS attacks threaten [loT systems by overwhelming
devices, networks, or services with excessive traffic,
disrupting operations, and causing downtime. Attackers
exploit vulnerabilities in communication protocols, weak
authentication, and unsecured endpoints to degrade
performance or trigger system failures. DDoS attacks
amplify the impact by using botnets to flood 10T networks,
making monitoring and control nearly impossible. By
leveraging techniques like SYN flooding, HTTP flooding,
and signal jamming, attackers exhaust device resources and
disrupt communication. Many IloT devices lack strong
security, allowing cybercriminals to hijack them into
botnets that generate malicious traffic against industrial
control servers, cloud platforms, and communication
protocols like TCP and MQTT. As a result, DDoS attacks
severely impact industrial automation, manufacturing,
energy, and transportation networks, leading to financial
losses, safety risks, and operational failures.

[21][31][33][81][
95]

Supply chain attacks

Supply chain attacks in the 10T exploit vulnerabilities in
industrial systems by targeting hardware, software, or
services at different supply chain stages. Cybercriminals
insert malicious code, backdoors, or tampered components
into firmware, software updates, or third-party applications
before they reach end users. They compromise software
repositories, development environments, or hardware
during manufacturing and distribution, allowing
unauthorized access, remote command execution, or data
exfiltration once integrated into industrial networks.
Attackers exploit weak cybersecurity practices among
vendors or contractors with privileged access, using
phishing attacks or insider threats to infiltrate critical
infrastructure. These threats pose significant risks, mainly
as IloT integrates with Industry 4.0, increasing
cybersecurity ~ challenges.  Adversaries can install
backdoors, introduce defective chips, or use publicly
available data to extract sensitive information via ML-
based side-channel attacks.
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[30][32][35]

Spoofing attack

A spoofing attack in the 1loT occurs when an attacker
impersonates a trusted entity to manipulate or gain
unauthorized access to an industrial system. By exploiting
authentication, communication protocols, and network
infrastructure vulnerabilities, attackers can spoof device
identities such as IP addresses, MAC addresses, or unique
credentials, allowing them to intercept, alter, or inject
malicious data into the system, potentially causing incorrect
decisions, equipment failure, or safety hazards. For
example, an attacker could mimic a sensor in a smart
factory to send falsified readings, disrupting operations.
GPS spoofing, DNS, and ARP spoofing also pose
significant risks, such as misleading location data in
logistics or redirecting network traffic for eavesdropping
and data theft. This attack can severely impact operational
efficiency and security, with techniques like RFID spoofing
exploiting inventory and equipment monitoring systems
vulnerabilities.

[31][33][37]

Insider threats

Insider threats in the I10T pose a significant risk to system
security and functionality, as individuals with authorized
access—such as employees, contractors, or trusted third
parties—may misuse their position to compromise
operations, steal sensitive data, or cause damage. These
insiders can manipulate interconnected systems, alter
sensor data, sabotage production processes, or cause
downtime, leading to significant financial and reputational
harm. The complexity of [10T environments and traditional
security measures’ inability to detect insider actions make
these threats hard to identify. Disgruntled employees may
tamper with ICS or HMI systems, deliberately disrupting
operations. Furthermore, privileged insiders with access to
critical data, such as Digital Twins or physical assets, may
abuse this power for personal gain or revenge,
compromising security and integrity.

10

[17][31][95][971[
98]

Social engineering
and phishing attacks

The 1loT enables seamless communication between
devices, sensors, and control systems, but it also exposes
systems to cyber threats like social engineering and
phishing. These attacks manipulate individuals to reveal
sensitive information or take actions that compromise
security, leading to financial loss, reputation damage, and
operational disruptions. Phishing is particularly harmful in
10T environments, as attackers impersonate trusted figures
to gain unauthorized access to ICS or HMI. Techniques
such as deceptive emails, phone calls, and website forgeries
target employees and vendors, risking control over critical
systems.

11

[32]

Side-channel attacks

Side-channel attacks in 1loT exploit unintended
information leaks  from power  consumption,
electromagnetic emissions, timing variations, or acoustic
signals to gain unauthorized access or infer sensitive data.
These attacks focus on the microarchitecture of processors
to extract valuable information, such as cryptographic keys.
Techniques  like  differential power  analysis,
electromagnetic analysis, and timing attacks allow
attackers to deduce secret keys or manipulate industrial
processes without direct system access.

12

[17][38]

Botnet attacks

Botnet attacks target IloT systems by exploiting weak
authentication, outdated firmware, and unsecured
communication channels. Infected devices are used to
launch DDoS attacks, disrupt industrial operations, and
cause financial losses through production delays and
equipment malfunctions. Botnets also enable data
exfiltration, espionage, ransomware attacks, and
cryptojacking, leading to intellectual property theft, system
slowdowns, and unauthorized control over industrial
systems. In next-generation industrial CPS, attackers can
exploit these devices to gain remote access, disrupt
operations, and manipulate control commands.
Additionally, security gaps at the boot stage make IloT
edge devices particularly vulnerable, allowing attackers to
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capture devices during reboot and further compromise the
system.

13

[30][32][81]

Jamming attacks

Jamming attacks threaten 1loT security by disrupting
wireless communication, leading to network failures, data
loss, and reduced efficiency. Attackers use constant,
reactive, deceptive, and random jamming techniques to
interfere with industrial processes, causing production
delays and safety risks. In smart factories and critical
infrastructure, jamming can halt operations, trigger
cascading failures, and enable further cyberattacks. A real-
world case involved a former employee using a high-
frequency jammer to disrupt communications between 10T
sensors and control systems, halting production and
exposing vulnerabilities in the facility’s security
infrastructure.

14

[32][35][81]

Sleep deprivation
attacks

Sleep deprivation attacks target battery-powered devices in
10T networks by preventing them from entering low-
power sleep modes, causing excessive energy consumption.
Attackers achieve this by sending high volumes of
unnecessary requests or exploiting network vulnerabilities,
forcing devices to stay active and draining their batteries.
In some cases, malicious code is executed to create infinite
loops, or hardware modifications are made, keeping the
devices continuously active. As a result, the devices’
energy reserves deplete rapidly, leading to performance
degradation, network congestion, and system failures.
These attacks disrupt industrial  operations by
compromising data transmission, increasing maintenance
costs, and causing potential downtime. They also harm
system reliability by denying the power needed for 1loT
devices to function correctly.

15

[32][33][81]

Replay attacks

Replay attacks threaten IloT environments by intercepting
and retransmitting legitimate data packets to deceive
systems. Weak authentication and encryption allow
attackers to reuse old messages to gain access, manipulate
operations, or disrupt industrial processes. 1loT systems
remain vulnerable due to legacy protocols and resource
constraints, making secure encryption and key exchanges
difficult. Attackers exploit these gaps by capturing and
replaying network traffic, triggering unauthorized actions
like altering sensor data or shutting down power grids.

16

[17][33][35][81]

Eavesdropping
attacks

Eavesdropping attacks in 1loT involve attackers
intercepting data transmitted between connected devices,
sensors, controllers, and cloud systems. These attacks
exploit wireless and wired communication vulnerabilities,
targeting critical information such as operational
commands, production data, and confidential business
insights. The lack of strong encryption and secure
authentication mechanisms in legacy systems, along with
insecure wireless methods like unprotected Wi-Fi or
Bluetooth, makes 1loT networks particularly vulnerable.
Attackers use packet sniffers to capture and analyze
network traffic without detection, often extracting sensitive
information instantly, leading to system disruptions, data
manipulation, financial losses, and risks to national
security. In 10T systems, which usually involve numerous
transmitting devices, eavesdropping poses a significant
threat to confidentiality and integrity, with attackers using
traffic analysis to discern communication patterns and gain
access to private information.

17

[32][35][81]

Sybil attacks

In a Sybil attack on IloT networks, an attacker creates
multiple fake identities or nodes to deceive the system and
gain disproportionate influence over network operations.
These counterfeit identities allow attackers to disrupt
communication, inject false data, and manipulate decisions,
leading to operational failures, financial losses, and
compromised data integrity. For example, in smart grid
environments, a Sybil attack can cause incorrect energy
usage reports, resulting in power outages. The attack
undermines consensus mechanisms and routing protocols
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by overwhelming legitimate nodes, causing network
congestion, increased latency, or complete failure. Such
disruptions can severely affect industries relying on real-
time control and monitoring.

18

[81][32]

Wormhole attacks

Wormhole attacks pose a severe security threat in IloT
networks by allowing attackers to create a low-latency
communication link between two distant points,
manipulating data transmission. Malicious nodes
collaborate to capture packets at one location and tunnel
them to another, bypassing normal routing mechanisms and
distorting the network topology, which creates the illusion
that two endpoints are closer than they are, disrupting
network operations, misrouting data, and making the
system more vulnerable to MitM or DoS attacks. lloT
systems, which rely on real-time communication for
automation and control, are particularly vulnerable as
wormhole attacks can delay or reroute critical data, leading
to operational failures, safety hazards, or production
downtime. These attacks can drain the batteries of
intermediate legitimate nodes as the tunneled packets pass
through them.

19

[81](32]

Malicious code
injection attacks

Malicious code injection attacks in IloT environments
embed harmful code into IloT systems, applications, or
network components, exploiting vulnerabilities in ICS,
SCADA systems, and edge computing devices. These
attacks manipulate system behavior, gain unauthorized
access, or disrupt operations using techniques like SQL
injection, command injection, and cross-site scripting
(XSS). Such attacks can compromise power grids,
manufacturing plants, and water treatment facilities by
altering sensor data, disrupting PLCs, or halting production
lines. 10T devices are more vulnerable due to their reliance
on legacy systems with limited update capabilities, making
it difficult to deploy security patches quickly. Malicious
scripts can enter through unsecured APIs, outdated
firmware, or misconfigured protocols, allowing attackers to
exfiltrate sensitive data, install malware, or gain remote
control, leading to operational failures or espionage.
Exploiting vulnerabilities in debug modules or firmware
upgrades, attackers can inject malicious code affecting
individual devices and entire networks.

20

[32]

Fake node injection

Fake node injection occurs when attackers introduce
counterfeit nodes that impersonate legitimate devices.
These malicious nodes manipulate data, disrupt operations,
and exploit system vulnerabilities. False information and
illegitimate traffic can cause malfunctions, outages, and
network congestion. Attackers exploit weak authentication
or insecure protocols to control fake nodes, compromising
10T system integrity, confidentiality, and availability.

21

[31][371[81][99]

Authorization and
authentication attacks

Authentication and authorization attacks target access
control mechanisms in IloT systems. Attackers use
credential stuffing, phishing, and brute force to bypass
authentication, exploiting weak MFA. Once inside, they
exploit authorization vulnerabilities to access sensitive
resources, escalate privileges, or bypass access controls.
These attacks can cause significant damage, including data
theft, process disruptions, equipment damage, and safety
hazards, highlighting the need for stronger security
measures.

22

[17][100][101]

Advanced persistent
threat attacks

APTs involve sophisticated cyberattacks that target specific
networks for long-term infiltration. They exploit lloT
vulnerabilities, such as weak security in devices and
centralized control systems, to remain undetected. APTs
infiltrate 10T networks through phishing, malware,
exploiting known vulnerabilities, or compromising third-
party vendors with access to industrial systems. Once
inside, attackers conduct reconnaissance, escalate
privileges, move laterally across the network, establish
command and control, exfiltrate data, and disrupt
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operations. These attacks can steal sensitive data or disrupt
critical operations, as seen with Stuxnet.

23

[21]137]

10T device
exploitation

Cyber attackers exploit 10T devices by exploiting weak
authentication, outdated firmware, and unpatched software.
They manipulate data, disrupt operations, and cause
cascading effects across connected systems. Attackers can
seize control of critical systems like smart meters, remote
cars, or aircraft, posing serious safety risks. IIoT devices’
lack of security mechanisms makes them vulnerable to
ransom demands and data exfiltration attacks.

24

[17][21][33]

Physical attacks

Physical attacks target critical infrastructure by sabotaging
sensors, actuators, controllers, or network components,
causing production disruptions and malfunctions. Attackers
may alter system configurations or tamper with control
systems like PLCs to trigger faulty processes. Damaging
communication channels or stealing devices can result in
data loss and unauthorized access.

25

[21][32]

Data interception and
tampering

Malicious actors intercept and tamper with data in lloT
networks to compromise its integrity, confidentiality, and
availability. They exploit weak encryption or security
protocols to access sensitive operational data, such as
control commands and sensor readings. Once intercepted,
attackers manipulate or alter the data to disrupt operations,
cause damage, or create safety risks. Attackers can also
manipulate communication devices, RFID systems, and
application data exchanged between servers and clients by
altering POST requests.

26

[81]

Node capture attacks

In a node capture attack on 10T, attackers physically seize
a network node like a sensor or controller to compromise
its functionality and extract sensitive data. They exploit
hardware, software, or authentication vulnerabilities to
reverse-engineer protocols, inject malicious instructions, or
manipulate data, which grants long-term access, allowing
attackers to monitor communications, disrupt processes,
and impersonate devices. Attackers can also exploit trust
between nodes, spread false data, and access sensitive
assets, enabling further network-wide attacks.

27

[33][81]

Cross-site or
malicious script
attacks

Cross-site and malicious script attacks pose severe security
risks to 1loT systems by injecting harmful code into web
applications. Attackers exploit vulnerabilities to steal
sensitive data, manipulate control systems, and disrupt
industrial operations. In 1loT environments, where
industrial machines and critical infrastructure connect
through web interfaces, attackers can use malicious scripts
to steal login credentials, redirect users to phishing sites, or
gain unauthorized access to control systems. These scripts
can hijack user credentials, redirect to phishing sites, or
cause automation failures. Malicious code blends with
legitimate scripts, making detecting and executing in any
browser hard.

28

[33]

Impersonation attack

Impersonation attacks occur when attackers assume the
identity of legitimate devices or users to access critical
systems and data. They exploit communication channels by
mimicking trusted entities like sensors or operators to
bypass security measures. Attackers use spoofing, weak
authentication, and stolen credentials to carry out these
attacks. The complexity of 1loT networks, with their
diverse and interconnected devices, increases the number
of entry points available for exploitation.

29

[32]

Selective forwarding
attacks

In an lloT network, a selective forwarding attack occurs
when an attacker filters or discards specific packets,
disrupting data flow between devices like sensors,
actuators, and gateways. This manipulation can corrupt
transmissions, causing incorrect decisions, system failures,
or safety risks. Attackers often remain undetected, as their
actions resemble normal packet loss. These attacks are
difficult to detect because they mimic normal packet losses,
allowing attackers to stay hidden, especially in
decentralized, wireless I10T environments. An attacker can
inject malicious code into a network node, preventing data
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from reaching its destination and compromising system
reliability.

30

[32][33]

Traffic analysis
attack

A traffic analysis attack involves intercepting and
examining communication metadata, like timing and
frequency, instead of data content. Attackers can uncover
critical operational details by analyzing traffic patterns,
detecting vulnerabilities, and predicting actions. This
method enables attackers to target specific systems and
even manipulate operations. Unlike message interception,
traffic analysis reveals the nature of communication
without decrypting data.

31

[32]

Routing information
attacks

Routing information attacks exploit vulnerabilities in
routing protocols to disrupt communication and
compromise data integrity. Attackers inject false routing
data, poisoning routing tables and rerouting traffic through
malicious paths. Blackhole, MitM, and Sybil attacks further
destabilize networks by dropping data, intercepting
exchanges, or introducing fake nodes. These attacks can
lead to system downtime, data loss, and manipulation of
industrial processes, posing significant risks to IloT
systems.

32

(81]

SQL injection attacks

SQL injection (SQLi) is a cyberattack where malicious
actors exploit vulnerabilities in SQL queries to access or
alter a database. In the context of 10T, attackers can target
systems managing critical data like sensor readings or
production workflows. By manipulating SQL queries, they
can tamper with machine settings, alter real-time data, or
compromise safety protocols, potentially causing severe
disruptions in industrial operations. The lack of input
validation in vulnerable systems allows attackers to inject
malicious data, gain unauthorized access to sensitive
information, modify database structures, or delete data. In
10T environments, such attacks can lead to system failures,
downtime, financial losses, and safety hazards, impacting
the organization and its users.

33

[21][38]

Firmware and
software
vulnerabilities

Firmware, the specialized software embedded in lloT
hardware devices, can harbor flaws due to outdated or
poorly written code, weak encryption, or insecure
communication protocols, enabling attackers to gain
unauthorized access and compromise industrial networks.
Similarly, software vulnerabilities in 1loT applications,
such as control systems and monitoring tools, arise from
coding errors, insufficient input validation, and weak user
permission management. Legacy software further increases
the attack surface, while inadequate patch management and
weak authentication mechanisms make it easier for
attackers to exploit weaknesses. The interconnected nature
of IloT devices amplifies the impact of these
vulnerabilities, as a single compromised device can trigger
widespread network failures. The lack of standardized
update mechanisms and the long operational lifespans of
industrial systems complicate secure, real-time updates.

34

[37]

Insecure
communication

Insecure communication occurs when data exchange
between connected devices, networks, and systems lacks
proper security measures. This vulnerability arises when
10T devices, such as machines, sensors, and controllers,
communicate without encryption, allowing malicious
actors to intercept and expose sensitive information. As a
result, attackers can exploit unsecured channels to inject
malicious code or tamper with data, leading to operational
disruptions, incorrect decision-making, or even physical
damage to industrial assets. In many cases, IloT devices
operate in remote environments with insufficient
infrastructure to support advanced security protocols,
making them prime targets for cyberattacks through weak
points like insecure protocols, default passwords, or
outdated software. Furthermore, insecure communication
protocols can compromise data integrity between physical
assets and their digital twins.
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35

A buffer overflow poses a security risk when a program or
device attempts to store more data in a buffer than it can
manage. 1loT systems, which rely on real-time data
exchange and precise control of industrial processes, are
particularly vulnerable to such attacks. When the excess
data overflows, it can corrupt adjacent memory or execute
malicious code, potentially allowing attackers to gain
unauthorized access to ICS, resulting in taking control of
machines, alteljlng sensor readings, or dlsruptl_ng critical | | | /| < vl
processes. The interconnected nature of 10T devices means
that compromising one device could give attackers access
to others, amplifying the attack’s scope. These
vulnerabilities are common in SCADA systems because
they use programming languages like C, which lack type
safety, and the continuous operation of devices, which can
cause memory fragmentation over time. As a result, buffer
overflow attacks can manipulate PLC instructions and
sensor data, leading to system failures or safety hazards.

[83][102] Buffer overflow

36

A backdoor in Industrial 10T is a hidden access point
allowing attackers to bypass security measures and control
devices or networks undetected. Cybercriminals, insiders,
or even manufacturers may introduce backdoors, either
intentionally or unintentionally, during system design,
production, or operation. Once in place, these
vulnerabilities enable attackers to exploit system
weaknesses, steal sensitive data, and disrupt critical
industrial processes. The complexity and scale of IloT
networks, combined with outdated security practices and
proprietary protocols, make them prime targets. Attackers
[103][104] Backdoor use backdoors to evade authentication, execute malicious | v | v | V| Vv v | v |V
commands, and maintain persistent access, often without
triggering security alarms. Some vendors in ICS include
backdoor accounts for remote support and updates,
unintentionally exposing SCADA data to potential threats.
Backdoor malware poses an even greater risk by remaining
dormant and undetectable while providing unauthorized
access to manipulate operations and compromise
infrastructure. The open and interconnected nature of 1loT
further increases vulnerability, making backdoor attacks
particularly dangerous due to their stealthy and persistent
nature.

37

Cross-domain data sharing enables systems such as
machinery, production lines, ERP, and supply chain
management to exchange data seamlessly. By breaking
down data silos, this integration enhances decision-making,
operational efficiency, and innovation. For instance,
sensors embedded in manufacturing equipment generate
data that gives businesses a holistic view of operations
when shared with inventory management or enterprise
analytics platforms. This connectivity supports real-time | v | v | v | ¥ v | v | x
monitoring, predictive maintenance, and optimized supply
chain management while bridging the gap between
operational technology and IT. However, ensuring
compatibility between systems remains challenging due to
differing data formats, protocols, and standards. Similarly,
digital twins operate within a multi-stakeholder ecosystem,
creating privacy risks as data may unintentionally reach
unauthorized parties or be used beyond its original purpose.

Cross-domain data

[37] sharing

Confidentiality (C), Integrity (1), Availability (A), Authentication (Au), Authorization (AT), Non-Repudiation (N), Resiliency (R), Accountability (Ac)

5. CYBERSECURITY IN IloT

Protecting industrial networks from cyberattacks, unauthorized access, and vulnerabilities is crucial for cybersecurity.
Cybersecurity encompasses a range of tools, security concepts, risk management strategies, processes, technologies, and best
practices designed to safeguard digital systems, networks, financial and client data, operational procedures, and intellectual
property from unauthorized access, breaches, and cyber threats while managing system access through effective procedures
[105][106]. Cybersecurity aims to protect information from unauthorized disclosure, modification, or destruction by
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monitoring physical or cloud-based computer activities for system vulnerabilities and analyzing activity patterns. Its primary
focus is intrusion detection, which helps ensure secure communication, user authentication, and authorization.

The global industrial cybersecurity market is valued at US$23.5 billion in 2024. From 2024 to 2031, it will expand at a
CAGR of 8.2%, propelled by disruptive digital technologies and increased cyber-attacks. This rise is further accelerated by
cyberattacks' growing sophistication and frequency [107]. Cybersecurity is used in many security domains, including
network, application, information, operational, disaster recovery, operational continuity, and end-user training. It is also
essential for risk analysis and management, preventing fraud and attacks [108]. It is vital to protecting industrial operations
against disruptions, financial losses, and safety risks. To achieve successful 10T cybersecurity, manufacturers, cybersecurity
specialists, and lawmakers must collaborate to develop security frameworks and best practices. Industries can minimize
security risks and optimize I10T benefits by implementing robust cybersecurity protocols [109]. It is essential to guarantee
protection throughout the whole lifecycle of an loT-connected environment to avoid unwanted access, changes, or data loss.
An 10T security requirement model is required to identify problems and create solutions. It is usual practice to handle
security in 10T scenarios while evaluating security requirements carefully. By locating any weaknesses and implementing
the necessary fixes, this technique contributes to the safety and integrity of systems. Some of the specifically mentioned
security requirements for 11oT are described below:

= Confidentiality: This security principle shields private data from exposure or unwanted access, especially in 10T
systems that manage large data exchanges. This data frequently contains extremely sensitive information that could
jeopardize access control and have catastrophic repercussions if compromised, such as access keys, device statuses,
and commercial data. By safeguarding intellectual property, business secrets, and personal information,
confidentiality is crucial to maintaining the integrity of 10T systems [11][31][46].

= Integrity: This security mechanism verifies the authenticity of devices and the originality of data during
transmission between I10T devices, machines, and central database servers, ensuring that devices operate as
intended. It is categorized as a primary security attribute in ISO/IEC 27000 and is closely related to safety. Integrity
in 10T systems ensures the accuracy and reliability of data, making it essential for decision-making and protecting
against malicious attacks. Safeguarding data transmission between devices and software prevents alterations that
could lead to process failures, system shutdowns, or security breaches. Effective strategies are needed to detect
unexpected changes within the 1loT system [11][31][46].

= Availability: This security mechanism in 10T systems ensures that devices and services remain operational and
accessible when needed, preventing disruptions to critical infrastructure. It is crucial for maintaining the continuous
functionality of IloT systems, as downtime can lead to production delays, safety risks, and financial losses.
Availability can be compromised by attacks such as DoS, particularly concerning 1loT systems with resource-
constrained components. Security mechanisms designed to protect 11oT systems might reduce availability to
mitigate cyber threats, but this can also impact safety in these environments, creating a balance between security
and operational reliability [11][31][46].

= Authentication: This is a key security mechanism for verifying the identity of lloT devices, ensuring they are what
they claim to be. This process is crucial for preventing unauthorized devices from accessing the 1oT network and
protecting the authenticity of communication and the confidentiality and integrity of exchanged data. Lightweight
MFA is essential in 10T environments, where data security, quality of service, and factors such as low latency and
limited computing resources must be considered. The mobility, scalability, and heterogeneity of 110T devices also
make it challenging to identify suspicious devices, and malicious devices can cause serious consequences.
Therefore, a robust authentication mechanism maintains availability, resiliency, and safety in 10T systems [11][46].

= Authorization: This security attribute ensures that access rights to devices and assets are managed, limiting access
to privileged devices. Vulnerabilities can compromise these security controls, potentially exploiting 10T devices
beyond their authorized privileges [11].

= Non-repudiation: This security property ensures that the sender of a message or digital transaction cannot deny
sending or engaging in it. It proves communication and prevents individuals from disowning their actions, thereby
maintaining trust and accountability in digital interactions. In the context of privacy, non-repudiation guarantees
secure transmission by confirming the sender’s identity and bringing proof of delivery to the recipient. While not
always considered critical for 10T systems, non-repudiation is essential in certain areas, like payment systems, to
prevent later denial of involvement in a transaction. 110T security frameworks ensure that entities cannot deny their
actions [11].

= Recovery: This security attribute ensures availability and safety in 10T systems by focusing on security mechanisms
that restore devices or services from a dead state to regular operation, either automatically or manually. A replica
runs alongside the main components in critical applications, enabling recovery if the primary system fails due to
vulnerabilities or security breaches. Incident response and recovery mechanisms are essential for safeguarding
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critical 10T infrastructure, with development relying on thorough risk estimation, vulnerability analysis, and
understanding cascading impacts on assets. It is recommended that the replica system be physically isolated from
the primary system and kept updated and maintained. [11]

Cybersecurity is critical in 11oT systems due to the increasing interconnectivity of devices, networks, and systems. One of
the main justifications for strong cybersecurity is protecting sensitive data. Industrial trade secrets, operational data, and
personal information are among the many types of data that 10T systems gather and send. Organizations may preserve
privacy and the integrity of critical data by implementing robust cybersecurity safeguards to stop theft, tampering, disclosure,
and unauthorized access. Preserving operational continuity is another crucial element. Numerous 10T implementations are
essential in industrial and critical infrastructure contexts where interruptions could have dire repercussions. To maintain the
stability and dependability of crucial services, cybersecurity guards against illegal access, manipulation, or disruption of 10T
devices and systems, guaranteeing seamless and continuous operations. Cybersecurity reduces monetary losses. Significant
financial harm, such as financial fraud, intellectual property theft, system outages, or fines from the government for
noncompliance, can be caused by cyberattacks on 1l0T systems. Businesses can lower these financial risks and lessen the
effect of cyber threats on their bottom line by putting strong cybersecurity procedures in place [48].

Furthermore, safeguarding user privacy is a significant issue. Sensitive data, including location, health, and personal habits,
is frequently collected by 110T devices. Secure data storage, user authentication, encryption, and other effective cybersecurity
techniques guarantee that private data is kept private and shielded from unwanted access. Maintaining reputation and trust
requires cybersecurity. An I10T cybersecurity issue can harm trust in the technology and the companies using it. Businesses
may improve their reputation and promote the ongoing adoption of 10T solutions by showcasing a strong commitment to
cybersecurity and earning the trust of users, clients, and partners. Safety is crucial in some 10T applications, including ICS,
medical equipment, or driverless cars. 10T systems' cybersecurity flaws may result in accidents, bodily injury, or even
fatalities. Strong security measures can be put in place by companies to reduce these dangers and contribute to community
and individual safety. Lastly, it is imperative to address the changing threat scenario. Due to the frequent emergence of new
attack channels, vulnerabilities, and advanced methodologies, cybersecurity threats are constantly evolving. To detect and
manage these new dangers and reduce the possibility of harm, constant observation, threat intelligence, and prompt updates
are crucial [48].

5.1. Overview of current security technologies in 10T

Because of automation and widespread device connectivity, security in lloT environments is crucial as the industrial sector
transitions to a smart manufacturing era driven by 5G, Al, and cloud computing [86]. Security measures are essential to
avoid losses and operational disruptions [115]. In addition to Blockchain techniques like Proof of Behavior Trust (PoBT) for
quick block verification and ML techniques like Support Vector Machines (SVM) for attack detection and Q-learning for
eavesdropping prevention, there are also lightweight encryption algorithms like Rivest-Shamir-Adleman (RSA), Data
Encryption Algorithm (DES), and AES [116-118]. Firewalls, tokenization for device authentication, access control, and data
auditing are further precautions [65].

Traditional security measures frequently fall short because I1oT networks are dynamic and decentralized. These systems
must be secured using next-generation solutions that increase security, scalability, and resilience as cyber-attacks become
more sophisticated. To tackle the unique challenges 10T presents, Al, Blockchain, and quantum cryptography provide solid
solutions that fortify existing security frameworks and introduce fresh ideas.

6. ARTIFICIAL INTELLIGENCE IN lloT

The expansion of I1oT networks and their data are too significant for traditional security solutions to handle. However, Al-
driven techniques improve cybersecurity across various industrial areas by processing and analyzing data rapidly. Artificial
intelligence is the subset of computer science that develops intelligent robots, gadgets, and sensors to solve cognitive
problems associated with human intellect. These systems can recognize patterns and images, learn, solve problems, detect
their environment, and understand natural language [111][114][119]. Al enhances security by turning raw data into valuable
intelligence. Al 1loT systems interact with their environment, analyze data, and make decisions independently or with a
certain amount of autonomy to benefit society. These systems generate cognitive processes using mathematical formulas,
computer models, and algorithms that mimic the functioning of the human brain. By instantly learning from enormous
datasets, Al can spot patterns, predict future states, and spot anomalies without explicit programming for specific tasks.
Thanks to ML, DL, NLP, RL, FL, and transfer learning (TL), Al can analyze enormous volumes of data collected by IloT.
By automating repetitious tasks, enhancing decision-making, and retrieving insightful data, these technologies ultimately
improve work environments while saving time and money [112][120]. Al-driven security solutions are crucial to lloT
cybersecurity because of their rapid threat identification, assessment, and mitigation capabilities. By identifying and
resolving complex cyber threats, ML, DL, NLP, RL, FL, and TL enhance lloT cybersecurity. These Al algorithms analyze
big datasets from multiple sources, spotting strange trends and anomalies that could indicate malicious behavior. These
methods support anomaly detection, behavioral analysis, and neural networks while securing connections, detecting
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malware, and analyzing network data. Al strengthens I10T systems, ensuring data availability, confidentiality, and integrity
in increasingly complex environments. [47][52][121][122]. Fig. 8 summarizes the Al techniques for securing I1oT.
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Fig. 8. Summary of Al techniques for securing IloT

6.1. Machine learning

Machine learning generates statistical models and algorithms without explicit programming, enabling computers to learn
from data independently, identify hidden patterns, and make predictions. ML employs complex statistical models and
computational techniques to assess big datasets, enhance pattern identification and decision-making [110][111]. ML systems
continuously improve performance by learning from training data through data mining, computational statistics, and
mathematical optimization. As these systems process more data, they become more accurate predictors and can automate
tasks previously done by humans. The four fundamental subcategories of ML—supervised, unsupervised, semi-supervised,
and reinforcement learning—each provide distinct approaches to solving complex problems [112-114]. ML can be used to
detect, prevent, and mitigate cyber threats. ML algorithms analyze large datasets to look for patterns and anomalies that
could indicate hostile activity. While supervised learning models, which have been trained on prior attack data, identify
known threats, unsupervised models detect new anomalies and provide preventative security measures. By spotting
suspicious activity, clustering and classification techniques enhance network security, intrusion detection, and traffic
monitoring. ML enhances cybersecurity through phishing detection, malware analysis, endpoint security, and identity and
access management [121]. ML-driven security solutions keep up with the changes in cyber threats, increasing their efficacy
in protecting infrastructure and digital assets. However, their effectiveness depends on various training datasets, which can
provide difficulties when applied in the real world. ML algorithms reduce service interruptions in vital infrastructure like
transportation networks, water systems, and power grids by analyzing past performance data and identifying early warning
indicators of equipment failures. ML improves traffic control by anticipating traffic patterns, maximizing signal timings, and
spotting anomalous traffic conditions to increase road safety. To identify and stop new cyber threats, ML-driven intrusion
detection systems continuously learn from fresh data by examining network traffic and system logs for anomalies [122].
Supervised learning models like ensemble bag trees, K-nearest neighbors (KNN), decision trees (DT), SVM, and random
forests (RF) identify cyber anomalies using labeled data in industrial environments [96]. At the same time, unsupervised
techniques such as clustering and autoencoders detect threats without predefined labels. ML strengthens security frameworks
by adapting to evolving attack scenarios, offering proactive defense mechanisms against sophisticated cyber threats [123].

6.2. Deep learning

Deep learning automatically extracts features from large amounts of raw data using artificial neural networks with several
processing layers. Without explicit programming, these networks improve performance, solve complex issues, and represent
complex relationships [110][111]. Neural networks are used to process and analyze various types of data. DL design includes
input, hidden, and output layers. Data travels through hidden levels for processing before arriving at the output layer. DL's
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layered structure makes it highly successful at processing high-dimensional data, enabling it to spot intricate patterns. DL
removes manual feature engineering by automatically learning hierarchical features, but it still demands a lot of computing
power despite its remarkable accuracy. Its application in data analysis, prediction, and decision-making has increased due to
its ability to extract complex features from raw data [112][114]. DL has revolutionized cybersecurity by effectively
evaluating enormous datasets and identifying intricate risks that conventional techniques frequently overlook. Recurrent
neural networks (RNNs) and convolutional neural networks (CNNs) effectively identify sophisticated attack techniques and
zero-day vulnerabilities. DL-based intrusion detection systems (IDS) employ designs such as gated recurrent units (GRU),
bidirectional long short-term memory (BI-LSTM), and LSTM to identify cyber threats in industrial 10T contexts accurately
[96][124]. DL enhances security in several domains, including user authentication, malware detection, phishing prevention,
and network traffic anomaly detection. It can learn from enormous volumes of unstructured data, strengthening cybersecurity
defenses, reducing false positives, and increasing detection rates. DL-powered security frameworks in Al-driven lloT
enhance public safety by identifying suspicious activity, identifying unauthorized access, and preventing security breaches.
DL significantly improves intelligent urban environments by optimizing traffic control systems and enhancing cyber
resilience. DL models predict traffic jams, improve vehicle flow, and optimize traffic light timings using information from
traffic sensors and past patterns. These characteristics enhance urban mobility and reduce inefficient travel. Despite its
advantages, DL deployment in 10T and cybersecurity applications is not without its difficulties. Deep neural networks need
a strong hardware infrastructure and much processing power to train and run. Since deep learning models frequently operate
as "black boxes," it might be challenging to understand how they make decisions. Optimizing these models is crucial for
maximizing their potential while addressing their limitations. Researchers can improve model transparency and performance
by enhancing efficiency and balancing computational requirements [121][122][125].

6.3. Natural Language Processing

Natural language processing is a rapidly evolving field of Al that enables machines to comprehend, analyze, and alter human
language [110][111]. Driven by the proliferation of online material, NLP employs techniques such as sentiment analysis to
process and assess text effectively. Its two primary components are natural language generation (NLG), which enables
machines to generate coherent text, and natural language understanding (NLU), which aids machines in understanding
human language. Companies use supervised and unsupervised NLP algorithms to evaluate communication through emails,
social media, and multimedia content. NLP technologies are essential to efficiently operating voice assistants, speech-to-text
software, machine translation, and text production. These include ML-based strategies that find patterns in big datasets and
rule-based tactics that rely on manually created rules. Because it retrieves valuable information from unstructured data, NLP
is essential for speech recognition, machine translation, sentiment analysis, and text summarization. Language processing
and data retrieval are improved by algorithms like named entity recognition (NER), tokenization, and word embeddings
[112][114]. Modern cybersecurity tactics now require NLP because it helps companies identify, stop, and react to attacks.
NLP assists in identifying phishing attempts, preventing social engineering attacks, and detecting malware by evaluating
large amounts of communication data. It facilitates identity and access management, incident response automation, and
behavioral analysis. By enabling quicker and more precise threat identification, these features strengthen 10T cybersecurity
defenses. NLP-driven developments will improve security protocols and give enterprises more powerful tools to protect their
digital assets as cyber threats change [121].

6.4. Reinforcement learning

Reinforcement learning, a subfield of ML, allows agents to make decisions by interacting with their surroundings to receive
or maximize rewards and penalties. Agents can identify the most effective tactics to optimize long-term gains by using this
trial-and-error method [110][111]. RL agents adjust their behavior over time based on performance feedback rather than
explicit instructions. Algorithm designers create reward systems that encourage desirable actions and discourage undesirable
ones. This approach excels in decision-making, control, and optimization tasks that require sequential data acquisition. It
includes model-based, value-based, and policy-based methods. Model-based RL builds a virtual representation of the
environment for exploration, value-based RL optimizes decision-making by determining the best value function, and policy-
based RL directly refines the agent’s policy to maximize future rewards. Q-learning, Deep Q-Networks (DQN), SARSA,
Dyna-Q, and Monte Carlo Methods are the most widely used RL algorithms [112][114]. RL handles dynamic and complex
cybersecurity security challenges. It powers adaptive intrusion detection systems that evolve alongside emerging threats and
optimizes resource allocation to address critical security risks efficiently. RL-driven threat intelligence platforms
continuously analyze data from various sources, recognizing patterns to anticipate and mitigate potential cyberattacks. By
integrating RL, organizations can enhance intrusion detection, network security, malware defense, access control, and
incident response, strengthening their ability to protect digital assets. RL’s role in cybersecurity will expand as cyber threats
evolve, driving innovation and improving security strategies across industries. Beyond cybersecurity, RL supports industrial
initiatives by optimizing urban transportation and energy management. For instance, RL algorithms analyze real-time traffic
patterns to adjust signal timings, reducing congestion and improving traffic flow. By constantly learning from new data, RL
helps transportation networks become more efficient, shortening travel times, enhancing road safety, and enabling cities to
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respond dynamically to changing conditions. These applications demonstrate RL’s ability to tackle complex problems,
continuously improving to create more adaptive and intelligent systems over time [121][122].

6.5. Federated Learning

Federated learning allows for collaborative training while maintaining privacy by training ML models on decentralized data
instead of transferring it to a central server [110]. Because local servers or devices contribute to a standard model while
maintaining data, this method is beneficial for 10T scenarios. FL improves security and privacy by reducing data transit and
centralization [31]. Enabling collaborative intelligence in 10T systems to identify and stop cyberattacks guarantees safe
industrial operations. Each I10T device generates adversarial data by running a deep neural network locally to retrain the
threat model. After the device gathers and synchronizes the trained gradient with further modifications, it is transmitted to a
cloud server. The model converges across several transmission cycles to efficiently identify threats. FL is taking loT ML
beyond 10T by allowing devices to train a single model while protecting consumers' private data. This decentralized method
protects privacy when connected devices, such as wearable health data, location data from smart transportation systems, and
security camera surveillance footage, produce sensitive data. FL lowers privacy risks and improves compliance with
regulations like GDPR because it processes data locally. It decreases congestion and increases network efficiency by
reducing data flows.

6.6. Transfer learning

Transfer learning in the 10T refers to using knowledge from previously trained models that have been trained on data from
one I1oT domain to improve performance in a different but related I10T domain. Model deployment is expedited by utilizing
patterns and features in comparable industrial contexts or activities and optimizing data consumption. TL allows models to
quickly and accurately adapt to new, real-world industrial contexts, which is useful when labeled data is limited. TL is helpful
for manufacturing process optimization, anomaly detection, and predictive maintenance since it minimizes the time and
training data required for new tasks. Using pre-trained models to extract pertinent information from adjacent domains
increases productivity and reduces the requirement for substantial additional data collection [122]. I10T cybersecurity and
industrial system performance are enhanced via TL. lloT environments produce enormous volumes of heterogeneous data
due to sensors, linked devices, and industrial processes. TL improves quality control, anomaly detection, and predictive
maintenance while tailoring pre-trained models to specific industrial scenarios while increasing system accuracy and
efficiency. It optimizes resource allocation, decreases downtime, and speeds up failure detection. By improving threat
detection and response systems, it fortifies cybersecurity. Beyond Il1oT, TL supports smart cities by enhancing security
systems with quicker deployment and less data. It enhances traffic control and energy usage using pre-trained models adapted
to new city problems. This results in more precise forecasts and better resource allocation [122].

6.7.Roles of Al in Securing 10T
Artificial intelligence is essential to ensuring 10T security in several ways, including:

6.7.1. Intrusion detection and prevention

Artificial intelligence- and ML-powered modern IDSs protect against cyberattacks by detecting anomalies and malicious
behavior. They have an advantage over conventional security techniques due to their capacity to recognize zero-day threats.
These systems use various ML techniques, such as DL architectures like CNN, RNN, and multilayer perceptrons, and
classical models like Naive Bayes, DT, RF, SVM, and gradient boosting [44][47]. However, the appropriate classifiers for
this application are debatable. These systems get better over time as they adjust to new threats. For example, DL models
increase the accuracy of identifying possible intrusions while decreasing false positives. IDS and IPS are better at detecting
and stopping attacks because RL allows them to adjust to changing threats based on real-time data. RL can optimize
configuration management and resource allocation while continuously altering detection and prevention rules and
maintaining network security. Because Al-powered IDS monitor vast volumes of real-time data to identify unexpected
threats, they are highly advantageous in industrial settings [121]. Al-based IDS uses ML and DL algorithms to identify new
and established threat trends. The CNN approach examines network traffic to identify anomalies in time series. Cyber threat
identification accuracy is increased by hybrid DL models that include supervised and unsupervised learning [126]. For
example, Al-driven IDS may monitor SCADA systems for possible breaches in industrial automation and detect anomalous
power consumption or unauthorized access in smart grids [48]. SVM aids in the prevention of cyber threats by detecting
spoofing attempts and network intrusions [127]. This Al-based strategy enables early detection and a proactive response to
changing security threats.

Some research studies that employed Al to prevent and detect intrusions in 10T include. Kaur [20] developed an FL-based
intrusion detection model for 10T networks that only exchanges learning parameters with the central server to protect local
data. The model uses GRUs to improve detection accuracy and capture temporal dependencies in network traffic. Deep RL
improves FL aggregation by selecting high-quality 110T devices while prioritizing data privacy and energy efficiency. Unlike
previous methods, this approach considers non-11D data in modern 1loT datasets. Experimental results show that the
framework outperforms FL and non-FL models in accuracy, precision, recall, F1-score, and receiver operating characteristics
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(ROC). Rehman et al. [30] introduced a Fog-enabled FL-based IDS (FFL-IDS) that uses a CNN to address jamming and
spoofing attacks in 10T environments. The system enhances privacy, scalability, and real-time detection by combining FL
and fog computing. It achieves high accuracy and efficiency through localized CNN training on edge devices and model
aggregation at the fog layer. The Edge-lloTset dataset achieved 93.4% accuracy, 91.6% recall, 88% precision, 87% F1 score,
and 87% specificity for jamming and spoofing attacks. The system showed better robustness on the CIC-1DS2017 dataset,
achieving 95.8% accuracy, 94.9% precision, 94% recall, 93% F1 score, and 93% specificity. Maddu [128] proposed an
intrusion detection and mitigation framework for Software-Defined Networking (SDN)-based 10T environments, using
EfficientNet-B0 for domain-adapted feature extraction and incremental learning with Elastic Weight Consolidation to retain
knowledge while adapting to new threats. The framework utilizes Simple Contrastive Learning (SimCLR) to generate robust
embeddings, autoencoders for anomaly detection, and XGBoost for classifying known threats. Deep Q-Learning optimizes
real-time mitigation, while Tiny-YOLO ensures low-latency anomaly detection in edge deployments. It achieves a detection
accuracy of 96.8% on the CICIDS2017 dataset, with a precision of 95.4%, a recall of 94.7%, and an F1-score of 95.0% on
the Bot-10T dataset. The framework also demonstrates robustness over highly imbalanced datasets, with an AUC of 97.5%
and a minimal false positive rate of 2.7%. Awad et al. [129] developed and evaluated a well-optimized IDS based on DL
and ML techniques to enhance 10T security. They used the Edge-l10Tset dataset to detect and mitigate 14 attack types across
five threat groups: information collection, malware, DDoS, MitM, and injection attacks. Their experiments on the KNIME
platform applied KNN, DT, and a neural network. The DT model achieved 100% accuracy, showcasing the approach’s
effectiveness. This study highlights a robust solution for securing industrial 10T networks.

Yang et al. [130] proposed an intrusion detection method that integrates an attention mechanism, Bidirectional GRUs
(BiGRU), and an Inception-CNN to improve detection accuracy. The method utilizes a mixed sampling strategy for data
resampling and applies denoising techniques to address noise introduced by hybrid sampling. The approach incorporates a
feature selection method combining the Pearson correlation coefficient and RF to eliminate feature redundancy, enhancing
the model’s ability to capture crucial information from high-dimensional attack traffic. Experimental validation on widely
recognized datasets (Edge-lloTset, CIC-1DS2017, and CIC loT 2023) confirms the effectiveness of the proposed method,
highlighting its potential to improve intrusion detection in the security of 10T networks. Yu et al. [44] proposed the DC-IDS
for 110T, an open-set solution based on deep RL. They modeled the open-set recognition problem in intrusion detection as a
discrete-time Markov decision process and used a deep DQN to address it. Additionally, they introduced a conditional
variational autoencoder into the value network of DQN. This approach divides the open-set recognition problem into two
subproblems: fine-grained classification of known traffic and recognition of unknown attacks. DQN solves the known traffic
classification, while the reconstruction error helps recognize unknown attacks, as it is generally higher for unknown attacks.
Experiments on the TON-IoT dataset showed that the DC-IDS model outperforms previous methods, achieving better
recognition of unknown attacks and more excellent model stability. Angelin and Priyadharsini [131] proposed a DL -based
network IDS to identify attacks in 10T environments. Their model enhances the effectiveness of Network IDS (NIDS) by
combining CNN with AutoEncoder (AE) techniques. The autoencoder reduces data features, while CNNs automatically
extract complex patterns and features from network traffic data. The hybrid model delivers strong performance on the
Edge_lloT dataset, achieving 92.34% accuracy, 91.69% precision, 90.28% recall, and an F1 score of 89.08%. Rehman et al.
[30] introduced a Fog-enabled FL-based IDS (FFL-IDS) that leverages a CNN to address key limitations in 1loT network
security. The framework enables multiple parties to train DL models while preserving data privacy and ensuring low-latency
detection through fog computing. Validated on two datasets—Edge-IloTset, designed for 10T environments, and CIC-
IDS2017, which features various network scenarios—the FFL-IDS achieved impressive results. On Edge-11oTset, it reached
93.4% accuracy, 91.6% recall, 88% precision, 87% F1 score, and 87% specificity for jamming and spoofing attacks. CIC-
IDS2017 showed even better robustness, with 95.8% accuracy, 94.9% precision, 94% recall, 93% F1 score, and 93%
specificity.

Shan et al. [36] developed a clustered FL framework for 10T intrusion detection (CFL-IDS) that leverages local models’
evaluation metrics (EMs). They designed an intrusion detection model with dynamic focal loss (DFL) for edge nodes (ENs),
enhancing performance in scenarios with imbalanced data by dynamically adjusting the focus on samples during loss
minimization training. The time series of EMs from local models implicitly reflect ENs’ data distributions, allowing
clustering algorithms to group ENs with similar distributions and facilitate knowledge sharing. This process helps co-
optimize a common model for these ENs. An intelligent cooperative model aggregation mechanism (ICMAM) adjusts the
weight distribution of each local model, improving the benefits of FL and reducing the impact of subpar models. Experiments
show that CFL-IDS demonstrates superior robustness and performance in handling data imbalance, non-11D scenarios, and
resistance to poisoning attacks. Yal¢in et al. [132] developed an Al-based IDS with high accuracy for SCADA security,
examining potential cyberattacks against SCADA systems. They employed various Al methods, including KNN, quadratic
discriminant analysis, adaptive boosting, gradient boosting, and RF, using different categories to build models with diverse
parameters. They conducted comprehensive experiments on two distinct SCADA datasets to enhance model performance.
The results showed that all models achieved test accuracy rates above 96.82%, with the XGB model outperforming others
on the WUSTL-I10T-2021 dataset, reaching an impressive accuracy of 99.99%. Attique et al. [133] propose an explainable
and intelligent IDS for data-efficient intrusion detection in 11oT. Their framework integrates a Bidirectional Long-Short Term
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Memory (BiLSTM) model with a self-adaptive attention mechanism that prioritizes critical data segments to detect security
threats. This approach enhances learning from limited datasets by capturing significant features and temporal patterns,
reducing the need for extensive training data. The IDS also improves transparency by incorporating Shapley Additive
exPlanations (SHAP), increasing trust and interpretability. It achieves outstanding accuracy on CICIDS2017 (99.92%) and
X-110TID (96.54%) benchmark datasets. Jyothi et al. [134] proposed an intelligent recognition system to detect cyberattacks
in 10T networks, addressing key challenges in the field. The system uses singular value decomposition to reduce data
dimensions and improve detection performance. The SMOTE method is applied to prevent classification biases caused by
overfitting or underfitting. The model, which uses ML and DL approaches to classify data for binary and multi-class
scenarios, demonstrated a 99.98% accuracy rate, a 0.016% error rate reduction for multi-class classification, and a 0.001%
error rate reduction for binary classification.

6.7.2. Anomaly and cyberattack detection and classification

By identifying time series data anomalies from normal behavior, anomaly detection uses statistical analysis to find possible
risks [135]. By learning the expected behavior, these algorithms can identify variations that point to security vulnerabilities.
This method successfully detects new threats that diverge from established attack patterns. Anomaly detection in the IloT
aids in spotting odd trends that may indicate cybersecurity threats, network outages, or device issues. Al-driven models use
supervised and unsupervised learning approaches to assess real-time sensor data, identify patterns, and highlight problems.
Supervised learning uses labeled datasets to teach Al models how to categorize anomalies based on past data. These models
differentiate between risky and safe events using classification techniques. For example, manufacturing predictive
maintenance systems use SVMs and RF algorithms to analyze sensor data and identify equipment flaws. Without using
samples that have already been classified, unsupervised learning finds abnormalities in data. Autoencoders, k-means
clustering, and numerous more algorithms can identify unknown or rare threats. For example, autoencoders can detect
network intrusions by detecting normal traffic patterns and irregularities that point to malicious behavior [121]. DL models,
such as RNNs and LSTM networks, examine sequential data to identify system flaws or degradation. These models can
predict industrial equipment failures by monitoring sensor data like temperature and pressure. CNNs can be applied to visual
data, such as camera feeds, to identify defects in manufacturing processes. These techniques enhance anomaly detection by
continuously monitoring device operations and network behaviors, enabling the swift identification and mitigation of threats.
For example, Al can detect unusual data spikes in network traffic, which may indicate DDoS attacks [122]. Al-based anomaly
detection provides continuous monitoring and quick threat identification, offering enhanced protection against cybersecurity
risks. It helps spot insider threats, zero-day attacks, and abnormal behavior that might signal a breach [48][121][136]. Real-
time monitoring allows security teams to automate responses, reducing the time to neutralize threats. Technologies like
Darktrace and IBM Watson use ML and DL to track network activity, detect deviations, and provide insights into emerging
threats [137]. Principal component analysis (PCA) and DT detect anomalies by simplifying complex data and improving
pattern recognition. These Al-driven solutions ensure robust defenses against evolving cyber threats in 10T systems [138].

Notable research studies that employed Al in anomaly and cyberattack detection and classification include Zeng et al. [124],
who introduced EVOAAE, an innovative automated adversarial DL-based unsupervised anomaly detection method designed
to secure IloT systems. EVOAAE optimizes the hyperparameters and neural architectures of adversarial variational
autoencoders (VAE) by employing a generative adversarial network-based VAE to generate multivariate time series
adversarially. The method uses particle swarm optimization with an efficient binary encoding strategy to evolve key elements
in the VAE. Experimental results show that EVOAAE performs exceptionally well across four 10T datasets from industrial
control domains—secure water treatment, water distribution, Mars Science Laboratory, and power systems—achieving
precision scores of 0.949, 0.8356, 0.972, and 0.981, recall scores of 0.971, 0.9214, 0.964, and 0.979, and F1-scores of 0.960,
0.8764, 0.968, and 0.980, respectively. Karim et al. [139] proposed the Bayesian ML with the Sparrow Search Algorithm
for Cyberattack Detection (BMLSSA-CAD) technique, which enhances cyberattack detection in 10T networks by
normalizing input data using a min-max scaler and selecting optimal features with the Chameleon Optimization Algorithm
(COA). It utilizes a Bayesian Belief Network (BBN) model, with hyperparameters optimized through the Sparrow Search
Algorithm (SSA). The technique was tested on the UNSWNB51 and UCI SECOM datasets, achieving accuracy rates of
97.84% and 98.93%. Experimental results demonstrated that BMLSSA-CAD outperforms recent 10T security approaches.
Chen et al. [140] proposed an optimal DL model, MIX_LSTM, for anomaly detection in the 110T. They first applied XGBoost
for feature selection, retaining important features above a chosen threshold and reducing dimensionality to save
computational resources. Next, they optimized the loss function to address issues such as imbalanced data, highly similar
categories, and model training. In experiments on the UNSW-NB15 and NSL-KDD datasets, the MIX_LSTM model
achieved 0.084 FAR, 0.984 AUC-ROC, and 0.988 AUC-PR on UNSW-NB15, and 0.028 FAR, 0.967 AUC-ROC, and 0.962
AUC-PR on NSL-KDD. The model outperformed traditional DL and ML models and existing technologies for detecting
abnormal attacks in 110T. Alkhafaji et al. [125] proposed a novel detection and classification model designed explicitly for
10T environments, integrating Genetic Algorithms (GA) and DL to enhance cyber-attack detection. The GA optimizes
feature selection from raw network data, extracting meaningful and relevant features, which the DL component then uses to
build a robust model for accurately detecting and classifying cyber-attack patterns in 11oT devices. Experimentation with the
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UNSW-NB 15 dataset, representing real-world IloT network traffic, demonstrated the model’s effectiveness in improving
attack detection accuracy and adaptability. By combining GA and DL, the model achieved 98% precision, 96% accuracy,
94% recall, and 12% loss while reducing the feature set by over 50%, cutting processing time by half. This integrated
approach enhances cybersecurity in 10T systems, making them more secure and efficient.

Miryahyaei et al. [141] introduced the focal causal temporal CNN (FCTCNN), a cutting-edge deep binary neural network
designed to address the challenges of imbalanced data in detecting rare attacks within 10T systems. By transforming attack
detection into a binary classification task, FCTCNN prioritizes minority attacks using a descending-order strategy within a
tree-like structure, significantly reducing computational complexity. This approach outperforms existing methods in
handling imbalanced data in rare attack detection for 10T security. Evaluations on various datasets, such as UNSW-NB15,
CICIDS-2017, BoT-loT, NBaloT-2018, and TON-IIOT, show an accuracy exceeding 99%, proving the model’s
effectiveness in both detecting attacks and efficiently managing imbalanced 10T data. Kim et al. [142] proposed a DL method
to train periodic data acquisition sequences, a common characteristic of 110T. The trained model determines whether a packet
sequence is normal, and the technique can be applied directly without additional analysis. This approach aims to prevent
security threats by proactively detecting cyberattacks. The researchers collected a dataset from the Korea Electric Power
Control System to validate the method. The model based on the application layer achieved an accuracy of 79.6%, while the
transport layer-based model reached 80.9%. In both models, most false positives and false negatives occurred when abnormal
packets appeared within a sequence. Arsalan et al. [143] introduced a one-dimensional CNN (1DCNN) algorithm for
classifying cyberattacks in 1loT data. They began by preprocessing the data, removing NaN and duplicate values, before
developing and training the 1DCNN on the Edge-lloTset. The proposed architecture achieved an impressive 99.90%
accuracy in classifying nine types of attacks. Through rigorous experimentation and validation, they demonstrated that their
approach outperformed existing methods in detecting cyber threats. Idouglid et al. [123] introduced an advanced intrusion
detection model to strengthen Industry 4.0 systems against evolving cyber threats by integrating ML and DL algorithms. The
study used two primary benchmarking datasets—CIDDS and BoT-loT—and four algorithms: MLP, KNN, XGBoost, and
SVM. XGBoost emerged as the top performer on the CIDDS dataset, achieving exceptional accuracy (99.93%), precision
(99.90%), F1-score (99.82%), and recall (99.82%), showcasing its ability to classify both benign and malicious instances
effectively. MLP also demonstrated strong results with an accuracy of 99.26%. SVM and K-NN performed slightly less
effectively, indicating areas for improvement. On the BoT-loT dataset, all algorithms delivered outstanding results, with
XGBoost again achieving near-perfect accuracy (99.99%) and excelling in threat detection.

6.7.3. Botnet attack classification and detection

Botnets are among the most advanced and dangerous cyberattacks. They can paralyze networks by deploying malware to
exploit weaknesses in connected devices and networks. 10T devices are especially susceptible to such attacks [50]. These
botnets typically consist of compromised devices, or “bots,” that cybercriminals remotely control to execute malicious
activities like DDoS attacks, data theft, or disruption of industrial processes. Detecting and classifying these attacks is vital
for preventing significant harm to industrial systems. Network traffic monitoring can help find abnormal patterns, such as
odd traffic volumes, sudden spikes, or irregular communication behaviors that can point to botnet activity. To discover attack
signatures and classify possible threats, Al-driven models are increasingly being utilized to classify these attacks according
to their traffic irregularities and behavioral patterns. Real-time analysis, adaptive learning, and anomaly detection driven by
Al improve detection accuracy and tackle issues brought on by the enormous humber of 110T devices and the dynamic nature
of botnets. 10T systems use anomaly detection, signature-based identification, and ML approaches to identify botnet attacks.
Anomaly detection systems establish a baseline of typical device behavior to alert management to any notable anomalies,
such as strange network traffic or irregular command patterns. Large data sets can be examined using ML and DL techniques,
which spot complex attack patterns that conventional approaches overlook. SVM, K-NN, XGBoost, RF, and DT are effective
methods for classifying botnet traffic. ML algorithms can distinguish between legitimate and botnet data by monitoring
device actions over time. More sophisticated methods combine anomaly-based and signature-based algorithms with ML and
DL to boost accuracy, reduce false positives, and expand scalability. In 1loT environments, Al-driven IDS use methods like
LSTM networks and Autoencoders to monitor traffic and detect deviations. For example, an IDS using LSTM models in a
smart factory can identify DDoS attacks by recognizing traffic spikes. In a smart energy grid, Al systems can detect abnormal
data patterns in smart meters, isolating compromised devices to prevent further damage. Alrumaih and Alenazi [144] propose
ERINDA, a novel framework to enhance industrial network resilience against DDoS attacks. It employs a two-phase
approach that combines proactive monitoring and reactive response mechanisms. The framework monitors network traffic
for anomalies and activates responses when an attack is detected, minimizing downtime. ns-3 simulations of a small-scale
industrial network show that ERINDA recovers about 88% of normal throughput during a DDoS attack at 25% channel
utilization, compared to a 77% reduction without ERINDA. ERINDA also restores packet delivery ratio and round-trip delay
values to near-normal conditions under varying traffic loads. Hasan et al. [50] introduced a hybrid intelligent DL mechanism
to protect lloT infrastructure from complex and lethal multi-variant botnet attacks using LSTM-Deep Neural Networks
(LSTM-DNN). They proposed a novel, flexible, adaptive hybrid DL algorithm combining DNN-LSTM. This mechanism
underwent rigorous evaluation using the latest dataset, standard and extended performance metrics, and current DL
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benchmark algorithms, with cross-validation to ensure robust results. The approach successfully identified multi-variant
sophisticated bot attacks with a 99.94% detection rate and achieved a speed efficiency of 0.066 milliseconds, demonstrating
its promising performance. Mudassir et al. [145] proposed high-performing DL models for classifying botnet attacks that
commonly target 10T devices and networks. Their evaluation shows that models like the ANN, LSTM, and GRU can achieve
up to 99% accuracy in detecting 10T malware attacks.

6.7.4. Malware detection and classification

Malware is any program that disrupts or negatively impacts regular operations. New malware varieties appear daily, resulting
in more complex and varied attacks. Cybersecurity is a significant concern because malware constantly changes, and security
risks extend into industrial automation. 110T systems need to be private and secure because cybercriminals target devices
that are highly connected but susceptible [68]. ML algorithms examine how files and apps behave to find harmful activities.
Patterns like file access sequences, network connections, and system modifications are found through behavioral analysis.
By examining these traits, ML models can detect novel malware variants without depending on pre-existing signatures. To
increase detection accuracy and adjust to new threats, ML models are constantly learning from fresh malware samples [48].
Supervised learning algorithms are trained on pre-existing malware datasets to categorize new malware according to
resemblances to established threats [126]. Researchers have shown that the detection rates of malware in 10T devices were
99.7% and 99.9% for RF and KNN-based classification approaches, respectively. One study presented MARWIIOT, a
genetic-KNN-based ML model to identify fraudulent activity in water-based industrial 10T situations. By enhancing malware
identification, Q-learning improves loT security [127]. DL is an effective cybersecurity method that simplifies malware
detection by eliminating the requirement to extract features from images [146]. While CNNs and RNNs effectively assess
data attributes and behaviors to detect dangerous software, traditional signature-based approaches find it challenging to keep
up with emerging threats. CNNs successfully identify malicious code because they can identify spatial patterns in binary file
structures. In contrast, RNNs analyze sequential data and spot network and system traffic irregularities, frequently pointing
to malware activity. DL models concentrate on behavioral detection, identifying malware by its actions rather than examining
a program's code. These algorithms are trained on enormous databases of safe and dangerous samples to find patterns of
behavior linked to malware. By contrasting learned patterns with present actions, DL models can identify harmful activities
after they have been trained [126]. By identifying patterns in big datasets of phishing emails, URLs, and malware samples,
neural networks like CNNs and ANNs can reliably identify malware and phishing attacks. Similarly, SVMs and CNNs use
attributes from URLSs, email headers, and network data to categorize malware and phishing [138].

NLP also aids in the detection of malware by examining threats based on code and scripts. Using NLP techniques to identify
linguistic patterns and directions within malicious programs, cybersecurity systems can differentiate between benign and
malicious scripts. This feature is handy for identifying hidden scripts in documents and web pages and file-less malware. By
identifying and reducing malware threats, RL significantly improves cybersecurity. Training RL models to recognize harmful
activity and respond suitably to neutralize threats is feasible. For example, RL agents immediately monitor system operations
and network traffic, identifying and halting harmful activity before it causes harm [121]. ML, DL, and behavioral analytics
are used by Al-powered cybersecurity solutions to detect and mitigate malware threats in industrial 10T networks.
Researchers have conducted numerous studies on Al applications for malware identification and categorization in IloT.
Ahmed et al. [147] developed a 5G-enabled system using DL to classify malware attacks on the 1loT. Their approach
transforms malware data into grayscale images and applies a CNN to extract discriminative features. By integrating multiple
layers, the model effectively differentiates various malware attacks. Experimental results showed that the system
outperformed previous methods, achieving 97% accuracy on a benchmark dataset. Cha et al. [146] developed an intelligent
anomaly detection system using malware image augmentation in an IloT environment with a digital twin. Their system
converts malware binaries into fixed-size images within the digital twin’s virtual environment and generates new malware
using an adversarial generative neural network. DL then analyzes these images for malware detection, achieving over 97%
accuracy. The system augments or creates malicious code using generative neural networks to address data scarcity.
Compared to seven previous models, it achieved an F1-score of 0.94, demonstrating its effectiveness.

6.7.5. Improve threat intelligence

Threat intelligence in the industrial 10T gathers, analyzes, and shares information about potential threats to 10T networks
and devices. Given how vital 110T is to industry, energy, transportation, and healthcare, it is essential to have strong threat
intelligence systems. These technologies are crucial for spotting, thwarting, and reacting to cyberattacks that can impair
equipment, compromise data, or interfere with business operations. 10T networks are susceptible to ransomware, malware,
and APT. Effective threat intelligence combines real-time data collecting, predictive analytics, anomaly detection, and
automated responses to safeguard 10T infrastructures. A proactive, scalable, and flexible cybersecurity strategy must be
implemented as these networks become more complicated and possible threats rise. 10T threat intelligence is revolutionized
by Al and ML, which improve decision-making abilities and automate critical processes. Al systems continuously scan
device activity, network traffic, and system logs for any odd activity indicating a cyberattack. These systems detect
anomalies, including odd sensor data or sudden spikes in network traffic, using supervised and unsupervised ML models.
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To assist businesses in addressing vulnerabilities and taking preventative action before attacks happen, Al may also evaluate
past threat data to forecast future attacks. Al immediately isolates infected devices, blocks malicious IPs, and starts system
recovery when it detects risk [44]. Al-driven threat hunting helps cybersecurity professionals uncover hidden risks, identify
suspicious trends, and investigate possible attacks by analyzing massive amounts of data. Al-based security solutions
enhance stakeholder interaction and data exchange by combining smart cities' threat intelligence and incident management.
These solutions promote a more cohesive approach to cybersecurity. By pulling pertinent information from various sources,
including forums, security blogs, and social media platforms, techniques like NLP assist cities in rapidly learning about the
most recent threats and vulnerabilities. Cities can respond to cyberattacks quickly and effectively by using the information
acquired [122]. By examining past data and new trends, Al forecasts possible risks and helps businesses bolster their defenses
before an attack. This proactive change greatly enhances cybersecurity by identifying and removing threats before they can
do damage [136]. DL greatly enhances threat intelligence platforms by allowing them to examine vast amounts of
unstructured data from several sources, including threat feeds, social media, and dark web forums. DL models can implement
proactive protection measures and send out alarms by finding complex patterns and links in the data.

Additionally, unstructured content from forums, dark websites, and social media is handled and examined via NLP. NLP
models provide insightful information, track threat actors, and identify new threats by extracting pertinent information from
text data. For instance, monitoring hacker forums for conversations regarding vulnerabilities or possible attacks may yield
early warning signs, enabling security teams to address these dangers proactively. When cybersecurity workers actively look
for indications of malicious activity within a network rather than just responding to warnings, RL is helpful for automated
threat hunting. It is possible to train RL models to investigate intricate network setups and spot indications of intrusion. RL
models increase the effectiveness of threat-hunting and decrease the time required to detect and respond to cyber-attacks by
rewarding agents for correctly recognizing threats and penalizing false positives [121]. Many businesses use Al to improve
I1oT threat intelligence. For example, IBM's QRadar Advisor with Watson integrates Al-powered threat data to evaluate
IoT attack trends and produce automated security reports. Darktrace uses Al-powered cybersecurity solutions that act as the
immune system of an lloT network, identifying abnormalities in regular network activity and taking autonomous action to
thwart attacks immediately. Palo Alto Networks' 10T Security platform continuously monitors the condition of linked devices
in 10T networks using Al to spot unusual activity and stop harmful activities like malware and DDoS attacks. Cisco’s Cyber
Vision platform integrates advanced threat intelligence to provide real-time monitoring of industrial devices and systems,
using Al algorithms to detect unidentifiable attacks through traditional methods. A study by Bibi et al. [51] introduced a self-
learning, multivector threat intelligence and detection mechanism to protect 10T systems. The ConvLSTM2D model, which
self-optimizes and scales well to counter evolving 10T threats, is powered by a computational unified device architecture.
They evaluated a state-of-the-art dataset with 21 million attack occurrences against benchmark algorithms and existing DL
models. According to the results, the model delivers excellent detection accuracy without compromising speed efficiency.
Comprehensive performance metrics and benchmark comparisons validate its effectiveness in threat intelligence and
detection.

6.7.6. APT detection and classification

APT uses vulnerabilities in 11oT networks to obtain illegal access, carry out espionage, interfere with business operations, or
harm vital infrastructure. These attacks employ complex tactics such as zero-day exploits, lateral movement, privilege
escalation, and advanced evasion techniques. In 10T networks, APTs target SCADA systems and move through stages of
methodical attacks inside the core network. In 10T contexts, these systems are the main hardware elements that make
monitoring and managing industrial core processes possible. Four main characteristics set APTs apart from regular
cyberattacks: careful preparation, deliberate execution, multi-stage deployment, and persistent infiltration. Traditional
security methods are ineffective because attackers move slowly and deliberately to evade discovery. The increasing threat
posed by APTs is illustrated by several high-profile incidents, such as the Shamoon malware attack on Saudi Aramco, the
Stuxnet attack on Iran's nuclear reactor, and campaigns by organizations like Sauron, CopyKittens, Volatile Cedar, and
ShellCrew. Some attacks employ masking techniques or encrypted communications to avoid detection [148]. Because of
their stealth and complexity, APTs are difficult for traditional cybersecurity techniques to identify. In I10T contexts, Al
employs ML and DL to recognize attack patterns, spot irregularities, and act fast to thwart APTs. Al improves l10T security
by reducing risks, guaranteeing operational resilience, and continuously learning from network traffic and threat signatures.
Al gradually identifies malicious activity and enhances security by tracking and categorizing network traffic, endpoints, and
device interactions. Al can teach ML algorithms to identify typical 10T system behavior patterns. Once it has established a
baseline for typical behavior, the system could locate variations that might point to an ongoing attack. Even when attackers
conceal or encrypt their actions, Al-driven traffic analysis can distinguish between benign and dangerous transmissions.
Neural networks can detect suspicious event sequences that indicate an attack by simulating intricate linkages inside network
activity. Because RNNSs are so good at analyzing time-series data, they are especially helpful in identifying APTs that use
data exfiltration and extended reconnaissance. For example, Al models can track the smart plant's interactions between
sensors and PLCs. If an attacker compromises a sensor and issues unlawful commands, Al-driven systems can detect
deviations and sound an alarm.
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Moreover, ML models can differentiate between regular network traffic and APT-related actions, such as data exfiltration to
distant servers. Even when attackers use encryption, Al can identify timing, frequency, and anomalies in data flow patterns.
Assume Al associates a sudden increase in traffic directed at a particular 11oT device with known attack indicators from
threat intelligence streams. It might take protective measures after determining the circumstance as an APT. IloT settings
can enhance security, detect sophisticated cyber threats, and reduce the risks posed by APTs using Al-driven analysis. Javed
et al. [148] developed an intelligent APT detection and classification system to enhance 10T security. After pre-processing,
they applied multiple ML algorithms, including DT, RF, SVM, logistic regression (LR), gaussian Naive Bayes, bagging,
extreme gradient boosting, and Adaboost, to the KDDCup99 dataset. Their comparative analysis identified Adaboost as the
best performer, achieving 99.9% accuracy, 100% recall, and a 0.012s execution time. The system outperformed state-of-the-
art techniques, demonstrating its effectiveness in detecting APT attacks.

6.7.7. Prevention of data leakage

Data leakage in the industrial 10T refers to the unauthorized or unintentional exposure of sensitive industrial data. The
interconnected nature of 10T environments makes them particularly vulnerable to data leaks, which can stem from weak
security configurations, insider threats, insecure communication protocols, weak authentication, and access controls,
misconfigured cloud and edge storage, compromised devices, supply chain vulnerabilities, and vulnerabilities in cloud
storage or edge devices. When organizations fail to mitigate these risks, they face serious consequences such as intellectual
security breaches, operational disruptions, property theft, regulatory non-compliance, and financial damage. Al is preventing
data leakage within 10T by leveraging ML algorithms, anomaly detection models, and security frameworks to maintain data
integrity, confidentiality, and availability. Al-powered systems can detect and prevent data leaks while providing advanced
protection mechanisms. ML models can analyze historical data to establish a baseline for regular network activity and system
behavior. By continuously monitoring 10T environments, Al-driven anomaly detection systems can identify deviations and
trigger alerts when devices or sensors exhibit unusual data transmission patterns, signaling potential data exfiltration. Al also
enhances security by optimizing encryption methods and managing access controls dynamically. Adaptive algorithms assess
data sensitivity and apply appropriate encryption schemes while adjusting access privileges based on user roles, behaviors,
and risk profiles. For example, Al can detect unauthorized access attempts to critical industrial data or attempts to bypass
encryption protocols, triggering automated security responses such as enforcing encryption or restricting access. Al-driven
data loss prevention systems enhance security by utilizing NLP and context analysis to scan data streams for sensitive
information. These systems inspect communication channels between 10T devices to prevent the unauthorized transmission
of classified data. Al-powered data loss prevention can prevent accidental leaks of proprietary product designs or sensor
readings in manufacturing environments by flagging unapproved file-sharing activities or insecure data transmissions. By
integrating with threat intelligence platforms, Al can predict and identify vulnerabilities within 10T networks. Analyzing
global cyber threat data allows Al to correlate network activity with emerging threats and proactively apply patches or
countermeasures before data leaks occur. For instance, Al-based systems can anticipate and mitigate sophisticated attacks
such as MitM or DoS attacks that threaten 110T data. If an Al system detects an exploit targeting industrial protocols, it can
immediately trigger a protective response. Deploying Al at the network's edge enhances security by enabling real-time data
analysis and decision-making on 10T devices or local gateways. This method lessens the risk of data leakage during
transmission by eliminating the need to send sensitive data to centralized servers. For example, Edge Al in a smart factory
can analyze sensor data locally and apply security measures such as anonymizing or encrypting sensitive information before
transferring it to a central database or cloud service. Al-powered intrusion detection and prevention systems (IDPS)
significantly improve traditional security measures by incorporating ML to detect previously unseen attack patterns. In lloT
environments, Al-driven IDPS can identify subtle threats to system integrity or data leakage attempts that conventional
signature-based methods might overlook. For example, an Al-powered IDPS can recognize when an 10T device exhibits
behavior consistent with remote attacker control, signaling a potential data breach. The system can then trigger an automated
response, such as disconnecting the compromised device or rerouting its data to a secure channel.

Al enhances 10T security by proactively identifying and mitigating risks through edge computing, real-time processing, and
RL. By continuously adapting to evolving cyber threats, Al-driven security solutions provide robust protection against data
leakage, ensuring the reliability and resilience of industrial systems. Miao et al. [149] proposed a DL-based anti-leakage
method to secure power business data interactions between the state grid business platform and third-party platforms. Their
approach integrates named entity recognition, regular expressions, and a Decoding-enhanced BERT with disentangled
attention (DeBERTa)-Bidirectional LSTM (BiLSTM)-Conditional Random Field (CRF) model. The DeBERTa model
extracts pre-trained features, BiLSTM captures sequence context semantics, and CRF ensures globally optimal tag
sequences. This method identifies privacy-sensitive information in structured and unstructured power business data.
Experiments on the CLUENER 2020 dataset show an F1 score of 81.26%, effectively reducing data leakage risks.

6.7.8. Phishing detection

Since 10T devices are connected to business networks and ICS, hacked credentials or malware infestations can result in
financial losses, security risks, and production disruptions. Al-driven approaches improve phishing detection in 1loT by
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using ML techniques, NLP, and pattern recognition. Attackers use phishing techniques to trick operators, employees, or even
automated systems into downloading malware, disclosing personal information, or allowing unauthorized access [150].
According to Lamina et al. [151], these technologies increase the accuracy and efficacy of identifying and halting phishing
attempts. Al-powered systems analyze communication patterns, spot suspicious behavior, and immediately stop hostile
activities. Fake emails, dubious URLS designed to collect credentials, and phony login websites may be identified using ML
models trained on historical phishing data. Al-powered NLP algorithms examine email content and spot phishing attempts
that trick clients with false language, social engineering techniques, or urgent messages. Phishing threats in IloT
environments are identified using behavioral analytics. Al analyzes user login attempts, device interactions, and data access
requests to discover irregularities. For instance, a device inadvertently connects to illegal endpoints, or a worker tries to
access critical system settings from an unknown place. After that, the Al system provides a warning and limits access. Al
also fortifies authentication procedures by spotting brute-force login attempts and credential stuffing, which frequently occur
after phishing attacks. Threat intelligence systems driven by Al enhance phishing detection by monitoring global attack
trends over time. By examining known phishing domains, malicious URLs, and attack patterns, these systems block
fraudulent websites before users or 10T devices engage in proactive interactions. Al also filters phishing emails via secure
email gateways, preventing employees from clicking on harmful links or accessing infected content. Edge Al improves
phishing security in 10T systems by managing threat detection locally on 10T gateways and devices. This solution reduces
the need for cloud-based detection methods and reaction time. For example, the Al-powered security module of an industrial
gateway can immediately identify phishing attempts and examine incoming data packets, preventing malware infections
before they can compromise critical systems. NLP techniques explore the characteristics of email text, and ML models
examine the material and architecture of websites to identify bogus sites. ML prevents data breaches and protects user
information by quickly and accurately detecting phishing scams.

DL models examine web page properties, URLs, and email content to detect phishing attempts. These algorithms, which
NLP enhances, identify manipulative techniques and misleading language patterns in phishing emails. By examining visual
components and website architecture, DL algorithms protect against phishing attacks by distinguishing authentic websites
from fraud. NLP methods search email communications for odd formatting, ambiguous hints, and questionable linguistic
patterns. NLP models, for instance, may identify minute variations in email grammar, word choice, and structure that point
to phishing attempts. Critical information is protected, and NLP prevents data breaches by filtering suspicious emails before
recipients see them. NLP also guards against social engineering scams. Conversational data includes things like voice
recordings and chat logs. NLP algorithms look for indications of manipulation. Emotion detection and sentiment analysis
help spot coercive or dishonest social engineering techniques. NLP helps security staff identify and stop possible abuse by
warning them about suspicious contacts [121]. Tamal et al. [152] used supervised ML (SML) classifiers and the optimal
feature vectorization approach to create a reliable phishing detection system. They extracted 41 ideal characteristics from a
massive dataset of 2,74,446 URLs (134,500 phishing and 139,946 real). After cleaning and dimensionality reduction, they
evaluated 15 SML methods based on various standards. Random forests outperformed the others with an accuracy of 97.52%,
precision of 97.50%, and AUC of 97%. The model offers a strong, portable tool for thwarting phishing efforts.

6.7.9. Behavioral analysis

Behavior analysis finds abnormalities by systematically observing and evaluating user or device activities and comparing
them to typical behavior patterns. This approach enhances risk detection and raises the accuracy of recognizing potential
threats by considering certain contextual factors. However, developing an exact standard requires vast knowledge and
experience. Insider risks are the focus of User and Entity Behavior Analytics (UEBA) solutions, which prioritize this strategy
[135]. Al improves IloT systems' behavioral analysis skills. 10T may enhance operations, safety, and efficiency while
identifying irregularities that point to cyber threats like insider attacks by using Al tools to monitor, analyze, and forecast
complex industrial behaviors. ML models discover irregular behavior in employees, machines, and equipment. Traditional
monitoring systems rely on predefined criteria, whereas Al-driven systems may learn from data and notice minute
abnormalities. Al can analyze sensor data from a manufacturing facility's pumps, motors, and turbines. By comprehending
the typical operating patterns, the system can identify anomalies, like odd vibrations or temperature changes, that could point
to an imminent failure or malfunction. Early detection makes proactive maintenance and less unplanned downtime possible
[85][122][153]. Using sensor data and prior maintenance records, Al models can anticipate when machines will likely break
down based on their behavior. Uptime is increased, and expenses are decreased when maintenance is done proactively
(repairing before failure) rather than reactive (repairing after failure). Al might, for example, evaluate the behavior of workers
and assembly line robots in a smart factory to find inefficiencies that can be fixed to maximize output and resource use
without compromising quality. Al optimizes processes using real-time data, which lowers energy use in industrial settings.
Al models identify areas where energy consumption may be reduced by analyzing machine and system energy use patterns.
By examining the energy consumption of various equipment, Al can improve power distribution or suggest scheduling
adjustments to reduce energy usage during off-peak hours, for example, in a large manufacturing facility. Al also
continuously observes and assesses employee behavior to predict safety threats. By evaluating trends like location and
movement, Al can identify high-risk circumstances, such as workers approaching unsafe places or neglecting safety
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regulations. For example, wearables with Al capabilities can follow workers' whereabouts at chemical companies, detect
aberrant activity, and trigger alarms to reduce the frequency of accidents. By combining sensor data and visual systems, Al
can also instantaneously assess how objects or processes behave, allowing quicker detection of flaws or departures from
quality norms. Al-powered vision systems that identify soldering or component placement problems and promptly identify
defective goods for inspection inspect production lines in the electronics manufacturing industry. Al watches 10T supply
chain activities to find trends and inefficiencies. Al in the automotive sector forecasts supply chain interruptions by
examining component supplier behavior, transportation delays, and machine performance, allowing businesses to proactively
modify inventory levels or rearrange production runs to avert possible problems.

Al is used by collaborative robots to evaluate and enhance HMI, resulting in safer and more effective teaming. For example,
Al can modify a robot's speed or course according to a worker's vicinity to avoid safety risks while preserving productivity.
By examining how assets and vehicles behave, Al improves fleet and asset management, improving logistics, reducing fuel
consumption, and averting issues. Al-powered UEBA systems also help detect sophisticated attacks and insider threats by
detecting deviations from normal activity patterns. For instance, in the logistics industry, Al systems track the speed and
path of delivery trucks and notify fleet management of inefficiencies so that corrective action can be taken. ML algorithms
can detect suspicious activity or illegal access attempts by learning user behavior patterns to establish baseline profiles and
identify deviations, improving the accuracy of IDS [48]. Al also monitors user and object behavior to identify anomalies
pointing to security flaws. By modeling user behavior over time, LSTM networks can identify frequent patterns and
anomalies that may indicate malicious activity; by continuously analyzing login times, access patterns, and transaction
patterns, these networks aid in detecting security breaches. NLP enhances UEBA by creating user and entity behavior profiles
through the analysis of written interactions, such as emails and chat messages; if variations are observed, such as when an
employee uses informal language when they typically use formal language [121], ML can detect subtle signs of compromise
by analyzing device activity over time, and ML models can identify abnormal activity that may indicate a security risk by
examining how devices interact with the network and each other. For example, a smart thermostat showing unusual data
access patterns or communicating with unknown external servers could be flagged as a potential compromise, prompting a
security review.

6.7.10. Incident response management

Incident response is a key element of cyber resilience, focused on swiftly identifying, analyzing, and minimizing the impact
of cyber threats. Al automates incident response, enabling faster detection and resolution of cyber incidents. Al technologies
can autonomously identify and address threats, minimizing the damage caused by cyberattacks. By utilizing Al,
organizations improve their ability to respond to security breaches and recover efficiently. Al-driven systems enhance
security by instantly detecting anomalies like unauthorized access attempts or malware infections. By reducing the need for
human interaction, these technologies improve an organization's security posture and enable faster responses [135].
Moreover, Al tools that analyze massive amounts of security data from SIEM systems correlate patterns and events to
identify potential threats, reducing the likelihood of human error and speeding up the time between discovery and
remediation [137]. ML technigques improve incident response and enable timely and effective organization-wide responses
by automating the process. Using ML algorithms, automated response systems evaluate security warnings, correlate events,
and initiate real-time responses. These systems significantly increase the speed and efficacy of incident management by
streamlining event evaluation, setting priorities, and coordinating response actions [44]. Al facilitates automated decision-
making and response coordination, enabling detection and response during cyber emergencies. Based on past performance,
RL agents evaluate the seriousness of security incidents and suggest the best course of action. These Al models continuously
enhance response tactics by simplifying procedures and reducing the workload for security professionals. By incorporating
Al into cybersecurity frameworks, companies may automate processes such as fixing vulnerabilities, starting
countermeasures, and isolating compromised systems, ensuring a more efficient and adaptable response to evolving threats
and significantly reducing reaction times [48][154].

6.7.11. Vulnerability/risk assessment and management

Risk assessment is crucial in enhancing cyber resilience as it helps prioritize cybersecurity threats based on their likelihood
and potential consequences. This procedure is streamlined by ML techniques, which use data-driven approaches to detect,
identify, and address cyber threats effectively. Various ML-based risk assessment techniques use event data, contextual
information, and threat intelligence to forecast and quantify cyber threats. These methods use RL to build models that
calculate the likelihood and seriousness of particular threats. On the other hand, labeled datasets are used to train supervised
learning models such as regression, RF, and gradient-boosting machines to create predictive models for potential risks.
Clustering and anomaly detection can unearth concealed patterns and anomalies in data, even without previously labeled
data, which raises questions regarding potential hazards. RL is not frequently used for risk assessment, although it can reduce
threats and alter safety precautions. Organizations can use these ML-driven frameworks to manage resources, prioritize
security efforts, and develop plans for mitigating threats and vulnerabilities [44]. Al has significantly improved vulnerability
management in 1loT systems by efficiently finding patterns in massive amounts of data. These systems pose security
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concerns because of their complexity, scalability, and wide range of connected devices. ML monitors odd or malevolent
activities in system logs, device actions, and network traffic. An industrial facility's 10T system may include anomalies that
Al may identify, such as unusual pressure or temperature measurements, that could indicate a security compromise.
Examining device configurations, historical occurrences, and external threat intelligence also forecasts vulnerabilities and
assesses the probability of exploiting them. Predictive models recommend preventive steps, such as patching schedules, to
minimize hazards before they worsen [48]. Moreover, Al automates vulnerability management by prioritizing and
responding to attacks in 10T systems. To guarantee that the most urgent problems are fixed first, ML algorithms assess
vulnerabilities according to their operational impact, criticality, and exploitability. Al can, for example, prioritize less
essential parts of a smart grid over flaws in the central management system. Al can also mimic attacks through automated
penetration testing tools to find weaknesses that conventional scans might overlook. As demonstrated by connected car
systems that highlight odd sensor data, Al continuously tracks device behavior, identifying abnormalities that may indicate
security breaches. It can swiftly isolate affected devices, stop attackers, and implement mitigations through automated
incident response, reducing the time needed to address attacks and improving the general security of 10T systems [122].

6.7.12.Cloud Security

Al enhances cloud security for 10T environments by improving threat detection, risk management, and automated incident
response. 10T systems produce vast amounts of data that must be processed, stored, and analyzed securely in the cloud. Al-
powered security solutions examine real-time network traffic, device behavior, and access patterns to identify malware
infections, data breaches, and illegal access. ML models set baselines for typical behavior and highlight anomalies that might
be signs of a cyberattack. Al, for example, can spot anomalous login attempts or patterns of data exfiltration, allowing
businesses to stop problems before they become more serious. Al-driven predictive analytics evaluate vulnerabilities and
possible attack pathways by examining past security events, system configurations, and external threat intelligence. By using
proactive firewall rule updates, MFA, and zero-trust designs, these insights assist enterprises in enhancing security. Al
automates security monitoring and compliance enforcement, reducing human error that leads to cloud security breaches. Al-
powered tools that continuously monitor cloud configurations identify and recommend changes for issues like unsecured
storage or excessive access permissions. Automated compliance monitoring lowers the likelihood of compliance infractions
by guaranteeing adherence to legal requirements and security best practices. Al enhances authentication and authorization
by analyzing user behavior and contextual factors in identity and access management. It can enforce MFA or temporarily
block access if it detects a strange login attempt from an unfamiliar device or location. This adaptive security method protects
private data stored in the cloud and stops unwanted access. Al-driven threat intelligence systems, which collect and analyze
data from various sources to identify emerging risks, further enhance cloud security. These systems can detect indications of
compromise and predict possible attack paths by fusing threat intelligence with cloud operations, enabling companies to
lower risks before they become dangerous. Furthermore, incident response and mitigation are improved by Al-driven
security automation, which decreases the impact of cyber threats. Al is used by security orchestration, automation, and
response technologies to identify, stop, and eliminate threats with little assistance from humans. Al can, for instance,
immediately isolate an 10T device, start an investigation, and block questionable IP addresses if it notices an unusual spike
in data flow from the device. By detecting security vulnerabilities in code, monitoring application behavior, and spotting
security issues during development and deployment, Al improves cloud application security when integrated into
DevSecOps processes. Al-driven solutions for preventing data loss monitor data flows, recognize vital information, and
establish access limits or encryption to avoid unintentional data disclosure. Organizations rely increasingly on Al to improve
cloud resilience, automate security enforcement, and boost threat detection as cyber threats grow [121].

6.7.13.Security analytics

Al is transforming security analytics in the 1loT by enhancing real-time threat detection, prevention, and response. IloT
connects machines, sensors, and systems in industrial environments, enabling seamless data exchange and increasing
exposure to cyber threats. Al-powered security analytics address this challenge by learning from historical data to identify
patterns in device behavior. Al initiates notifications for possible breaches when the device deviates from its typical behavior.
Even in situations with few predefined rules, ML models are highly effective at identifying abnormalities and cyberattack
trends. Al-driven systems, for instance, track sensor data like pressure and temperature in a smart factory. Al can help stop
malfunctions or cyberattacks by identifying anomalous spikes and flagging them for investigation. It also improves predictive
maintenance by evaluating 10T data to find security threats that might cause operational failures. Al reduces downtime and
enhances system resilience by identifying early indicators of cyber interference. Predictive maintenance technologies, for
example, analyze sensor data in production to identify anomalous wear patterns connected to hacking efforts. Al can detect
abnormalities quickly and start countermeasures if an attacker tries interfering with a turbine. Al streamlines threat
intelligence analysis by analyzing vulnerability reports, attack signatures, and system logs. It uses NLP and ML to link data
sources and identify new dangers. A power plant, for example, can monitor worldwide cyber threats using Al-driven security
analytics. If Al discovers a weakness in an 10T protocol, it can assess the plant's vulnerability and recommend security fixes.
Besides intelligence and detection, Al also automates network monitoring, real-time threat response, and access control. Al
systems analyze I10T network data to identify attacks like DDoS attacks or illegal access attempts. For example, Al detects
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unusual spikes in traffic in smart grids and isolates affected systems to prevent widespread disruption. Al-powered behavioral
biometrics increase security by regularly confirming individuals based on interaction patterns. Al monitors operator behavior
in critical manufacturing settings, spotting any anomalies that would indicate unauthorized access. It automates encryption,
patch management, and vulnerability scanning to protect sensitive data. By integrating with existing security systems, Al
enhances threat detection, speeds up response times, and reduces human error, boosting 10T security and resilience [48].

6.7.14. Network traffic analysis

Al-driven network traffic analysis enhances security in the I10T by detecting anomalies, identifying cyber threats, and
automating threat responses instantly. ML models establish baseline patterns of normal network behavior by analyzing
historical and real-time data. These models detect nonconformities such as unusual data transmission spikes, unauthorized
connections, or abnormal access patterns, which may indicate cyberattacks like malware infections, intrusion attempts, or
data exfiltration. For instance, in a smart factory, Al continuously monitors traffic between loT-enabled robots and the central
control system. Suppose it detects an unusual increase in data packets sent from a PLC, possibly indicating an unauthorized
attempt to extract sensitive production data. In that case, the system triggers an alert and isolates the affected device to
prevent data breaches. Al strengthens traditional IDPS by analyzing massive network traffic data and identifying
sophisticated attack patterns. Unlike rule-based security systems, Al-driven IDPS can detect previously unknown threats,
including zero-day attacks, by recognizing subtle behavioral anomalies. For example, Al-based IDPS monitors traffic
between a power plant's ICS and external communication points. If Al detects an unusual command sequence on SCADA
systems—potentially originating from an APT—it can automatically block the malicious traffic and alert security teams. Al
enhances deep packet inspection (DPI) by scanning network traffic instantly for suspicious content, such as malicious
payloads or unauthorized protocol usage. For example, Al-driven DPI might detect an encrypted payload transmission from
an lloT controller to an external entity in an industrial water treatment facility. Since such transmissions are uncommon in
normal operations, Al flags the activity for further inspection, uncovering a covert data exfiltration attempt. By leveraging
predictive analytics, Al forecasts security threats based on past incidents, real-time data feeds, and external cyber threat
intelligence. This proactive approach helps 10T security teams mitigate risks before they escalate into full-scale attacks. Al
also facilitates automated network segmentation, ensuring that 10T devices communicate only within authorized zones and
initiating countermeasures like blocking malicious IP addresses or isolating compromised devices. For example, in a
manufacturing plant, Al detects a compromised 10T sensor attempting to connect with an unauthorized external server. The
system instantly segments the affected network zone, preventing the attacker from moving laterally while security teams
investigate the breach. Moreover, Al continuously refines security policies based on evolving threats and network behavior.
Unlike static security rules, Al-driven models update themselves by learning from new attack vectors, making lloT networks
more resilient against emerging cyber threats. Clustering algorithms and deep neural networks enhance network traffic
classification, improving threat detection accuracy while reducing response time [121][138].

6.7.15. Identity and access management

By implementing intelligent, flexible, and automated security measures that safeguard vital assets and industrial networks,
Al improves identity and access management (IAM) in the 11oT. The enormous scale and complexity of 1loT environments,
where thousands of devices, sensors, and users interact, are too much for traditional IAM systems to manage. Al-driven IAM
solutions tackle these issues using ML, behavioral analytics, biometric authentication, anomaly detection, and automation
[121]. These technologies reduce the possibility of unauthorized access, enforce access control regulations, and improve
identity verification. Al enhances identity verification by combining cutting-edge authentication techniques like behavioral
biometrics, MFA, and biometric recognition. Password-based authentication is insufficient in 10T environments because of
the risk of credential theft; Al-powered facial recognition, voice recognition, and fingerprint scanning offer a safe substitute.
Al improves MFA by enabling adaptive authentication by analyzing user behavior patterns. The system initiates extra
authentication procedures to confirm the user's identity if it notices a login attempt from an unfamiliar device or location. Al
maximizes access control by modifying permissions according to user roles, device health, and network conditions. In
contrast to static policies, Al-driven Role-Based Access Control (RBAC) and Attribute-Based Access Control (ABAC) Al
improve security by detecting anomalies and monitoring them instantly. By analyzing login history, access patterns, and
device interactions, it can detect suspicious activities like privilege escalation, credential misuse, or lateral movement within
the network. Al also strengthens 1AM by automating compliance processes, improving encryption techniques, and
optimizing device authentication. When it detects abnormal behavior, like an engineer trying to access unauthorized systems,
it immediately alerts administrators and blocks the access attempt. Al further improves security by enabling just-in-time
access control, which grants temporary permissions only when necessary and then revokes them afterward to minimize the
attack surface and prevent excessive access privileges. Al-driven IAM systems generate real-time access logs and audit
reports, ensuring compliance with industry regulations such as NIST, IEC 62443, and GDPR. These systems also detect
policy violations and recommend corrective actions, such as revoking excessive permissions or updating expired security
credentials. Furthermore, Al enhances encryption by optimizing cryptographic algorithms and key management processes,
making encryption more secure and efficient. Al-based encryption systems analyze encrypted data patterns to detect
weaknesses and strengthen encryption protocols when necessary. In device authentication, Al employs biometric
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recognition, contextual authentication, and adaptive access control to verify device legitimacy and prevent unauthorized
network access. By integrating Al-driven access controls, encryption, and authentication mechanisms, organizations can
enhance their security posture, protect confidential data, and mitigate insider threats and cyberattacks [155][156].

6.7.16. Endpoint security

Traditional security methods struggle to protect 10T endpoints due to their large-scale deployment, diverse hardware
configurations, and real-time operational requirements. Al enhances 110T endpoint security by providing intelligent threat
detection, automated response mechanisms, adaptive authentication, and continuous monitoring to prevent cyber threats,
malware infections, and unauthorized access. ML and DL models analyze endpoint behavior, detect anomalies, and identify
emerging cyber threats, surpassing traditional signature-based security solutions. Al-driven behavioral analysis monitors
endpoint operations, including command execution and device communication patterns, to identify deviations that could
indicate cyber threats. For example, Al can locate an ICS acting strangely, like sending unexpected directives to PLCs, and
initiate an investigation before damage is done. Al-driven predictive threat intelligence looks at cybersecurity patterns and
historical attack trends to prevent potential threats. At the same time, DL algorithms detect and stop advanced malware, like
APTs and polymorphic versions. Al enhances endpoint authentication and access management through adaptive
authentication, biometric verification, and role-based access controls. Adaptive authentication automatically adjusts security
parameters based on contextual risk factors, including user behavior and device type. For instance, an Al-based security
system in a power plant can recognize when an operator logs in with a strange device and request additional verification
before permitting access. Biometric and behavioral authentication methods, such as voice and facial recognition, further
prevent credential theft by verifying user identities before allowing access to critical systems. Al also enforces just-in-time
access control by granting temporary privileges only when necessary and automatically rescinding them when the task is
completed, reducing insider threats and privilege abuse. Al, for example, can allow temporary contractors to access HVAC
systems with 10T capabilities while ensuring their login credentials expire following maintenance. Al-driven endpoint
security solutions continuously track device behavior, generate real-time notifications, and automate issue actions. SIEM
systems with Al capabilities analyze massive amounts of endpoint data to find dangers and send alerts. Al, for instance, can
identify unauthorized connections between a compromised 10T sensor and an external command-and-control server,
triggering immediate security measures. Al also automates incident responses by segregating compromised endpoints,
blocking malicious IP addresses, and installing security patches without human intervention. Automating regulatory
reporting, detecting violations, and enforcing security requirements enhances compliance management. Al-powered
encryption secures data in transit and at rest by dynamically adjusting cryptographic key strength based on real-time threats.
Al also detects insecure communication channels, enforces encryption protocols, and ensures data integrity by identifying
unauthorized modifications or tampering attempts. ML and DL are crucial in endpoint security, as they examine application
and process behaviors to detect indicators of compromise, such as abnormal file access patterns or unauthorized network
connections [121].

7. BLOCKCHAIN TECHNOLOGY IN lloT

Industries integrating IloT devices face significant challenges, including security risks, data integrity concerns,
interoperability issues, and the need for trust among stakeholders. Blockchain technology provides a secure solution by
offering a decentralized, transparent, and tamper-resistant framework for data management. Tyagi [48], Tian and Huang
[157], and Kumar et al. [158] described Blockchain technology as a secure, immutable distributed ledger and computing
system that logs transactions in a sequential chain of blocks connected by hash values. A Blockchain consists of
interconnected blocks, each with a data record. Cryptographic techniques encrypt and authenticate the contents in each block
to stop unwanted changes or manipulation [159]. Safe data operations and decentralized processing are made possible by
smart contracts. Blockchain technology divides data among several networked computers, or nodes, that are running
specialized software to maintain data consistency [160]. Because the system retains information across numerous nodes and
binds each block to the one before, it is difficult for an attacker to change or remove data. By safely storing and verifying
sensitive data, Blockchain upholds confidence in the decentralized network [160]. Each block includes transactions and
essential information required to construct the hash for the current block, like a date and the previous block's hash. The block
structure comprises a body with the transactions and a header with metadata [25]. Fig. 9 illustrates the structure of Blockchain
blocks and the Merkle tree [160].
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Fig. 9. [Illustrates the structure of Blockchain blocks and the Merkle tree [160].

Blockchain technology increases the security and anonymity of digital transactions by employing cryptographic techniques
to build an infinitely growing collection of records called blocks. The base of the chain is the first brick. Each block is
identifiable by its cryptographic hash, including its predecessor's hash, to guarantee immutability. A peer must create a
cryptographic hash connecting a new block to the one before it to add it [160][161]. Both the body and the block header are
required for any new block. Important details, including the version number, timestamp, target hash bit, nonce, hash of the
preceding block, and Merkle root, are all contained in the block header [162]. The block body includes additional elements,
such as timestamps and transaction metadata. Before being added to the chain, a new block must be timestamped and hashed
so all Blockchain users can track and validate the information to ensure data continuity. The timestamp in the block header
records the publication time, and transaction verification is made easier by the Merkle tree root. In addition to digitally
signing and grouping transactions to guard against tampering, a distributed electronic database guarantees consensus and
verification. Data consistency across all ledger copies is ensured by this decentralized method [162][163]. An attacker's
identity is void if they try to change a previous block, rendering the Blockchain useless. Changing one block and updating
the headers of every succeeding block is nearly complicated. However, a Blockchain fork may occur if several nodes produce
legitimate blocks simultaneously. The Blockchain accepts the most extended fork and rejects others to preserve a single
canonical version. Every block header contains details unique to a consensus method that controls the validation of new
blocks [164].

Blockchain maintains and verifies transactions or data points in IloT networks as a distributed ledger, guaranteeing
transparency and guarding against manipulation. Before adding it to the chain, the network verifies the information in each
block, such as sensor readings and machine statuses. Blockchain technology protects against unwanted changes in the
massive volumes of data produced by I1oT sensors and devices while facilitating safe, quick data sharing. Every device
connects to a Blockchain node; each transaction or occurrence is documented as a block. The decentralized framework
enables Trustless device interactions by doing away with the central authority responsible for data verification. Proof of
Work (PoW) and Proof of Stake (PoS) are used on the Blockchain to validate and record accurate data. Blockchain can also
store crucial industrial transaction data to increase security. The Blockchain's Universally Unique Identifier (UUID) is a thin
storage presence and can identify data files. The InterPlanetary File System (IPFS) is a peer-to-peer file distribution system
that effectively uses storage resources on network nodes. By adding IPFS, Blockchain can expand its storage capacity [157].

Merkle
Tree
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The SecureArchi-110T operational architecture uses Blockchain technology to increase the security and privacy of IloT
operations. Superior protection and confidentiality are provided by smart contracts and a reputation-based behavioral penalty
mechanism that regulates operational permits and increases security efficiency [17]. Public, private, consortium, hybrid, and
sidechain Blockchains are among the different types of Blockchains. Unlike private Blockchains, which are permissioned
and usually controlled by a single institution, public Blockchains are open and decentralized, enabling everyone to
participate. When using consortium Blockchains, multiple businesses oversee the Blockchain. Hybrid Blockchains combine
the finest aspects of private and public Blockchains, making some data private and others publicly accessible. This approach
balances the advantages of public visibility and privacy to provide flexibility in regulating data disclosure. Sidechain
Blockchains enhance interoperability by facilitating asset transfers across different Blockchains [159-161]. Decentralization,
immutability, autonomy, non-repudiation, democratization, transparency, integrity, traceability, tamper-proofing,
anonymity, pseudonymity, programmability, persistency, auditability, automation, privacy, and confidentiality are some of
the characteristics that make Blockchain a dependable, effective, safe, and popular choice for IloT systems
[159][161][163][165].

Blockchain-based smart contracts are self-executing agreements with terms built right into the code. When specific criteria
are met, these contracts—used on decentralized Blockchain networks like Ethereum—automatically carry out, manage, or
record actions [160]. The contract implements the agreed-upon activities without intermediaries once the prerequisites are
satisfied. By providing a decentralized, visible, and unchangeable ledger that guarantees tamper-proof execution, smart
contracts improve security. Once engaged, they validate the criteria of the code and then automatically carry out the required
actions. Fraud and manipulation are less likely to happen since they are decentralized [160]. Platforms, including Ethereum,
Binance Smart Chain (BSC), Solana, Cardano, and Polkadot, support smart contracts used in many sectors. In decentralized
finance (DeFi), they enable automated lending, borrowing, and trading, while in supply chains, they ensure the transparency
and authenticity of goods. Healthcare applications use them for secure patient data management, and real estate benefits from
automated property transfers and escrow services [164].

Cryptography is key to Blockchain technology's ability to provide transaction security, integrity, and privacy. Symmetric
and asymmetric encryption restrict data access to the designated recipients. Merkle trees, hashing, and digital signatures all
increase security. Hashing converts extensive data sets into unique, fixed-length hash keys that appear random, do not collide,
and prevent input retrieval. Even little changes to the input result in entirely new hashes. Merkle trees efficiently verify large
data sets by arranging transaction hashes into a binary hierarchy, where each node hashes its child nodes. Tamper detection
is made possible because any modified transaction modifies the final hash, or Merkle root, that is contained in the block
header. Digital signatures use asymmetric cryptography to safeguard Blockchain transactions further. Clients encrypt a
transaction hash using their private key to generate a digital signature. The transaction is subsequently verified by network
peers utilizing the client's public key [159][160].

The algorithms that make up a Blockchain consensus protocol manage the network's operations. It allows scattered nodes to
agree on the validity of transactions in a decentralized network. They achieve this by ensuring all users concur with the
present state of the Blockchain and safely confirming transactions. These protocols define how new blocks are added, how
transactions are validated and stored, and how network security is preserved. Their primary goals are guaranteeing participant
consensus and stopping malevolent nodes from convincing legitimate nodes to approve fraudulent transactions [159]. These
algorithms are crucial for preserving security, decentralization, and consistency without depending on a centralized authority.
Various consensus systems offer distinct principles and trade-offs by tackling scalability, energy efficiency, and security
issues. They are essential for maintaining a standard view of the ledger, stopping fraud, and protecting the integrity and
dependability of the Blockchain. PoW, PoS, Delegated Proof of Stake (DPoS), Proof of Authority (PoA), and Byzantine
Fault Tolerance (BFT) are notable consensus algorithms [159][160][162].

Numerous Blockchain frameworks, such as Quorum, IOTA, Exonum, Ethereum, Hyperledger Fabric, TRON, Multichain,
OpenChain, and Bitcoin, have become more well-known. These platforms cater to various businesses and provide a range
of capabilities [159]. The six layers of an application, contract, incentive, consensus, network, and data comprise a basic
Blockchain architecture. Time-stamped blocks protected by cryptographic methods, including chain structures, Merkle
(hash) trees, and hash functions, are part of the data layer. The network layer controls distributed networking protocols, data
propagation, and verification. While the incentive layer describes reward systems for participating nodes, the consensus layer
offers a variety of algorithms for Blockchain applications. The application layer concentrates on Blockchain-based
commercial applications, while the contract layer specifies programming methods utilized in Blockchain [159].

7.1.Integration of Blockchain technology into 10T systems

By improving transparency, efficiency, and security across the supply chain, integrating Blockchain technology with the
10T is consistent with Industry 4.0 ideals. 11oT sensors collect data on emissions, energy consumption, and other
environmental factors. Blockchain’s decentralized and tamper-resistant ledger ensures data integrity across connected
devices, eliminating the need for intermediaries. This streamlined approach enhances data exchange while reducing
operational costs. In 10T networks, Blockchain strengthens cybersecurity by preventing unauthorized access and data
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manipulation. Smart contracts further enhance automation by enforcing predefined rules without human intervention,
increasing reliability and reducing errors in industrial processes. Supply chain management significantly benefits from
Blockchain integration, enabling real-time tracking of goods, ensuring product authenticity, and improving stakeholder
accountability [55]. Blockchain supports predictive maintenance by securely recording sensor data. This capability allows
businesses to optimize equipment performance, reduce downtime, and improve efficiency. By combining Blockchain with
I10T, industries can create more secure, efficient, and autonomous ecosystems. This integration fosters innovation, enhances
operational resilience, and drives the future of smart manufacturing and industrial automation. Blockchain’s secure and
decentralized ledger ensures transparent and tamper-proof data storage. Each block links to the previous one and includes a
timestamp, forming a safe and verifiable information chain [55]. Fig. 10 illustrates how Blockchain integrates into I10T
systems [166].
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Fig. 10. Illustrates the integration of Blockchain into 10T systems [166].
Fig. 11.
In the 1loT ecosystem, which includes perception, network, control, Blockchain service, and application layers across
domains like manufacturing, the Blockchain service layer is crucial in enabling secure and decentralized data sharing,
auditing, and trust among stakeholders. This layer links to both on-chain and off-chain Blockchain networks and includes
smart contracts, transaction management, and support for Blockchain services. Verifier nodes protect the on-chain network
by confirming transactions and preserving the Blockchain's integrity. Using a credit consensus approach and a directed
acyclic structure, researchers have created a secure Blockchain design that protects data secrecy by giving mishehaving
nodes more power and good nodes less. Studies that combine Blockchain with edge frameworks to enhance security, task
monitoring, latency, and resource efficiency have neglected system performance [66].

According to Tian and Huang [157], Blockchain technology has several benefits, including decentralization, traceability,
immutability, and ease of collaboration. Blockchain's smart contract design can safeguard 110T operations such as commerce
and transportation. A UUID can effectively identify data files, making them portable and appropriate for storage on a
Blockchain. Additionally, security is improved by putting crucial industrial transaction data on the Blockchain. The IPFS
increases the storage capacity of the Blockchain and optimizes the storage resources of network nodes [157]. Blockchain
offers a ground-breaking way to share data safely in the 1loT while maintaining data security and privacy. Its distributed and
unchangeable structure guards against data manipulation by hackers. Stakeholders can access and exchange trustworthy data
because of its consensus process and data auditing features, improving transparency and trust. Blockchain nodes must store
and process every transaction data as data volume increases, dramatically increasing the processing and storage power
required [167][168].
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7.2.Applications of Blockchain Technology in 10T
Below is a brief explanation of the primary applications of Blockchain in 10T security.

7.2.1. Secure device authentication and identity management

Blockchain improves decentralized identity management for 10T devices by enabling secure authentication independent of
a central authority and guarding against identity theft, spoofing, and illegal access. The Blockchain ensures that only
authorized devices can connect to the network by giving each device a distinct digital identity [54]. Storing encrypted identity
information eliminates the need for centralized identity providers, reduces the risk of identity theft and unwanted access, and
gives individuals control over their data [48]. By employing cryptographic techniques to provide trust and authentication in
IloT communication, Blockchain reduces the likelihood of impersonation by allowing devices to securely identify and
authenticate themselves without needing a centralized authority [48]. By giving each device a distinct cryptographic identity
stored on a Blockchain, IBM's Hyperledger Fabric, for example, has effectively handled device IDs in lloT scenarios and
ensured that only authorized entities communicate with the network.

7.2.2. Data integrity and tamper-resistant storage

Blockchain improves the security and integrity of 110T data by keeping transaction logs on an immutable ledger and guarding
against unwanted changes. To ensure dependability, each network user must approve any modifications to the data. Each
transaction is stored as a block that cannot be deleted once put, protecting data throughout transmission [48]. Blockchain
avoids breaches and limits access to authorized parties by encrypting and distributing data throughout the network rather
than depending on centralized servers. Its decentralized ledger structure links each block to the previous one, making data
manipulation nearly impossible and ensuring a trustworthy source of truth across the supply chain [55]. For example,
Siemens, a German manufacturing firm, leverages Blockchain to secure 10T sensor data in industrial automation, protecting
machine logs from tampering and enhancing predictive maintenance and operational reliability.

7.2.3. Secure communication and data exchange

Blockchain enhances encrypted and authenticated communication between 10T devices, reducing vulnerabilities like MitM
attacks and enabling direct peer-to-peer interactions without intermediaries. Utilizing advanced encryption techniques
establishes secure channels that protect transmitted data from eavesdropping or interception, ensuring confidentiality.
Blockchain’s cryptographic capabilities safeguard sensitive data, preserving its integrity and privacy across the supply chain
[48]. Participants have control over their data, sharing it selectively within the network [55]. For instance, Chronicled, a
Blockchain-based supply chain company, employs Blockchain to secure communication in pharmaceutical 10T
applications, preventing counterfeit drugs by maintaining transparent and verified transaction records.

7.2.4. Smart contracts for automated security protocols

Smart contracts enable 10T devices to perform defined security procedures independently, ensuring compliance with
security regulations by enforcing access control, detecting irregularities, and alerting users in the event of a breach.
Blockchain-based smart contracts increase the security and integrity of contractual agreements by reducing the likelihood of
fraud or manipulation because they are self-executing and self-enforcing. The decentralized Blockchain framework
guarantees the reliability of smart contract execution [48]. These contracts can also automate compliance with sustainability
standards, such as energy use, waste management, and emissions, by triggering warnings or penalties when criteria are met
or violated [55]. Additionally, smart contracts reduce the possibility of malicious intent or human error by automating rules
and behaviors throughout the 10T network [54]. By autonomously starting activities based on predefined events, self-
executing smart contracts combined with 110T data can streamline industrial processes and eliminate manual involvement
[53]. Smart contracts in 10T pipeline monitoring systems can automatically initiate shutdowns upon anomaly detection in
industries such as oil and gas, lowering safety and environmental concerns.

7.2.5. Supply chain security and traceability

Blockchain enhances I1oT-based supply chain systems by providing end-to-end traceability, ensuring secure data exchange,
and preventing counterfeiting. It boosts supply chain security and transparency by enabling the tracking and verification of
products and components, safeguarding authenticity, and preventing tampering [48]. For instance, Walmart and IBM have
teamed up to utilize Blockchain and 10T sensors to track food products instantly, improving food safety and minimizing
contamination risks.

7.2.6. Decentralized access control and authorization

Traditional access control models depend on centralized databases, which expose them to cyber-attacks. Blockchain-based
access control decentralizes trust, offering more substantial and more resilient security. For instance, the Energy Web
Foundation leverages Blockchain in smart grids to securely manage energy resource access, facilitating safe transactions
between decentralized power producers and consumers.
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7.2.7. Resilient cybersecurity against DDoS attacks

Due to their interconnected nature, 11oT networks are vulnerable to DDoS attacks. Blockchain mitigates these attacks by
decentralizing Domain Name System (DNS) services and validating traffic sources, making it harder for attackers to
manipulate domain ownership. By storing domain ownership information on the Blockchain, the system becomes more
resistant to malicious interference [48]. For example, Xage Security, a startup, integrates Blockchain into 10T cybersecurity
frameworks to protect industrial systems from DDoS and ransomware attacks, distributing authentication processes across
multiple nodes to enhance security.

7.2.8. Decentralization

Centralized databases are susceptible to single points of failure and security breaches, while Blockchain’s decentralized
structure removes these risks. Blockchain distributes data across multiple nodes, ensuring that the rest of the network stays
secure in case of a compromise of a single node, preserving continuous data availability [55]. This decentralized approach
removes the dependence on a central authority, making 10T networks less susceptible to failures and reducing the risk of
unauthorized access or data manipulation [54].

7.2.9. Immutable audit trails

Traditional audits in supply chain management are often time-consuming and resource-intensive. Blockchain streamlines
the auditing process by providing easy access to relevant information on a distributed ledger, minimizing the risk of errors,
and enabling real-time audits [55]. Its immutable and tamper-proof nature makes it ideal for creating reliable audit trails, as
it records security events like system changes, access attempts, or data breaches, ensuring transparency and supporting
forensic analysis [48]. Moreover, Blockchain preserves the integrity and reliability of 10T data by creating permanent records
of all transactions or data exchanges, which cannot be altered or deleted [54].

7.2.10. Consensus mechanisms

Blockchain consensus mechanisms, such as PoW and PoS, validate and verify 10T transactions, ensuring that only legitimate
data is added to the Blockchain. By requiring a collective agreement among nodes, these mechanisms prevent malicious
actors from injecting fraudulent information into the communication stream. This consensus ensures that all participants
maintain a consistent and transparent view of the data, ultimately enhancing trust and security [48][54].

7.2.11. Traceability and accountability

Blockchain enables end-to-end product traceability across the supply chain by recording every transaction and event related
to manufacturing, delivery, and distribution. This traceability helps identify the sources of environmental impact, making it
easier to hold parties accountable for sustainability issues [55]. Blockchain ensures accountability and compliance by
providing a transparent and auditable trail of all transactions, which is especially crucial in industries where these factors are
critical [54]. In the context of 10T, Blockchain traces every data transaction, device interaction, or command back to its
origin. It also records communication transactions within I1oT networks, creating an immutable audit trail that supports
forensic analysis and helps identify and address security breaches or unauthorized activities [48].

7.2.12. Transparency

Blockchain technology enhances industrial 10T by offering a secure, decentralized, and transparent framework for managing
data, ensuring security, and automating processes. It creates new business models, boosts operational efficiency, and builds
trust among stakeholders in 10T ecosystems [54]. Blockchain enables supply chain traceability and end-to-end visibility,
allowing any network member to access an immutable, transparent record of each transaction—from the initial procurement
to the delivery of the finished product. This transparency minimizes waste, ensures compliance with environmental
regulations, and helps identify inefficiencies [55].

7.2.13. Distributed threat intelligence

Distributed threat intelligence uses decentralized networks to share and analyze security data across stakeholders in the 10T
ecosystem. By integrating Blockchain technology, 110T systems securely and transparently exchange real-time threat
information without relying on a central authority. This approach ensures that the data remains immutable, tamper-resistant,
and accessible to authorized parties, enabling organizations to quickly detect, mitigate, and respond to security threats.
Blockchain-based distributed threat intelligence fosters trust among network participants, reduces the risk of cyberattacks,
and strengthens the security of critical industrial infrastructure. Organizations can collaborate instantly by storing and sharing
threat information on the Blockchain, enhancing their ability to detect and address emerging threats [48].

7.2.14.Distributed and decentralized network

Blockchain technology enhances security, transparency, and collaboration in 10T by creating a decentralized and distributed
network. This structure enables secure data sharing and storage across nodes without a central authority. In 10T, Blockchain
ensures that sensor data, operational insights, and threat intelligence remain immutable, transparent, and resistant to
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tampering. It facilitates real-time, peer-to-peer exchanges of information, improving decision-making speed and accuracy
while strengthening network security. By removing single points of failure, Blockchain makes it more difficult for
cyberattacks to compromise system integrity, enabling trusted, auditable, and secure interactions within 10T ecosystems for
more resilient and efficient industrial operations [48].

7.2.15.Secure device registration

Blockchain enhances industrial 10T device registration security by authenticating, verifying, and securely adding devices to
the network. Leveraging Blockchain’s decentralized nature, it creates a transparent, immutable ledger to store each device’s
unique identifier, like a serial number or cryptographic key, which ensures that only legitimate devices can interact with the
IIoT system, establishing a chain of trust for secure communication and data sharing. Blockchain’s cryptographic features
protect registration data from tampering, making any changes auditable and traceable. Blockchain helps prevent spoofing,
impersonation, and unauthorized access by preventing unauthorized devices from joining, creating a reliable foundation for
secure communication across 10T networks [48].

7.2.16. Zero-trust networks

When 1loT is integrated with Blockchain, zero-trust networks enhance security by ensuring no device or user is trusted by
default, even within the network perimeter. In this model, every device, user, and communication request undergo continuous
authentication, verification, and authorization before gaining access or performing any action. Blockchain strengthens this
process by offering a decentralized, immutable ledger to record and validate each transaction and device interaction, ensuring
that only authorized entities can access sensitive data or resources. By combining Blockchain’s cryptographic features with
zero-trust principles, 1loT networks become more resilient to attacks, as every action is scrutinized accurately and auditable,
preventing unauthorized access, reducing internal threat risks, and reinforcing the security of 10T systems. Blockchain also
supports the creation of decentralized, trustless networks, allowing organizations to establish peer-to-peer connections and
validate the integrity and authenticity of network participants without relying on a central authority [48].

7.2.17. Incident response and forensics

Blockchain technology enhances incident response and forensics in 10T by providing a tamper-proof, decentralized ledger
that records all interactions and transactions within the network. This immutable nature enables detailed, auditable tracking
of device interactions, communications, and events, making it easier to analyze incidents. In a security breach, Blockchain
helps trace the attack’s origin, identify compromised devices or users, and examine the sequence of events. Its transparency
ensures that forensic teams have critical, unaltered data to understand the attack’s scope and impact. By incorporating
Blockchain into incident response, organizations can improve detection, response, and recovery, all while preserving the
investigation’s integrity and strengthening overall I1oT security [48].

7.2.18. Threat detection and analytics

Blockchain enhances threat detection and analytics in 10T by securely and transparently recording device interactions and
transactions across the network. Its decentralized nature allows real-time data from 10T devices to be captured in a tamper-
proof ledger, making it easier to identify anomalies, threats, and malicious activities. Analyzing these Blockchain-based
records helps detect unusual behavior, such as unauthorized access, abnormal communications, or system malfunctions.
Blockchain’s transparency also enables efficient monitoring of device health and security status, facilitating the rapid
identification of vulnerabilities and compromised assets. Integrating Blockchain with threat detection systems strengthens
the ability to proactively address security risks while providing reliable historical data for investigation and response,
ultimately enhancing the overall security of IloT networks. Furthermore, patterns and anomalies can be identified by
aggregating and analyzing security data from multiple Blockchain sources, enabling proactive threat detection and response
[48].

7.2.19.Reduced fraud and counterfeiting

Blockchain significantly reduces fraud and counterfeiting in 110T by providing a secure, transparent, and immutable record
of device interactions and transactions. It logs every movement or transaction in a decentralized, tamper-proof ledger, making
it impossible for malicious actors to alter or forge data, ensuring the traceability of products, parts, and components from
origin to endpoint and preventing counterfeit goods from entering the supply chain. Instantly, stakeholders can verify the
authenticity of devices, parts, and services, quickly identifying and resolving fraudulent activities. By maintaining an
unchangeable and transparent transaction record, Blockchain builds trust, protects the integrity of 110T systems, and mitigates
fraud risks [55].

7.2.20.Security against cyber threats by encryption and consensus

Blockchain strengthens security in 10T by using encryption and consensus mechanisms to protect data from cyber threats.
Encryption secures data transmitted between devices, ensuring confidentiality and integrity by making it immutable and
resistant to unauthorized access. The consensus mechanism, where multiple nodes validate transactions, prevents the single
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entity from controlling or manipulating the data. This approach makes it nearly impossible for malicious actors to alter the
data or take control of the network, significantly enhancing the cybersecurity of the supply chain [55].

7.2.21. Tokenization of assets

Tokenization of assets in 10T involves converting physical or digital assets into digital tokens recorded and secured on the
Blockchain. This process allows real-world assets, like machinery, equipment, or raw materials, to be represented as tokens
that can be easily tracked, traded, or transferred. Blockchain’s transparency, security, and immutability ensure these tokens
are securely managed, reducing the risk of fraud or unauthorized transactions. By streamlining asset management,
tokenization enhances traceability, improves efficiency, and enables fractional ownership or sharing of assets across the
network. Blockchain simplifies the tokenization of physical and digital assets, providing electronic representations for each
supply chain item, which helps track the origin and movement of assets and ensures that only authorized entities can access
and modify the corresponding digital records [55].

7.2.22.Decentralized automation

Decentralized automation in IIoT leverages Blockchain’s distributed ledger technology to enable autonomous decision-
making and operations without relying on a central authority. Using smart contracts and decentralized applications (dApps),
IloT devices and systems can execute predefined tasks and agreements automatically when specific conditions are met,
eliminating intermediaries, enhancing efficiency, and ensuring transparency and security. Blockchain provides a secure,
immutable record of actions, improving traceability and building participant trust. By distributing control across the network,
decentralized automation increases system reliability, reduces single points of failure, and enhances resilience. This
integration makes 10T systems more autonomous, minimizing manual intervention, improving operational efficiency, and
lowering risks [54].

Some notable research studies that used Blockchain technology to secure 10T include the following. Wang et al. [165]
present a Blockchain-assisted lightweight revocable anonymous authentication scheme in 110T. They design a fast, secure
authentication method using Okamoto’s protocol and elliptic curve cryptography to ensure data anonymity and traceability.
A two-level key derivation algorithm, combined with Blockchain technology, addresses pseudonym management, enabling
devices to generate and revoke pseudonyms independently. Security analysis confirms that the scheme meets security goals
and resists common attacks. Performance evaluations show that the approach achieves low computational and
communication overheads, outperforming related solutions. Ababio et al. [5] introduced a Blockchain-assisted FL
framework to address trust, data security, and model accuracy challenges in 1loT. Deploying Al models on edge devices and
using FL ensures data privacy while enabling collaboration. Blockchain secures data management and enhances
transparency, while explainable Al improves model interpretability. The framework boosts security, privacy, and scalability
for self-optimizing digital twins in 1loT environments. Real-world evaluation shows its effectiveness in optimizing industrial
operations, offering a scalable, secure, and efficient solution for dynamic, resource-constrained 10T infrastructures. Dildar
et al. [169] proposed an end-to-end security mechanism for industrial 10T using Blockchain for authentication, authorization,
and data integrity without relying on a central authority. The mechanism uses smart contracts to enforce security policies
and allows real-time rule changes in response to suspicious behavior. A lightweight cryptographic scheme that minimizes
data management overhead was introduced to ensure compatibility with various devices. The hybrid Blockchain approach
combines the strengths of private and public implementations, providing high security and scalability. Tong et al. [168]
proposed a Blockchain-based data sharing and privacy protection scheme for the 110T, combining weighted threshold secret
sharing, zero-knowledge proof, and attribute-based encryption. They use weighted threshold secret sharing to assign attribute
values and enable flexible permission combinations, ensuring secure and flexible data access for terminal members. A non-
interactive zero-knowledge proof protocol was employed to pre-authenticate data accessors, preventing unauthorized access.
It also uses IPFS for distributed encrypted data storage, alleviating Blockchain storage pressure.

Wang et al. [43] proposed a Blockchain-based certificateless conditional anonymous authentication (BCCA) scheme for
IloT, optimizing authentication efficiency by using an elliptic curve design to avoid the time-consuming bilinear pairing
operation. They introduced a precomputation strategy to prepare essential materials in advance and implemented one-time
verification for batch signatures to reduce latency. Random verification checksums protect against key recovery attacks,
while a mix of long-term and short-term secrets addresses temporary secret leakage. Simulation results confirm that the
scheme offers both security and computational cost benefits. Wang et al. [170] introduced a Blockchain-based lightweight
message authentication for edge-assisted cross-domain 1loT. They developed a Blockchain-enabled, edge-assisted
authentication framework that enhances efficiency by reducing redundant interactions between entities. The proposed
lightweight authentication algorithm ensures message security with minimal computational overhead, making it ideal for
multi-receiver cross-domain IIoT. Security analysis confirms the scheme’s resilience against various attacks under the
random oracle model. Performance evaluations show that the approach achieves low computational and communication
overheads, outperforming related schemes. Wang et al. [171] proposed a lightweight and secure data-sharing scheme for
Blockchain-enabled cross-domain 10T, enabling authorized smart devices to access data anonymously. Devices can generate
pseudonyms dynamically without requiring domain authorization centers, reducing storage overhead and workload. The
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scheme combines broadcast encryption and proxy re-encryption, ensuring flexible data sharing and privacy protection.
Security proofs and analyses confirm its robustness against attacks. Performance evaluations show that the scheme achieves
low computational and communication overheads, outperforming related approaches. Aljuhani et al. [172] proposed a DL -
integrated Blockchain framework to secure 110T networks. They design a private Blockchain for secure communication
among lloT entities, using session-based mutual authentication and key agreement mechanisms. The proof-of-authority
consensus mechanism verifies transactions and block creation based on miner voting over the cloud server. They introduce
a DL-based IDS combining CSAE, ABILSTM networks, and a softmax classifier to detect cyberattacks. Performance
analysis with ToN-Edge-IloTset data sets demonstrates superior intrusion detection, confirming the framework’s
effectiveness.

Zhang et al. [85] introduced a lightweight, secure, and trustworthy stateless Blockchain-based identity management
architecture for 110T. By combining cryptographic accumulators with Blockchain, they created a proof that maintains a
constant length despite identity changes, ensuring the complete concealment of identity information. The authors also
designed a stateless Blockchain structure and proposed new consensus, identity modification, and verification algorithms.
They presented a comprehensive threat model and security analysis of the system. Experimental results show a time cost of
130.25 ms and a Blockchain size of 100.13 MB, enhancing portability and efficiency for 11oT applications. Sohail et al. [173]
proposed a secure, incentive-based data-sharing framework for 1l0T systems using Blockchain technology. Blockchain
ensures secure, tamper-resistant data storage and sharing by utilizing a distributed ledger to prevent unauthorized access.
They design a security protocol that leverages elliptic curve cryptography (ECC) and applies the Shapley value for fair
revenue distribution. They conduct extensive simulations using AVISPA and Scyther to evaluate security, proving the
protocol’s resilience against adversarial attacks. The experiments demonstrate that the framework ensures fairness in revenue
distribution among participants. Chen et al. [174] introduced Blockchain and Coded Computing-based Secure Edge Learning
(BCC-SEL) for industrial 10T. They developed a coded edge learning framework using Lagrange Coded Computing (LCC)
to efficiently utilize idle nodes during training. An incentive mechanism based on Blockchain rewards and punishes
participating clients, while cosine-similarity detection ensures robustness. The approach reduces computational consumption
and guarantees accuracy, with experimental results showing a 4.19% accuracy margin. Cao et al. [175] introduced a
Blockchain-based distributed 10T architecture to enhance security and efficiency in smart factories. Their scheme employs
a federated Blockchain to establish trust across domains, ensuring secure device connections. Security analysis confirms that
the scheme offers integrity, mutual authentication, scalability, and resistance to four types of attacks. Efficiency experiments
demonstrate the scheme’s feasibility, improving performance as peer nodes increase. This approach boosts equipment
security and supports the digital transformation of smart factories, fostering a more efficient and reliable future. Yao et al.
[176] introduced SecureArchi-110T, a Blockchain-based architecture to enhance security and privacy in 1loT operations.
They designed smart contracts that meet industrial demands and developed an operational control policy for precise
permissions management. A reputation-based punishment mechanism enhances security. The prototype was implemented
in a private 1loT environment, proving its feasibility. Experimental results show that SecureArchi-110T surpasses traditional
architectures in security and privacy while maintaining acceptable real-time performance. Zainudin et al. [177] introduced a
permissioned Blockchain-based system for collaborative and decentralized cyber threat detection in digital twin (DT)-
enabled IloT networks. They developed a context-aware intrusion detection model (C-NIDS) that uses factorized and
grouped convolution structures to detect adversarial attacks in virtual and physical environments. A verifiable off-chain
aggregation technique with RSA-based digital signatures ensures reliable and tamper-proof model aggregation with minimal
transaction time. The system achieved 99.50% accuracy with a lightweight model structure (4634 parameters, 0.0088
MFLOPs) and a transaction time of 0.0244 seconds. The proposed BCFed-DT model outperforms existing methods in both
accuracy and efficiency.

8. QUANTUM CRYPTOGRAPHY IN IlloT

Strong cryptographic solutions must be implemented as 1loT develops to secure industrial networks and guarantee
dependable operations in vital infrastructure. Cryptography safeguards data by encrypting it into ciphertext and decrypting
it back into plaintext as transmitted over a network. According to Mammeri [178], cryptography is the art and science of
safely hiding messages and data, especially private information, to prevent unwanted access. Thanks to cryptography, only
the intended receivers can access sensitive information, guaranteeing its safe storage and transmission over unsecured
networks. It shields data against unwanted disclosure or modification while confirming user and message authenticity [178].
By assuring data secrecy, cryptographic systems defend against malevolent attackers [179]. Additionally, they guard against
unwanted access to protected data and preserve the integrity of messages [60]. Cryptographic techniques are essential to
ensure the secure communication and storage of images taken by 10T camera sensors. The best way to stop illegal access to
data that is kept and sent is to use encryption. Encryption transforms readable (plain) text into unreadable (cipher) text,
whereas decryption restores the original content. Cryptographers use both symmetric and asymmetric encryption to protect
data. Symmetric encryption is sufficient since it only requires one key for encryption and decryption and is also a secure
key-sharing method. By eliminating the requirement for shared secret keys and employing a key pair—a public key for
encryption and a private key for decryption—asymmetric encryption increases security. Both tactics guard against
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unauthorized access to personal information [180]. Because they guarantee data confidentiality, integrity, and authentication,
traditional cryptographic approaches are essential for safeguarding 10T systems. By utilizing a single shared key for
encryption and decryption, symmetric encryption techniques such as Data Encryption Standard (DES), Triple DES (3DES),
and AES offer quick and effective protection. For 10T devices operating in dispersed contexts, asymmetric encryption
techniques like ECC and RSA offer secure key exchange and authentication. Data integrity is preserved by cryptographic
hash functions like SHA-256, which provide fixed-size hash values that identify unwanted changes.

During transmission, the integrity and validity of messages are ensured using hash-based message authentication codes
(HMACSs) and other MACs. Digital signatures based on asymmetric cryptography protect against spoofing and guarantee
non-repudiation by validating 10T devices and data sources. While these techniques provide basic security, 10T applications
occasionally require low-power cryptographic solutions to accommaodate resource-constrained edge devices. Researchers
consistently improve these techniques to balance security and performance [17][181]. To address the shortcomings of
conventional cryptography, researchers have developed lightweight encryption algorithms that reduce secret key sizes and
encryption rounds. These methods protect tiny datasets, such as device statuses, temperature readings, raw data, numerical
values, and outputs from ICS. However, encrypting gathered images takes a long time because these methods rely on block
encryption across multiple rounds to achieve the necessary security level [180]. As the industrial 10T expands and quantum
computing advances, conventional encryption techniques like DES, 3DES, AES, RSA, and ECC risk becoming obsolete.
These techniques are vulnerable to quantum attacks, which can decrypt data more quickly because they rely on mathematical
complexity. Quantum cryptography provides a secure alternative by using quantum mechanics to provide communication
channels unaffected by the most powerful quantum computers.

Wazid et al. [57] and Nita and Mihailescu [60] define quantum cryptography as an advanced branch of cryptography that
applies the principles of quantum mechanics to secure communication channels. Because quantum cryptography uses the
principles of quantum mechanics to protect communication and information transfer, it is naturally resistant to hacking and
eavesdropping. It uses quantum bits (qubits) and their unique properties to establish secure channels for key distribution.
The core principles that enable this security include Heisenberg’s uncertainty principle, quantum entanglement,
superposition, and the no-cloning theorem.

o Heisenberg’s uncertainty principle states that measuring a quantum particle’s momentum and position
simultaneously with absolute precision is impossible. Quantum cryptography leverages this principle to create
secure communication channels. This principle secures quantum key distribution by ensuring unauthorized access
disturbs the quantum state, revealing potential security threats.

o Quantum entanglement is another fundamental principle that enables secure long-distance communication. When
two or more quantum particles become entangled, their states remain strongly correlated regardless of the distance
separating them. Changing one particle affects its entangled counterpart instantly. This property allows quantum
cryptography to establish secure connections between communicating parties. Any attempt to measure or intercept
entangled particles disturbs their state, alerting users to potential eavesdropping. Entanglement ensures that only
the intended recipient can access the information, reinforcing the security of quantum key distribution.

o  Superposition enhances the efficiency and security of quantum communication. Unlike classical bits, which exist
in either a 0 or 1 state, qubits can exist in multiple states simultaneously until measured. This property enables the
encoding of information in a way that increases computational power and security. By harnessing superposition,
guantum systems can process and transmit information more efficiently than classical systems. This property
strengthens encryption by making it significantly harder for attackers to determine the transmitted data without
introducing detectable disturbances.

o The no-cloning theorem further ensures the security of quantum cryptography by preventing the exact duplication
of an unknown quantum state. This principle prevents Eavesdroppers from making complete copies of transmitted
quantum information. Errors would be introduced by any illicit attempt to reproduce quantum states, revealing the
existence of an intruder. By blocking eavesdropping efforts, the no-cloning theorem guarantees that cryptographic
keys stay safe while being transmitted.

These principles ensure that attempting to measure or intercept quantum states will alter their characteristics, warning
authorized users of any security flaws [56][57][60][64][182]. Quantum cryptography ensures that encryption keys are spread
even when they do not encode data. A fundamentally secure key exchange method impervious to classical and quantum-
based attacks is offered using concepts from quantum mechanics. Quantum cryptography provides an answer as quantum
computing develops by guaranteeing unbreakable security in key distribution.

8.1.Quantum key distribution

A QKD uses quantum mechanics to establish secure communication channels [60][183]. Unlike traditional encryption
methods that rely on mathematical algorithms, QKD offers unconditional security by utilizing the uncertainty principle and
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the no-cloning theorem. For the communicating parties to identify eavesdropping, these principles make sure that any attempt
to measure or intercept quantum states breaches them [56][58][63][184]. QKD improves security in quantum industrial
applications by protecting vital operational parameters across production sites. Securely exchanging encrypted
communications between senders and recipients ensures dependable communication. The main actors are the source and the
destination [56]. QKD creates a secure communication mechanism at the network layer by allowing both parties to generate
and share a shared key for message encryption and decoding [185]. The rise of different QKD protocols and applications,
like Key-as-a-Service (KaaS), has attracted much interest from academia and industry. By integrating QKD into optical
networks, KaaS provides secure key distribution across virtual optical networks, allowing network operators to employ
quantum-based security solutions more efficiently. In addition to communication security, it is crucial for industrial
applications and quantum computing networks, especially in Industry 4.0, where safeguarding private security information
is crucial. Itis a reliable option for protecting sensitive data in various businesses since it can identify and stop eavesdropping.
[57][182]. Beyond QKD, quantum cryptography uses quantum-resistant encryption to protect data from classical and
quantum attacks. These encryption techniques are divided into two primary groups: purely quantum encryption, which uses
just quantum states for encryption and decryption, and QKD-based encryption, which combines QKD with traditional
cryptographic algorithms. Traditional encryption techniques are increasingly under threat from developments in quantum
computing, but quantum cryptography offers a secure, future-proof alternative. Since quantum cryptography exploits
quantum phenomena like entanglement and superposition to ensure the confidentiality, integrity, and validity of conveyed
data, it is an important development in secure communication [62]. Researchers have developed numerous QKD approaches,
and each has unique characteristics. These consist of Twin-field QKD, Coherent-one-way (COW) QKD, Continuous-
variable QKD (CV-QKD), and the protocols BB84, E91, and SARG04 [62].

8.2.Applications of Quantum Cryptography in 10T

Quantum cryptography is gaining traction in the 1loT sector due to the increasing need for robust security in environments
where connected devices and systems are susceptible to cyber threats. Below are brief descriptions of the key applications
of quantum cryptography in I10T.

8.2.1. Quantum key distribution

Quantum key distribution allows two parties to safely exchange cryptographic keys via potentially insecure channels using
guantum mechanics concepts. It ensures data integrity and confidentiality by shielding industrial equipment against MitM
attacks and eavesdropping. Industries can safeguard critical operational data and enhance supply chain management,
predictive maintenance, and real-time monitoring by incorporating QKD into IloT networks [59][61][62][184][186-188].
For instance, by facilitating secure key exchanges, QKD almost eliminates the possibility of hackers intercepting or changing
communication between control systems and factory machines in an 10T system.

8.2.2. Quantume-resistant encryption

Since conventional encryption techniques like RSA and ECC are susceptible to quantum-based threats, especially those that
use Shor's algorithm to crack public-key cryptography, quantum-resistant encryption in the 10T focuses on protecting
networks from quantum computer attacks. Researchers are developing post-quantum cryptography (PQC) techniques to
counter these threats, such as multivariate polynomial, lattice-, hash-, code-, and isogeny-based cryptography. These
quantum-safe encryption methods ensure data integrity, confidentiality, and authentication across 10T systems, protecting
critical infrastructure such as energy grids, transportation networks, and smart factories. Integrating quantum-safe encryption
into 10T requires low processing overhead, compatibility with existing security protocols, and defense against classical and
quantum adversaries. Quantum-resistant algorithms, for example, can shield vital data in smart grids, such as control signals
and energy consumption patterns, from potential quantum-enabled attacks [59][62][187][188].

8.2.3. Quantum random number generation

Using quantum physics, QRNG in industrial 10T generates random numbers required for secure communications,
cryptographic protocols, and system operation. Unlike classical random number generators that rely on deterministic
algorithms, QRNGs use quantum processes such as photon polarization or quantum fluctuations to provide unpredictable
randomness that is almost hard to duplicate or predict. By offering a strong basis for applications like secure authentication,
data encryption, and defense against cyberattacks, QRNG improves cybersecurity in 1loT systems, where safe data
interchange and system integrity are essential. QRNGs are perfect for creating cryptographic keys and protecting massive
sensor networks in industrial settings like smart factories and driverless cars because they leverage the inherent
unpredictability of quantum physics to provide a higher level of security than traditional pseudo-random techniques. With
solutions based on the core ideas of quantum physics, quantum cryptography continues to transform digital security as it
develops [187][188].



Ali et al, Applied Data Science and Analysis Vol.2025, 19 — 82

8.2.4. Securing communication in autonomous systems

Quantum cryptography, especially QKD, uses quantum mechanics to identify eavesdropping attempts and secure
communication in autonomous I10T systems. Protecting sensitive data and preserving operational integrity are essential in
10T contexts where networked devices function independently. Secure key exchanges and data encryption that withstand
traditional computational attacks are made possible by quantum cryptography, which offers a strong defense against hacking
and illegal access. Secure communication channels are essential for autonomous systems like robots and drones, and quantum
cryptography protects against manipulation and eavesdropping. For instance, in an autonomous warehouse, where robots
communicate to transport goods, quantum cryptography safeguards the communication between robots and the central
management system, protecting operational data such as movement patterns and inventory details [59][118][186][188][189].

8.2.5. Quantum authentication protocols

Quantum authentication protocols in the I10T secure communication and ensure data integrity by using QKD to establish
encryption and authentication keys, protecting against eavesdropping and MitM attacks. These protocols enhance the security
of industrial networks, where sensitive data is transmitted, by adding a layer of protection against emerging cybersecurity
threats. By leveraging quantum states, they authenticate devices, ensuring only authorized devices can access the network
[59][186]. Quantum-resistant algorithms can future-proof 10T systems against powerful quantum computers [64]. In systems
using biometric data for authentication, such as fingerprint or iris scans, quantum ML optimizes the recognition process,
improving security by detecting anomalies that make spoofing more difficult. In IloT-enabled healthcare facilities, quantum
authentication ensures that only authorized medical devices can exchange data with hospital systems, reducing the risk of
unauthorized access and malicious attacks [64].

8.2.6. Post-quantum cryptography for legacy 10T systems

Post-quantum cryptography (PQC) focuses on developing cryptographic techniques to protect legacy lloT systems from
potential quantum computer threats. As existing protocols like RSA and ECC are vulnerable to quantum attacks, integrating
quantum-resistant algorithms into these systems is essential for ensuring long-term security. This transition upgrades or
replaces existing cryptographic protocols with PQC alternatives. These alternatives rely on mathematical problems that
quantum computers struggle with, like lattice-based cryptography. Mostly, lattice-based algorithms present a viable remedy
for the shortcomings of conventional cryptography techniques. The transition to PQC necessitates careful planning to meet
system resource limitations, performance constraints, and backward compatibility to ensure a seamless integration without
interfering with vital operations [187]. PQC can be implemented to protect data transfer between vintage devices and newer
guantum-secure systems, avoiding a complete infrastructure upgrade in industries like oil and gas, where 10T systems are
frequently antiquated and lack quantum-resistant characteristics.

8.2.7. Quantum-enhanced sensor networks

The 110T's quantum-enhanced sensor networks use quantum technology to improve sensor performance in industrial settings.
These networks increase measurement accuracy, lower noise, and facilitate safe data transfer by utilizing concepts like
superposition and entanglement. Because quantum sensors are more sensitive and accurate than classical ones, they are
perfect for fault detection, precision monitoring, and optimization in the industrial, energy, and logistics sectors. These
sensors make processes more dependable, effective, and secure by identifying the slightest changes in physical variables like
temperature, pressure, and magnetic fields. Quantum sensors offer exact measurements in settings that need close
environmental monitoring, such as chemical industry or aerospace, while guaranteeing that the data is secured and
safeguarded using quantum cryptography techniques [188].

8.2.8. Eavesdropping detection

Unauthorized parties intercepting conversations, known as eavesdropping, can result in identity theft or data breaches. Secure
communication is ensured by quantum cryptography, which uses quantum mechanics to identify and stop illegal data
interception. Secure key exchange is made possible by protocols like QKD and BB84, which detect eavesdropping attempts
by altering the quantum state of the communication channels. Both parties are made aware of the existence of an intruder by
this observation-based disruption. Using quantum cryptography techniques safeguards data confidentiality and integrity
when 10T devices transmit sensitive information over potentially insecure networks, protecting against malevolent attacks
and unwanted access. When unauthorized measurements are made, QKD protocols—Ilike BB84—are built to identify such
efforts by adding detectable mistakes. MitM attacks are similarly prevented by quantum cryptography [61][62][184][186].

8.2.9. Mitigating DoS attacks

Incorporating QKD into 1loT networks establishes encryption keys resistant to conventional DoS attack routes. Moreover,
PQC and other quantum-resistant techniques improve defense against classical and quantum DoS attacks. By ensuring data
confidentiality, availability, and integrity, these quantum-based solutions lessen the effect of DoS attacks on vital 1loT
infrastructure. By incorporating quantum cryptography into secure communication protocols, secure channels are created,
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reducing the possibility of an attacker overloading the system. Ultimately, quantum-secure systems increase service
availability and network resilience, making it harder for DoS attacks to interfere with business operations.

8.2.10. Quantum-enhanced jamming resistance

10T networks are susceptible to jamming attacks, in which malicious actors purposefully obstruct communication channels
to impede network functionality. Techniques with quantum enhancements can make wireless networks more resilient to
these kinds of attacks. These include quantum cryptography techniques, which secure the control channels of 10T networks
and make it difficult for adversaries to target specific frequencies for jamming, and quantum signal processing techniques,
which enable more effective detection and mitigation of jamming signals than classical methods, guaranteeing uninterrupted
communication in hostile environments [188].

8.2.11.Quantum ML for anomaly detection

Quantum ML (QML) combines quantum computing with ML techniques to analyze big datasets more effectively than
traditional approaches. QML can uncover tiny anomalies that regular techniques might miss by quickly processing data and
exploring high-dimensional spaces more efficiently using quantum algorithms like quantum SVM or quantum neural
networks. Because of its increased processing capacity, QML is particularly useful in cybersecurity, fraud detection, and
system monitoring—areas where detecting uncommon or unforeseen incidents is crucial to preserving stability and security.
QML identifies irregularities and possible security breaches in 1loT network security [64][188]. Fig. 11 summarizes the
applications of quantum cryptography in securing 110T.
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Fig. 12. Summary of the applications of quantum cryptography in securing l10T.
Fig. 13.
Some notable research studies implementing quantum cryptography in securing industrial 10T include the following. Li et
al. [190] developed a quantum cryptography encryption and decryption program for industrial control systems, leveraging
QKD and invisible state transfer algorithms to secure data transmission. They built a simulation test environment for the
system’s upper and lower computers and deployed quantum algorithms on embedded systems and PCs. The tests
demonstrated that quantum cryptography effectively enhances the AES key scheme. The encryption and decryption process
took less than 61.8 seconds, meeting real-time requirements. Thus, quantum cryptography is well-suited to protect field-
level data in ICS. Prajwal et al. [191] proposed a lightweight, quantum-safe authentication protocol for 10T applications,
utilizing Quantum Physical Unclonable Functions (qPUF). The protocol employs one-way hash functions and geometric
threshold secret sharing, ensuring secure communication without storing keys in non-volatile memory, thus resisting
quantum attacks. Formal verification with Scyther confirmed its resilience to various known attacks. Implemented on
NodeMCU, it demonstrated low communication and computation costs, making it ideal for resource-constrained IloT
devices. The protocol provides robust security, including mutual authentication, forward secrecy, and protection against
replay and DoS attacks. Bhattacharya et al. [192] proposed a dual-layered quantum ML architecture using quantum neural
networks (QNN) to detect cryptojacking attacks in 1loT networks. The first layer, a QNN detection layer, applies a weighted
sum on time, frequency, and network traffic, modeled as a multi-objective optimization solved by the quantum approximate
optimization algorithm. The second filtration layer uses a quantum metric to filter anomalies based on set thresholds. Using
the CSECIC-IDS 2018 dataset augmented with live 1loT data, the model was evaluated for various metrics such as
convergence rate, attack detection time, and precision. With 60 nodes, the model achieved 11.84 KBps throughput, a 23.44%

Quantum authentication protocols
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improvement over baseline models, and an accuracy of 0.97 in classifying malign and benign requests. Kannadasan [193]
introduced a quantum-assisted security framework to protect 5G nodes in massive machine-type communications for IloT
applications. The framework combines QKD with ML-based attack detection to address security challenges in 5G-enabled
10T environments. Simulation results show a 99.7% success rate in detecting and mitigating quantum-level attacks. It also
achieves a 40% reduction in latency compared to classical security approaches. This framework offers strong resilience
against classical and quantum-based attacks, making it a reliable solution for securing 10T infrastructure.

Xu et al. [194] introduced a secure cross-layer device authentication framework with quantum encryption for 5G-enabled
10T in Industry 4.0. The system uses random hash coding on multidomain physical-layer resources to encode device
identifiers securely. It employs a quantum walk-based privacy-preserving protocol to ensure high-level privacy controlled
by physical resource usage. Key components include access control, AMD, device authentication, channel estimation, and
small data delivery. The study also derives the upper bound of decoding errors, formulates a nonconvex integer programming
problem, and demonstrates how the system achieves high privacy, scalability, and low latency under attack. Singamaneni et
al. [195] introduced a dynamic QKD algorithm to secure critical public infrastructure and 10T cyber-physical systems.
Dynamic, chaotic quantum key generation is improved using their unique multi-state qubit representation, which has low
computational overhead and high efficiency. The proposed QKD algorithm creates chaotic qubits for session-based dynamic
keys, ensuring secure communication and distribution of sensitive 10T data. The study demonstrated key exchange between
IToT devices without attacks and proves the model’s superior security against quantum threats. It also reduces qubit
transmission and key exchange rates while improving error-rate measurement for detecting snooping. Ahmad et al. [196]
proposed a secure Industrial 10T architecture using true random numbers generated by a QRNG. The FireConnect IoT node
from CITRIOT demonstrates a proof of concept for a quantum-safe network where a cloud-based quantum device generates
random keys. They implemented QRNG on actual quantum computers and simulators, comparing the results with pseudo-
random numbers from a classical computer. The scheme proves the feasibility of providing high-quality random numbers in
a distributed network.

9. SYNERGISTIC INTEGRATION OF Al, BLOCKCHAIN, AND QUANTUM CRYPTOGRAPHY
FOR SECURING lloT

Integrating Al, Blockchain, and quantum cryptography transforms industrial 10T security by enhancing data integrity,
securing communications, and automating threat detection. This convergence enables industries to implement robust,
scalable, and future-proof security solutions. These technologies create a highly secure, resilient, and autonomous framework
for 10T systems, ensuring stronger protection against emerging cyber threats. Below are some key synergies that
demonstrate their combined potential.

e Real-time threat detection and autonomous response: Al analyzes vast I10T data to detect real-time anomalies and
suspicious activities. Blockchain maintains data integrity by recording events on an immutable ledger, while
quantum cryptography secures communication channels against interception. Together, these technologies enable
Al to autonomously identify and respond to threats while ensuring all actions remain verifiable and secure.

o Decentralized identity management and authentication: Blockchain ensures that only authorized I10T devices
connect to the network by providing decentralized, tamper-proof identities. Al monitors and analyzes device
behavior, detecting and flagging any irregularities for further investigation. Quantum cryptography secures device
communications, preventing identity spoofing and MitM attacks.

o Blockchain-verified data integrity for predictive maintenance: Al-powered predictive maintenance algorithms
depend on accurate data to predict potential failures. By using Blockchain to securely record sensor data and
equipment status in a tamper-proof ledger, these systems add an extra layer of verification for the data that Al relies
on. Quantum cryptography further protects the communication between 10T devices, reporting critical sensor data
and ensuring its integrity during transmission.

e Secure data sharing and collaboration: Al analyzes data from multiple 10T devices to detect patterns or trends that
may signal potential security threats. Blockchain enables secure and transparent data sharing among stakeholders,
such as manufacturers, vendors, and service providers, without centralizing sensitive information. At the same time,
quantum cryptography ensures the privacy and protection of shared data, safeguarding it from eavesdropping, even
in multi-party collaboration scenarios.

e Smart contracts for secure automation and device management: Smart contracts on the Blockchain autonomously
execute secure transactions when predefined conditions are met, such as shutting down a compromised device. Al
monitors the network to detect when these conditions are triggered and initiates the corresponding smart contract
actions. Meanwhile, quantum cryptography ensures that all communications regarding these automated actions
remain encrypted, safeguarding them from tampering or interception by unauthorized parties.
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Enhanced supply chain traceability and security: Al predicts disruptions and vulnerabilities in the 110T-powered
supply chain, while Blockchain tracks every process step, from raw material procurement to delivery, ensuring data
immutability and transparency. Quantum cryptography secures data exchanges and communications throughout the
supply chain, protecting sensitive business information and preventing cyber-attacks.

Quantum-resistant encryption for future-proof security: Quantum cryptography safeguards 10T systems from the
threat of quantum computers that could compromise traditional encryption methods like RSA or ECC. Al adapts to
emerging threat patterns instantly, while Blockchain securely stores encrypted data and ensures its integrity over
time. Together, these technologies strengthen the resilience of 10T networks against future cryptographic risks.

Secure communication between distributed 1loT devices: Blockchain enables secure and decentralized data
exchange between I1oT devices, while Al monitors this data to detect anomalies and predict potential malfunctions
or security breaches. Quantum cryptography safeguards communication between IoT devices, protecting them from
quantum-level threats and strengthening the overall integrity of the 10T network.

Al-powered threat intelligence with immutable Blockchain logs: Al gathers threat intelligence from network traffic
and 10T device behavior to predict potential attacks. Blockchain records these insights, making them immutable
and preventing any modification or deletion of threat data. Quantum cryptography ensures the secure transmission
of these threat intelligence reports and predictive models, safeguarding them from interception by malicious actors.

Multi-layered security for critical 1loT infrastructure: Combining Al, Blockchain, and quantum cryptography
creates a multi-layered security framework to protect critical 110T infrastructure. Al analyzes data instantly and
provides predictive insights, while Blockchain ensures data integrity and secures transactions. Quantum
cryptography safeguards the confidentiality of sensitive communications. Together, these technologies form a
robust and adaptive security architecture that can effectively respond to evolving threats in the lloT landscape.

Al, Blockchain, and quantum cryptography enhance 10T security by addressing different aspects of the security challenge.
Their integration strengthens 10T networks, making them more secure, adaptable, and resilient to future threats. These
technologies offer a comprehensive, multi-faceted approach to safeguarding 10T systems.

10. CHALLENGES AND LIMITATIONS

Integrating Al, Blockchain, and quantum cryptography offers a promising approach to securing the 110T, but real-world
deployment faces several limitations and challenges. Below are some of these limitations and challenges:

Technological limitations: QKD, in particular, is still in its infancy and has not been widely used in the business
world. Challenges such as photon loss in fiber-optic cables and a restricted transmission range hinder its practical
use in industrial 10T applications. The lack of universal standards for integrating Al, Blockchain, and quantum
cryptography into 10T security frameworks also causes interoperability issues between devices and networks. 10T
devices also face computational power, memory, and battery life limitations. Running complex Al models,
Blockchain consensus mechanisms, or quantum-safe encryption algorithms on edge devices is challenging.

Computational and performance bottlenecks: Al-driven security mechanisms require extensive data processing,
which can introduce delays in IloT networks. Similarly, computationally intensive Blockchain consensus
mechanisms, such as Proof-of-Work, are unsuitable for real-time 1loT applications. Integrating Al for anomaly
detection, Blockchain for data integrity, and quantum cryptography for encryption adds to processing time, resulting
in higher latency for critical 10T operations. These technologies, including quantum cryptographic operations and
Al-based security models, demand significant computational power, which can quickly deplete the battery life of
IToT devices. Moreover, Blockchain’s cryptographic hashing and consensus mechanisms further worsen this issue.

Scalability challenges: Traditional Blockchain networks struggle with low transaction throughput, making them
inefficient for managing large volumes of 10T transactions. Storing 110T device data on these networks causes
rapid ledger growth, demanding significant storage and computational resources, often impractical for lightweight
I1oT devices. Implementing quantum cryptographic solutions at scale requires a robust quantum communication
infrastructure, which is costly and not yet widely accessible.

Interoperability and integration issues: 10T environments involve various devices, protocols, and communication
standards, making integrating Al, Blockchain, and quantum cryptography across these heterogeneous systems
challenging. Combining Al models, Blockchain frameworks, and quantum cryptographic protocols requires
significant adaptation. However, compatibility issues often arise due to differences in programming languages,
hardware, and network architectures.

Security and privacy risks: Al-driven security solutions face vulnerabilities from adversarial attacks, where
attackers manipulate input data to deceive Al models, causing false positives or false negatives in threat detection.
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While quantum cryptography improves security, future quantum computers could compromise current Blockchain
encryption schemes (e.g., RSA, ECC), undermining Blockchain-based IloT security. Smart contracts used for
automated 10T security enforcement may contain bugs or vulnerabilities that attackers could use to gain illegal
access or manipulate data. Blockchain’s immutability conflicts with privacy regulations like GDPR, which require
data modification and deletion capabilities. Al-driven analytics depend on vast 10T data, raising concerns about
exposing sensitive information. Although quantum cryptography offers secure communication, it does not
inherently address data privacy at the storage or application level.

Regulatory and ethical constraints: Al, Blockchain, and quantum cryptography deployment in 110T security must
adhere to GDPR and CCPA data protection laws. Blockchain’s immutable nature challenges regulations requiring
data deletion, like the “right to be forgotten.” Al-powered security systems can introduce biases, potentially leading
to unfair or inaccurate threat detection and risk assessments in [1oT environments. Many quantum cryptographic
technologies face export control laws restricting their availability in certain regions.

Energy consumption: The combination of these technologies creates high energy demands. Blockchain consensus
mechanisms (e.g., Proof of Work) consume significant energy, quantum cryptography relies on complex
mathematical operations, and Al models need continuous training and inference. As a result, energy efficiency
becomes a critical concern, especially in edge computing environments.

High implementation costs: Adopting Al, Blockchain, and quantum cryptography can be costly for 10T industries,
e.g., small and medium enterprises, due to the high demands for specialized hardware, software, and skilled
professionals. These advanced security mechanisms often create a significant financial burden, making it
challenging for such businesses to implement them.

Lack of skilled workforce: Integrating Al, Blockchain, quantum cryptography, and 110T security demands expertise
in all three areas. However, a significant shortage of professionals with skills across these domains makes it
challenging for organizations to implement and maintain these technologies effectively.

Ongoing research, technological advancements, and industry collaboration are essential to creating a secure, scalable, and
efficient framework for 10T security. While integrating Al, Blockchain, and quantum cryptography offers a strong
foundation for securing 10T networks, addressing current limitations in technology, computation, scalability, security, and
regulation is crucial. Future research will be key to overcoming these challenges and enabling the widespread adoption of
secure 10T networks.

11. FUTURE RESEARCH DIRECTIONS AND RECOMMENDATIONS

IloT systems enhance predictability, detect anomalies, and enable near-real-time decision-making by leveraging Al,
Blockchain, and quantum cryptography. However, integrating these technologies is complex, and to solve these problems
and build on previous developments, more research is needed in several crucial areas. The following are a few of the future
research studies.

@)

Al-driven quantum cryptography: Future studies should examine how Al algorithms might improve the
functionality and usefulness of quantum cryptography protocols in 10T settings. It should specifically look at how
Al might improve the distribution and management of real-time quantum keys, guaranteeing scalable and reliable
security for 10T networks.

Decentralized Al-based threat detection and response mechanisms: Creating decentralized Al models for 10T
network anomaly detection and predictive threat responses is critical. These models can use Blockchain's security
characteristics to guarantee data integrity and transparency. This study will investigate methods for making Al-
driven reactions both autonomous and auditable to improve the dependability and credibility of threat mitigation in
IloT contexts.

Secure data marketplaces for 10T devices powered by Blockchain: It is necessary to investigate the creation of
Blockchain-based systems that allow 110T devices to safely communicate data with other devices or third parties,
enabling reliable transactions. Using smart contracts to secure and validate shared data while investigating Al's
function in confirming data quality before exchange.

Quantum-resistant Blockchain protocols for I10T networks: Investigate how gquantum-resistant Blockchain
algorithms can secure 10T devices and networks against quantum computing threats. Make current Blockchain
technologies, such as proof of stake and proof of work, quantum-safe while preserving their scalability and
usefulness in business contexts.

Al-powered Blockchain consensus algorithms for enhanced 10T security: Al can potentially improve Blockchain
consensus mechanisms in 1loT networks by providing adaptive models that optimize security, lower energy
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consumption, and improve scalability. Al can instantaneously adjust consensus methods by dynamically predicting
network conditions, ensuring dependable performance and efficient resource utilization. This method lessens the
computational burden related to conventional consensus procedures while preserving the security and dependability
of 11oT systems.

o Federated learning for a secure, privacy-preserving lloT with Blockchain: Future studies should examine how FL
and Blockchain integration could improve industrial 10T systems' security and privacy. FL protects personal
information while enabling the training of decentralized Al models across devices. Blockchain offers a safe,
unhackable ledger for documenting and confirming data transfers and model revisions. By combining FL with
Blockchain, 10T devices can collaborate to train models in a decentralized architecture while preserving data
integrity, transparency, and resilience to cyberattacks.

o Future research should examine the use of Al and quantum cryptography for zero-knowledge proofs in the 10T to
assess device behaviors and transactions while maintaining data privacy. It should also investigate using quantum
cryptography to defend these proofs against quantum attacks. It should also examine how Al might optimize proof
generation and verification, increasing 10T systems' efficiency.

o Scalability of Al and Blockchain solutions in large-scale 10T environments: Future research might investigate the
scalability problems that arise when integrating Al, Blockchain, and quantum cryptography in large-scale 10T
networks. It can also examine how Blockchain scaling solutions like sharding and sidechains can be used with Al-
powered threat management systems to increase security and productivity in industrial settings.

o Post-quantum Al for lloT infrastructure security: Al algorithms used for 10T security will significantly impact
future advancements in quantum computing. Future research must look at developing quantum-resistant Al models
and integrating quantum cryptography to adapt Al to remain secure and effective in a post-quantum environment.
These advancements allow 10T infrastructures to maintain robust security against emerging quantum threats.

o Post-quantum cryptography standards: The NIST is developing and standardizing post-quantum cryptographic
algorithms to replace current cryptographic standards in 10T networks. These new algorithms will ensure long-
term security against the threats posed by quantum computing.

o Quantum-enhanced ML for security: Quantum computing enhances ML algorithms for threat detection and security
analysis by processing vast data at unprecedented speeds. This capability improves the ability to identify threats
and mitigate risks in 11oT systems, enabling faster and more effective security measures.

By exploring future research directions, researchers can improve the security of 10T systems, ensuring these vital networks
operate safely and efficiently. These directions focus on addressing the complex security challenges associated with the
digital transformation of industries.

12. CONCLUSIONS

Integrating Al, Blockchain, and quantum cryptography offers a transformative approach to enhancing the security, reliability,
and efficiency of the I1oT. As loT systems become more complex and interconnected, conventional security mechanisms
struggle to keep pace with evolving cyber threats, latency constraints, and concerns around data integrity. This study
examines how the convergence of these advanced technologies can create a robust security framework for 110T ecosystems.
The synergy of these technologies offers a comprehensive, future-ready solution for securing lloT systems. Technological
constraints, performance snags, scalability problems, and interoperability issues are some difficulties in integrating these
technologies. Risks regarding security and privacy, ethical and legal limitations, energy use, high implementation expenses,
and a lack of qualified personnel must all be addressed. Notwithstanding these difficulties, the potential of Blockchain, Al,
and quantum cryptography working together promises to protect 10T infrastructures from advanced cyberattacks. Together,
they build a trust-based ecosystem that guarantees data availability, confidentiality, and integrity—all essential for protecting
industrial operations. Adopting this comprehensive security framework will be crucial to determining the direction of IloT
as research and innovation advance. It will promote broad adoption in the transportation, energy, manufacturing, and
healthcare sectors. In conclusion, the fusion of Al, Blockchain, and quantum cryptography in 10T security necessitates
collaborative efforts from academia, industry, and policymakers. This interdisciplinary approach forms a formidable security
paradigm, mitigating risks while enhancing efficiency and trust. Standardization, regulatory frameworks, and cross-sector
partnerships will be pivotal in unlocking the full potential of these technologies. Furthermore, addressing interoperability
between legacy 110T systems and these emerging technologies is necessary for seamless deployment. Future work should
focus on developing lightweight Al models, improving Blockchain consensus mechanisms to increase transaction
throughput, and advancing quantum-safe cryptographic techniques for real-world feasibility. Organizations can build
resilient, intelligent, and future-ready IloT security systems by addressing current challenges and leveraging ongoing
advancements. While obstacles remain, continuous progress in these fields will enable the practical implementation of this
framework, paving the way for a more secure and resilient I10T infrastructure in the digital age.
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