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ABSTRACT

Severe class imbalance makes it difficult for network intrusion detection systems to detect rare attack
classes. We introduce Cyber-Synth-CGAN, a conditional Wasserstein GAN with gradient penalty for
synthesizing minority attack patterns, combining signed log-transform scaling, spectral normalization,
minority-focused training cycles and a sample-size-gated augmentation policy. The scaler is fitted on
training rows only, and all synthetic data are generated from the training partition. On CIC-IDS-2017,
recall on Web Attack: Brute Force improved from 68.77% to 98.34% in a representative run, and by
29.90 points across five seeds (95% CI of the change [27.80, 32.00], p < 0.0001), with precision rising
from 0.6509 to 0.6965. Average precision rose more modestly (0.7919 to 0.8340), indicating that much
of the recall gain reflects a shift of the decision boundary rather than improved ranking. The five other
classes with more than 1,000 training samples were statistically unchanged, whereas Web Attack: XSS
(522 samples) lost 51.69 points; SMOTE showed the opposite pattern. These results suggest, but do not
establish, a sample-size boundary between 522 and 1,206 training samples on this dataset, which we
report as a dataset-specific observation rather than a validated threshold.

1. INTRODUCTION

1.1. Motivation

Network intrusion detection systems (NIDS) are important protection mechanisms against changing cyber threats.
Nonetheless, practical network traffic contains an extreme imbalance of classes with benign traffic and typical attacks
prevalent in datasets and rare attacks grossly under-represented [1], [2]. This imbalance presents a basic dilemma: machine
learning models trained on this type of data have high accuracy overall but are unable to identify rare but potentially
disastrous attacks.

A detection system with 99% overall accuracy may fail to detect zero-day exploits, advanced persistent threats, or targeted
attacks, which constitute less than 0.1% of network traffic. According to recent research, minority attack categories in
benchmark datasets, such as CIC-IDS-2017, have as few as 11-36 samples [3], [4], which is barely enough to train an
efficient model using traditional techniques.

Traditional methods to overcome class imbalance (e.g., SMOTE oversampling, cost-sensitive learning, and ensemble
models) are less effective when the imbalance ratio is extreme (1:1000) [5]. These techniques either add excessive noise
with mere replication or cannot reflect the multidimensional phenomenon of network traffic patterns.

1.2.Research Gap

Current developments in generative adversarial networks (GANs) have shown impressive performance in producing lifelike
synthetic data in different fields [6], [7]. Nevertheless, they have specific difficulties in their application to network intrusion
detection.

Scale disparity: Network traffic has many orders of magnitude (between bytes and billions), which must be pre-processed
using specialized means.
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High dimensionality: Currently, data on network flows consist of 70—-80 or more features that have intricate interrelations.
Sample scarcity of minorities: Some attack classes have fewer than 50 samples from which to learn.

Difficulty in validation: Evaluating the quality of synthetic network traffic requires domain-specific quantitative metrics
rather than visual inspection alone.

Several studies have examined GANS in the field of cybersecurity [8], [9], [10], but the following questions remain open:

1. How many actual samples can be used to perform effective GAN-based augmentations?
2. How can it be verified that synthetic network traffic retains valid attack attributes?
3. What are the preprocessing techniques with extreme ranges of network values?

More broadly, do conditional GANs have the potential to enhance the performance of specific minority attack types without
worsening the performance of other types?

1.3. Contributions

This study makes several contributions to the literature.

Preprocessing for extreme value ranges: we use a signed log-transform followed by min—max scaling, fitted on the training
partition only, to bring network-flow features spanning —32 billion to +2 billion into [—1, 1] for stable GAN training.
Sample-size-gated augmentation: We introduce a conditional GAN framework with adaptive training, minority-oriented
learning cycles, a sample-size gate that decides which classes are augmented, and diagnostic fidelity assessment (KS, MMD)
of the synthetic data for network intrusion detection (NID).

Empirical observation of a sample-size boundary: on CIC-IDS-2017, generative augmentation degraded the one augmented
class with fewer than 1,000 training samples (Web Attack: XSS, 522) and improved or left unchanged every class above that
level. These observations bracket a boundary between 522 and 1,206 training samples but do not locate it precisely, and they
rest on a single dataset; we therefore present the boundary as a hypothesis for further validation rather than a validated
threshold.

Performance improvement under a leakage-controlled protocol: our method increased recall on Web Attack: Brute Force by
29.57 points in a representative run (from 68.77% to 98.34%; 296 of 301 test flows detected against 207 at baseline) and by
a mean of 29.90 points across five independent seeds (95% confidence interval of the change in recall [27.80, 32.00]; Holm-
corrected p <0.0001), while precision on the same class improved from 0.6509 to 0.6965. The effect only affected this class;
the five other classes with more than 1,000 training samples were statistically unchanged, while the one augmented class
below this boundary was made worse.

Comparison with classical oversampling: on the same partition and classifier (in a separate run on a different training
subsample; Section 4.9), generative augmentation improved the class with 1,206 training samples (Web Attack: Brute Force)
and degraded the class with 522 (Web Attack: XSS), whereas SMOTE and random oversampling showed the opposite
pattern. This suggests that the choice of augmentation method may depend on the number of real samples per class, a
suggestion that rests on two classes and should be calibrated on each new dataset.

The remainder of this paper is structured as follows: Section 2 presents the literature review; Section 3 describes our
methodology; Section 4 presents the experimental findings; Section 5 discusses the implications and limitations; and Section
6 concludes with future directions for research.

2. RELATED WORKS

2.1. Class Imbalance in Network Intrusion Detection

Class imbalance is a basic issue in machine learning when applied to cybersecurity problems. Zhang et al. [11] reviewed
deep learning-based intrusion detection systems and identified class imbalance as one of the main limitations for successful
practical implementation, and Abdelkhalek and Mashaly [2] addressed the problem in network intrusion detection with data
resampling and deep learning. More generally, Haixiang et al. [12] reviewed 517 studies on learning from class-imbalanced
data, covering data preprocessing, classification algorithms and model evaluation.

The current development of the CIC-IDS-2017 dataset demonstrates its level of difficulty. In this benchmark dataset, as
reported by Wang et al. [13] and Milosevic and Ciric [14], the minority attack classes contain between 11 and 1,966 samples,
in contrast to more than 2.2 million benign flow samples. Traditional machine learning models trained on this type of data
usually have an overall accuracy of 99% or higher while failing to detect rare attack types [15].



Aljubouri et. al, Babylonian Journal of Artificial Intelligence Vol.2026, 24—45

2.2. Synthetic Data Generation for Cybersecurity

The use of generative models in cybersecurity has drawn substantial attention since 2020. Agrawal et al. [16] reviewed
generative models, in particular GANs, for generating synthetic attack data in cybersecurity, and examined whether such
data are realistic enough for models trained on them to detect real-world attacks.

Lietal. [1] investigated conditional GANs for producing labeled network intrusions and demonstrated that it was promising
in terms of minority class augmentation but had problems with training stability and mode collapse in situations with
extremely rare classes.

Recently, specialized architectures have been developed. Tian et al. [17] combined a variational autoencoder with a GAN to
augment intrusion-detection data, and Alabsi et al. [18] applied a conditional tabular GAN to detect DoS and DDoS attacks
in Internet of Things networks. Nevertheless, these methods failed to systematically investigate the relationship between the
sample size of minority classes and the effectiveness of augmentation.

2.3. Advanced GAN Architectures

Since the initial formulation by Goodfellow et al. [6], GANs have evolved significantly. The Wasserstein GAN (WGAN)
introduced by Arjovsky et al. [19] addressed training instability by replacing the Jensen—Shannon divergence with the Earth
Mover distance, and Gulrajani et al. [20] replaced weight clipping with a gradient penalty (WGAN-GP), giving more stable
training. These formulations have since been applied in other domains, for example to radar target classification [21] and
sonar signal processing [22].

Conditional GANs (¢cGANs), introduced by Mirza and Osindero [23], condition generation on class labels supplied to both
the generator and the discriminator. Later developments include spectral normalization of the discriminator, proposed by
Miyato et al. [24], and adaptive discriminator augmentation, proposed by Karras et al. [7] to avoid discriminator overfitting
on small datasets.

Although their use in network intrusion detection requires domain-related adjustments, such architectural innovations form
the basis of this study.

2.4. Data Preprocessing and Feature Engineering

Deep learning on network traffic data presents distinct challenges during data preprocessing. Yang et al. [25] used an
improved conditional variational autoencoder to generate samples of minority attack classes and trained a deep neural
network detector on the augmented data. Andresini et al. [26] converted network flows into images and used GAN-generated
samples to address class imbalance in a convolutional intrusion detector.

Kasongo and Sun [27] showed that the performance of intrusion detection models depends strongly on the input
representation, using XGBoost-based feature selection on the UNSW-NB15 dataset. None of these studies addresses the
preprocessing of features whose values span ten or more orders of magnitude.

2.5. Research Gaps

However, despite these achievements, several important gaps remain in the literature.

Sample size considerations: No literature has studied the minimum sample size for successfully using GAN-based
augmentation for network intrusion detection.

Validation methodology: Current methods do not statistically validate the quality of synthetic network traffic using metrics
other than downstream classification performance.

Practical recommendations: The literature does not offer much guidance on when augmentation based on GAN should be
applied or which alternative methods should be used.

Extreme value preprocessing: Current approaches are insufficient to handle network characteristics that can have an extreme
range of values (-32 billion to +2 billion).

Our study addresses these gaps through a systematic empirical analysis and domain-specific methodological choices.

3. MATERIALS AND METHODS

3.1. Framework Overview

We introduce the Cyber-Synth-CGAN framework to overcome the issue of minority-attack-pattern identification in high-
dimensional network traffic data. The general workflow, as shown in Figure 1, comprises four interrelated steps that ensure
the robust production of synthetic data.

1. Data Ingestion and Adaptive Preprocessing: The system accepts raw network flow data (e.g., CIC-IDS-2017) and applies
a specialized cleaning and canonicalization pipeline to them. Crucially, a new technique of log-transform scaling is used to
squash values of features within extreme orders of magnitude (from -32 billion to +2 billion) into a normalized range for
training neural networks.
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2. Sample Threshold Filtering: The processed data are subjected to a class-imbalance analysis, and the classes are divided
according to the number of available training samples.

e  Ultra-minority (<100 training samples): These are marked as “skip-augmentation” to avoid model collapse and are
directly passed to the classifier.

e Augmentable classes (> 100 training samples and below the base target of 6,000 samples per class): these are passed
to the generative process. The base target decides which classes are augmented; the final number of synthetic
samples, which can exceed it, is set in Section 3.6.2.

3. Conditional GAN Augmentation: The selected classes are fed into the conditional Wasserstein GAN with gradient penalty
(CWGAN-GP). The architecture consists of a generator that produces synthetic flow vectors conditioned on the attack labels
and a discriminator that differentiates between real and synthetic traffic. The training had an adaptive learning rate and
minority-focused cycles to ensure stability.

4. Quality Assessment and Classification: The generated samples are assessed statistically (KS test, MMD) as a diagnostic,
and all generated samples are combined with the original real data to form the final augmented training set, which is then
used to train the Random Forest classifier for intrusion detection.
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Fig. 1. System-Level Block Diagram

3.2. Problem Formulation

Let D = {(x;,¥;)}L, represent a network intrusion detection dataset with N samples, where x; € R® denotes a d-
dimensional network flow feature vector and y; € {1,2, ..., K} is its class label (benign or a specific attack type). With D, =
{(x;,¥:1): y; = k} denoting the samples of class k, the set of minority classes is defined as

M ={ke€{1,2,..,K}: |D;| < TN} €))

where 7 is a threshold (here T = 0.001). Our objective is to generate synthetic samples D, = {(ﬁj,k)}lysy"th(k)

o1 for each

minority class k € M such that:

1- Distribution similarity: the class-conditional distribution of the synthetic samples approximates that of the real
samples,

PRIly=k)=~P(xly=k) 2
2- Diversity: The generated samples exhibited sufficient variation to facilitate generalization.

If the traffic share of a class is below 0.1% (t = 0.001), the class is considered a minority class. This is not a random number:
if the 15 classes are ranked according to the relative frequency, there is a gap in the distribution. Each of the six classes is
less than 0.1% of the flows, with DoS SlowHTTPTest the next class above at 0.1943%, which is nearly three times the
percentage of the previous class. The boundary is in that gap if T =0.001.
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The sensitivity of the resulting partition is presented in Table I. The set M is invariant for T € [0.00070, 0.00194], the interval
over which the threshold count TN lies between the largest minority class (Bot, 1,966 flows) and the smallest non-minority
class (DoS SlowHTTPTest, 5,499 flows). At t = 0.0005, Bot and Web Attack: Brute Force leave M; at T = 0.002, DoS
SlowHTTPTest enters M.

Two further points prevent a misreading. First, 7 is a labelling threshold that identifies severely under-represented classes for
analysis; it is distinct from the sample-size boundary discussed in Section 4.6, which is an empirical observation made after
the experiments and was not used to decide which classes were augmented. Second, 7 is not the criterion for augmentation.

TABLE L. SENSITIVITY OF MINORITY SETM TO T
T Threshold count (tN) M| Classes in M
0.0005 1,415 4 XSS, Infiltration, SQL Injection, Heartbleed
0.00070 1,982 6 + Bot, Brute Force
0.001 2,831 6 Bot, Brute Force, XSS, Infiltration, SQL Injection, Heartbleed
0.00194 5,492 6 (unchanged)
0.002 5,661 7 + DoS SlowHTTPTest

3.3. Dataset: CIC-IDS-2017

We tested our methodology on the CIC-IDS-2017 dataset [28], which is widely used for evaluating network intrusion
detection studies. The dataset contains 2,830,743 network flows collected over five days of realistic network traffic with
contemporary attack scenarios.

Dataset characteristics.
e Features: 78 numerical features extracted using CICFlowMeter
e C(Classes: 15 classes (1 benign + 14 attack types)
e Imbalance ratio: Ranges from 1:0.000005 (Heartbleed) to 1:1 (majority class)
e  Feature ranges: Values span from -32 billion to +2 billion
Minority class distribution (classes with <0.1% representation):
e Heartbleed: 11 samples (0.0004%)
e  Web Attack: SQL Injection: 21 samples (0.0007%)
o Infiltration: 36 samples (0.0013%)
e Web Attack: XSS: 652 samples (0.0230%)
e  Web Attack: Brute Force: 1,507 samples (0.0532%)
e Bot: 1,966 samples (0.0695%)
This imbalance is extreme, and CIC-IDS-2017 is an ideal testbed for examining minority-class augmentation methods.

3.4. Enhanced Preprocessing Pipeline

The data in network traffic are characterized by peculiarities in preprocessing because of the large range of extreme values,
feature characteristics, and sparse attack representations that are specific to network traffic. We therefore designed a
preprocessing method suited to GAN training.

3.4.1. Data Cleaning and Canonicalization

We implemented a three-stage data-cleaning process to ensure data integrity. First, we removed any numerical anomalies,
where all infinite values were replaced with Not-a-Number (NaN) placeholders. Subsequently, rows with missing values
were removed to preserve the integrity of the attack samples. Next, the class labels, the only non-numeric column, were
encoded as integers. Finally, the attack labels were standardized to a consistent naming convention; for example, “Web
Attack - XSS was renamed “Web Attack: XSS”. All Heartbleed flows were assigned to a single class label, “Heartbleed”,
so that each attack type corresponds to exactly one class.
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3.4.2. Log-Transform Scaling

Standard min/max scaling often does not work with network traffic data because the features can have more than ten orders
of magnitude. In such cases, extremely large values compress most of the feature data towards zero, where numerical
instability may be encountered during the computation of the gradient, and GANs cannot learn meaningful representations.
To solve this problem, we designed a log-transform scaling algorithm. The process starts with a type of forward
transformation that applies a signed log transform to the extreme values to compress them logarithmically while preserving
the sign information and zero values. This was followed by min-max scaling to normalize the data to fall within the range of
[-1, 1]. Theoretically, this transformation guarantees bounded gradients to prevent gradient explosion, preserves the relative
feature importance by log-space transformation, and is fully reversible, such that it can be used to generate realistic synthetic
data. We empirically validated that the method works correctly by ensuring that the inverse transformation of the values
returns to the original values with negligible errors.

With the network traffic data now rigorously cleaned and normalized into a stable numerical range, the data are ready for
the generative model. The core of our framework is a conditional Wasserstein GAN with gradient penalty (CWGAN-GP),
which learns the complicated distributions of these preprocessed minority classes. Unlike ordinary GANs, which may not
be able to handle specific statistical features of network flows, our architecture is specifically designed to consider these
normalized feature vectors and condition them according to the attack type. The following sections describe the specific
parts of the Generator and Discriminator networks for this task.

3.4.3. Generator Network

The generator network is designed to map a noise vector and one-hot-encoded class label into a synthetic network flow
vector. The architecture begins by incorporating the class label and appending it to noise inputs. This combined input passes
through a series of four fully connected layers, which increase and decrease the dimensions to learn the hierarchical
representations. We used layer normalization to stabilize training and address internal covariate shifts in the network. Finally,
Tanh activation functions were used for the last layer to ensure that the output was in the range of [-1, 1] owing to pre-
processed data. The label embedding mechanism is important because it allows the network to learn different class-specific
feature sets.

3.4.4. Discriminator Network

The discriminator differentiates between real and synthetic samples, which are conditioned according to their class labels.
Its architecture has a flow vector and class label as the inputs. The label was embedded and concatenated with the flow
features before being passed through a three-layered feature extraction network. Each linear layer was enforced with spectral
normalization for the Lipschitz constraint, which is an important constraint for the stability of the Wasserstein GAN. It uses
the LeakyReL U activation function to avoid dead gradients. A dropout was applied to the hidden layers to avoid overfitting.
This design guarantees that the discriminator can critique the realism of the generated samples while maintaining training
stability.

TABLE IL. ARCHITECTURE OF CYBER-SYNTH-CGAN GENERATOR AND DISCRIMINATOR
Component Layer Units Activation / Normalisation Notes
Generator Input 100 (noise) + label dim - Concatenation
FC1 + LayerNorm 256 ReLU Xavier init
FC2 + LayerNorm 512 ReLU
FC3 + LayerNorm 1024 ReLU
FC4 + LayerNorm 512 ReLU
Output 78 Tanh Matches scaled feature space
Discriminator Input 78 + label dim - Concatenation
SpectralNorm FC1 512 LeakyReLU(0.2) + Dropout(0.3)
SpectralNorm FC2 256 LeakyReLU(0.2) + Dropout(0.3) Feature-matching layer
SpectralNorm FC3 128 LeakyReLU(0.2)
Output 1 Linear Critic score
Optimisers Adam Irg =2x10"* B:1=0.5, B2=0.999 Implementation defaults; Apase
Irp=1x10"* =10 (Eq. (6)). Values used in
the reported runs: Section 4.1

3.4.5. Network Architecture Visualization

To help the reader better understand the generative process, Figure 2 shows the internal detailed structure of the proposed
Conditional Wasserstein GAN with Gradient Penalty (CWGAN-GP).
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In Figure 2, the generator (left) takes a 100-dimensional noise vector (z) and a class label (y) as input. These were
concatenated and fed through four dense layers (256, 512, 1,024 and 512 units) using layer normalization and rectified linear
unit (ReLU) activation functions, resulting in a hyperbolic tangent-activated output that generated a 78-dimensional synthetic
flow vector. The discriminator (right) receives both real and synthetic flow vectors with the corresponding labels. It processes
these through three dense layers (512, 256 and 128 units) with spectral normalization and LeakyReLU (0.2) activations, with
dropout (0.3) after the first two layers, to output a validity score (critic score), which is used to instruct the learning process
of the generator. The gradient penalty is computed by interpolating between the real and synthetic samples to impose the
Lipschitz constraint.
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Fig. 2. Detailed Architecture of Cyber-Synth-CGAN

3.5. Advanced Training Strategy

Our training regimen includes several advanced techniques to ensure convergence and quality. We used a multi-component
loss function (Section 3.5.1) that consists of a Wasserstein loss with a gradient penalty, a feature-matching loss that drives
the generator to match the statistics of real data, and a diversity loss to penalize mode collapse. To overcome the class
imbalance, we used a Minority-Focused Training phase. Every 10 epochs, the model goes through specialized training cycles
with batches highly biased to minority classes (70% minority composition), with a higher weight given to the feature
matching loss. In addition, we used an Adaptive Learning Rate that dynamically changed according to the ratio of the
discriminator/generator loss to maintain a healthy adversarial competition. An Early Stopping mechanism was used to
monitor the model for divergence or stagnation, and if no improvement was noticed for 1,000 epochs, the best-performing
weights were restored.

3.5.1. Loss Functions
The discriminator (critic) is trained with the WGAN-GP objective [20]:
Lp = Egp, [D®R,0)] — Ey.p, [D(x,©)] + A, GP (3)

where B. and F; are the distributions of real and generated flows, & = G(z, c) is a generated sample obtained from the noise
vector Zz, c is the class label used for conditioning, and GP is the gradient penalty

GP = B [(IV:D & O)ll, — 1)’ “
evaluated at interpolated samples
X=ex+(1-¢€)X €~U(0,1) (5)
Adaptive gradient penalty: the penalty strength depends on the epoch t as
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Agp(t) = Abase (1 =03 %) (6)

where T is the total number of epochs, so that the penalty strength decreases from its full value to 70% of it over training,
allowing the discriminator more flexibility as training progresses.

The generator minimizes the multi-component objective
L = —Egep, [DR O] + ApmLem + AaiwLaiw (7

where A¢, and A4;,, weight the feature-matching and diversity losses. The feature-matching loss

L = [Exer, [$ (0] = Espy [0 ]| ®)

encourages the generator to match the statistics of the real data, where ¢ () denotes the intermediate discriminator features
(the output of the second discriminator layer, Table II). The diversity loss

Laiw = Eizj [exp (_d(f‘i'f‘j))] ©)
penalizes mode collapse by encouraging sample diversity, where d(-,-) denotes the Euclidean distance.
3.5.2. Minority-Focused Training
Every 10 epochs, a special training stage is run for the minority classes:
Minority Training Phase (three repetitions of this phase):

1. Sample class labels with a strong bias towards minority classes (cubed inverse frequency):

173
p(c) < (=) (10)
where n,, is the number of real training samples of class k.
2. Create minority-comprising batches (70% minority, 30% majority)

3. Compute the feature-matching loss on real minority samples:

i = E[p Xmin)] — E[¢(G (2, cuin))] Il (11)
where X,,;, are real minority-class samples and G (z, c,i,) are generated samples conditioned on the same classes.
4. Update the generator with a larger feature-matching weight (Ain = 0.5) than in the standard updates.
This specialized training prevents the neglect of minority classes in normal adversarial training.
3.5.3. Adaptive Learning Rate Adjustment
We also decreased and increased the learning rates in terms of the discriminator-generator balance as follows:

Every 100 epochs:

2
where § is a small constant that prevents division by zero.
If p > 3.0 (discriminator too strong):

Irp < 091rp, Ir; « 1.051rg 13)
If p < 0.5 (generator too strong):

Irp < 1.051rp, Ir; < 0.951r, (14)

This maintains a balanced adversarial competition throughout training.
3.5.4. Early Stopping with Divergence Detection

Monitor from epoch 500:

Divergence check:

IfLp, > 100 or L; > 50:
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STOP - training diverged

Convergence check:

Track best generator loss

If no improvement occurs for 1,000 epochs:
STOP - restore best model

Safety check:

Maximum training budget: 2,000 epochs. In the reported seed-42 run, early stopping was triggered at epoch 1,531 (no
improvement in generator loss for 1,000 epochs), and the weights from approximately epoch 531, where the best generator
loss was recorded, were restored.

3.6. Hybrid Augmentation Strategy

We use a decision-based augmentation strategy that determines how each class is handled according to its number of real
training samples. Classes with fewer than 100 training samples are skipped to avoid unstable generator training, and classes
with 100 or more training samples that fall below the base target of 6,000 samples are augmented with the conditional GAN.
For each augmented class, the number of synthetic samples is set by the planning rule of Section 3.6.2 (Egs. (15)—(18)),
which starts from the base target and then applies the boost multipliers and their caps. After generation, the synthetic data of
each class are assessed with the Kolmogorov—Smirnov (KS) and Maximum Mean Discrepancy (MMD) statistics. This
assessment is diagnostic: in the experiments reported here no synthetic samples were discarded or reduced on the basis of it
(see Section 3.6.3). The implementation also contains a SMOTE branch for classes with fewer than 50 samples, but because
every such class falls below the 100-sample floor and is skipped first, this branch was never executed in the reported
experiments.

3.6.1. Sample Threshold Policy

 The policy applied in all reported experiments has two tiers, evaluated on the number of real samples of class k in the
training partition, n,, = [DEn|:

e Ifn;, < 100: skip augmentation (insufficient samples for reliable GAN training).

e Ifn; = 100: augment with the conditional GAN, using the sample counts of Section 3.6.2.

The results in Section 4.6 suggest that a further tier near 1,000 training samples, below which generative augmentation should
be avoided or replaced by interpolation-based oversampling, may be beneficial. This additional tier was not part of the
pipeline evaluated here; we present it as a recommendation derived from the results rather than as a component that was
tested.

3.6.2. Augmentation Planning
For the classes approved for augmentation, we determined the synthetic sample counts as follows:
Base target per class:
Thase = Max(0.10 - ny,;, 200) (15)
Base allocation of synthetic samples:
Ngynen (k) = min(Tyase — My, Cmax) (16)
where Cp.x = 15,000 is a per-class cap that prevents computational overload.
Boost multipliers, applied after the base allocation:
If n; < 0.0005 Nypain (0.05% of the capped training partition):
Ngyntn (k) < min(3.0 - Nynen (k), 2 Cipax) (17)
If k € M (minority set):
Nsynen (k) < min(2.0 - Ngynen (k), 1.5 Crnay) (18)

Here Ny, is the majority-class count in the training partition after the 60,000-per-class cap on real training data, and Nirain
is the size of the capped training partition; hence Ty,50 = 6,000. In the reported experiments the x3 boost for ultra-rare
classes was not triggered for any augmented class, and the cap Cy,,;x was never reached. The synthetic counts in Table III
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follow directly from Egs. (15)—(18): classes outside M receive 6,000 — n;, samples (SSH-Patator 1,283; DoS slowloris
1,363; DoS SlowHTTPTest 1,601), and classes in M receive twice that amount (Bot 8,870; Web Attack: Brute Force 9,588;
Web Attack: XSS 10,956), for a total of 33,661. FTP-Patator (6,350 training samples) exceeds the base target and receives
none. The value of 6,000 is therefore a base target, used to decide whether a class receives synthetic samples and to compute
its initial allocation; it is not an upper limit on the final number of samples per class. Because the boost multipliers are applied
after the base allocation, a boosted class can exceed 6,000 samples: with the X2 multiplier, the training sets contain 1,565 +
8,870 = 10,435 samples for Bot, 1,206 + 9,588 = 10,794 for Web Attack: Brute Force and 522 + 10,956 = 11,478 for Web
Attack: XSS. The synthetic allocation is bounded by Cuax = 15,000 for the base allocation, 1.5-Cmax = 22,500 after the x2
multiplier and 2-Cpax = 30,000 after the x3 multiplier; none of these bounds was reached.

3.6.3. Quality Validation
For each augmented class, we computed the following statistics as a diagnostic of distributional fidelity:

Kolmogorov—Smirnov (KS) test per feature j:

FL00 = FQ )| (19)

DS = sup |}
X

where FU) denotes the empirical cumulative distribution function of feature j. A class is flagged as failing if pl((ls) < 0.05 for
most features.
Maximum Mean Discrepancy (MMD):

MMD? = E[k(x,x")] + E[x(®,&)] — 2 E[x(x,%)] (20)

where x, X’ are real samples and X, X' are synthetic samples of the same class, and k(:,-) is a Gaussian kernel with median-
heuristic bandwidth, computed on the normalized feature space. A class is flagged as failing if MMD? > 0.1.

Statistical moment matching (per feature):

|,ureal - .usynth| <0.5 Oreal (21)
|O-real - Usynth| <03 Oreal (22)

These statistics were used for assessment and reporting only, not as a filter. In the reported experiments all six augmented
classes were flagged as failing both tests (Table VII), and all of their synthetic samples were retained. Applying the criteria
as a filter would have removed every synthetic sample and reduced the pipeline to the baseline. We retained the samples
because the quantity of interest is classification performance on the untouched real test partition, which is measured directly
in Section 4.5; the fidelity statistics are reported so that readers can judge how far the synthetic data depart from the real
distributions.

After developing the architectural parts and strategic rules for selective augmentation, it is imperative to empirically verify
the effectiveness of the framework in realistic intrusion detection scenarios. We must determine not only whether the model
can produce data that are statistically similar, but also whether the data it produces will improve detection rates without
increasing false alarms. To this end, the following section covers the design of our experiment, which specifies the particular
training scenarios, strict baselines, and performance criteria that were used to quantify the effect of our synthetic data on
minority class recall.

3.7. Evaluation Methodology

3.7.1. Experimental Design
We compared two training scenarios, both of which were evaluated on the same untouched real test partition:

1- Baseline: Classifier trained on the original imbalanced training partition.
2-  Augmented: classifier trained on the training partition plus the synthetic minority samples.
In both scenarios, no synthetic samples entered the test partition.
3.7.2. Classifier Configuration
We employed a Random Forest as the downstream classifier for consistent evaluation.
RandomForestClassifier:
n_estimators: 200

max_depth: 20
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min_samples_split: 5
min_samples leaf: 2
max_features: 'sqrt'
class weight: 'balanced_subsample’'
bootstrap: True
max_samples: 0.7
Random Forest provides:
e Resistance to overfitting
e  Built-in feature importance
e Robustness to class imbalance

e  Non-linear decision boundaries

3.7.3. Performance Metrics

Primary metrics:
e  Recall per class: Essential for minority-attack detection.
e  Precision per class: the proportion of flows labelled as a class that truly belong to it, which reflects false alarms.
e Fl-score: the harmonic mean of precision and recall.

When precision and recall conflict, we give more weight to recall on minority classes, because missing a rare attack is usually
more costly than a false alarm.

4. EXPERIMENTAL RESULTS

Statistical variation. All results presented in Tables III, IV, V and VII and in Figures 3, 4 and 5 come from a single run
with a fixed seed (seed = 42) and are therefore consistent with each other for a given class. Table VIII combines this run
with an auxiliary run of the classical baselines on the same partition and seed but on a different training subsample, as
explained beneath that table. Since GAN training is stochastic, we replicated the entire pipeline five times, using the same
fixed partition but different seeds. The resulting distribution is reported in Section 4.5.3 and Table VI, the representative
run is within the resulting distribution for all classes.

All experiments had a strict train/test separation. In the first step, the CIC-IDS-2017 data were split into an 80% training
partition and a 20% held-out test partition. Cyber-Synth-CGAN is trained only on the training split, and synthetic samples
are generated only based on the trained generator and class distribution of the training set. All classification metrics
(confusion matrix statistics and AUC) were evaluated on the entire test set, which was not used for training the GANs or
for creating the augmented training set.

The final experiments used the hyper-parameters listed in Table II. The implementation specifies defaults of generator
learning rate 2x107*, discriminator learning rate 1x107%, base gradient-penalty weight Avase = 10 (Eq. (6)), Neritic = 5
discriminator updates per generator update and feature-matching weight Asn = 0.1. When CPU-only execution is detected,
these are automatically adjusted for stability, and all experiments reported here used the adjusted values: generator learning
rate 1.5x1074, discriminator learning rate 8xX107°, Apase = 5, Neritic = 3 and Asm = 0.05. Unchanged: Adam B: = 0.5, f2 = 0.999
and diversity weight Agiv = 0.01. The batch size and noise dimension are listed in Section 4.1.

4.1. Experimental Setup: Hardware, Software and Hyper-parameters

Hardware: All experiments were conducted on a CPU (Intel Core i7) to demonstrate accessibility without specialized GPU
resource requirements.

Hyperparameters (CPU-adjusted, as used in all the experiments):
e Epochs: 2,000 (with early stopping)
e Batch size: 128
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e Noise dimension: 100

e  Generator learning rate: 0.00015

e Discriminator learning rate: 0.00008

e Base gradient-penalty weight Apase: 5.0

e  Feature-matching weight Asn: 0.05

®  ngiic: 3 (discriminator updates per generator update)

Training duration: early stopping at epoch 1,531 of the 2,000-epoch budget, with the best weights (from approximately epoch
531) restored; the complete pipeline, including training, generation and evaluation, took 47.6 minutes on a standard CPU.

Data split: 80% training and 20% testing with stratified sampling. The real data were capped at 60,000 samples per class to
ensure computational feasibility.

4.2. Preprocessing Effectiveness

Our log-transform scaling successfully handled the extreme value ranges as follows.
Before transformation:
e Range: [-32,212,234,632 to 2,070,000,000]
e  Max value: 2.07 x 10°
After log transformation:
e Range: [-24.20 to 21.45]
e  Compressed by factor of ~10°
After min-max scaling:
e Range: [-1.000000, 1.000000]

The original sample max and inverse transform max had negligible round-trip errors, confirming the validity of the
transformation. With this preprocessing, GAN training on features spanning this dynamic range was stable in all reported
runs. We did not run the pipeline without the transform, so we do not report its effect quantitatively.

4.3. Training Dynamics
Convergence behavior:

e Training stopped at epoch 1,531 of the 2,000-epoch budget (early stopping triggered); the best weights, from
approximately epoch 531, were restored

e  Generator loss: 0.06 — 10.63

e Discriminator loss: 4.13 — —12.11

e  Gradient penalty: 4.18 — 0.15
Adaptive learning rate adjustment:

e The mechanism intervened between one and three times per run, typically within the first 400 epochs, and in
response to the discriminator becoming too strong, with loss ratios between 3.0 and 15.7.

e  One seed showed the opposite condition (generator too strong) at epoch 100.
e No further intervention occurred after the early phase, and the divergence guard was never triggered.
Minority-focused training

e  Minority-focused cycles were conducted every 10 epochs during the training.
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4.4. Synthetic Data Generation and Threshold Filtering

Table 111 summarizes how the augmentation strategy was executed. Six classes met the 100-sample floor and were augmented
with the GAN, producing a total of 33,661 synthetic flows according to the planning rule of Section 3.6.2. Three ultra-rare
classes fell below the floor and were not augmented: Infiltration (29 training samples), Web Attack: SQL Injection (17) and
Heartbleed (9). Synthetic data are therefore generated only for classes with enough real training samples to train the
generator.

TABLE III. SAMPLE THRESHOLD FILTERING AND SYNTHETIC DATA GENERATION RESULTS
Class Full class Training partition | Decision Synthetic Method
SSH-Patator 5,897 4,717 Augment 1,283 GAN
DoS slowloris 5,796 4,637 Augment 1,363 GAN
DoS SlowHTTPTest 5,499 4,399 Augment 1,601 GAN
Bot 1,956 1,565 Augment 8,870 GAN
Web Attack: Brute Force 1,507 1,206 Augment 9,588 GAN
Web Attack: XSS 652 522 Augment 10,956 GAN
Infiltration 36 29 Skip (< 100) 0 —
Web Attack: SQL Injection 21 17 Skip (< 100) 0 —
Heartbleed 11 9 Skip (< 100) 0 —
Total 33,661

Every training-partition count corresponds to the 80% stratified training share of the full class count (to within rounding for
the smallest classes), consistent with generator training on the training partition only. The Bot class contained 1,966 raw
flows, of which 1,956 remained after the removal of rows with infinite or missing values.

4.5. Minority Class Detection Performance

4.5.1. Baseline Performance (Real Only)

To set up a baseline, we first trained a random forest classifier using only the original imbalanced training data. Table IV
provides the details of the classification of minority classes under this condition.

TABLE IV. PER-CLASS PERFORMANCE ON THE HELD-OUT TEST PARTITION: BASELINE VERSUS AUGMENTED (SEED 42, 565,576 TEST FLOWS).
Class Support Base P | Base R Base F1 | AugP Aug R Aug F1
BENIGN 454,265 0.9999 | 0.9934 0.9966 0.9999 0.9967 0.9983
DoS Hulk 46,025 0.9894 | 0.9993 0.9943 0.9859 0.9994 0.9926
PortScan 31,761 0.9936 | 0.9996 0.9966 0.9937 0.9996 0.9966
DDoS 25,605 0.9987 | 0.9991 0.9989 0.9988 0.9990 0.9989
DoS GoldenEye 2,059 0.9804 | 0.9971 0.9887 0.9790 0.9971 0.9880
FTP-Patator 1,587 0.9987 | 0.9994 0.9991 0.9975 0.9987 0.9981
SSH-Patator 1,180 0.9992 | 1.0000 0.9996 0.9983 1.0000 0.9992
DoS slowloris 1,159 0.9957 | 0.9974 0.9966 0.9931 0.9965 0.9948
DoS SlowHTTPTest 1,100 0.9246 | 0.9918 0.9570 0.9191 0.9918 0.9541
Bot 391 0.1655 | 1.0000 0.2841 0.4436 0.9949 0.6136
Web Attack: Brute Force 301 0.6509 | 0.6877 0.6688 0.6965 0.9834 0.8154
Web Attack: XSS 130 0.2420 | 0.5846 0.3423 0.4615 0.0462 0.0839
Infiltration 7 1.0000 | 0.5714 0.7273 1.0000 0.5714 0.7273
Web Attack: SQL Injection 4 1.0000 | 0.5000 0.6667 0.6667 0.5000 0.5714
Heartbleed 2 1.0000 | 1.0000 1.0000 1.0000 1.0000 1.0000
Accuracy 565,576 0.9943 0.9970
Macro avg 565,576 0.8626 | 0.8881 0.8411 0.8756 0.8717 0.8488

4.5.2. Detailed Performance Analysis

Table V compares baseline and augmented recall. Web Attack: Brute Force shows the largest improvement, from 68.77%
to 98.34%, a gain of 29.57 points, reducing missed detections from 94 to 5 of 301 test flows. The precision on the same class
rose from 0.6509 to 0.6965; therefore, the improvement was not obtained by trading precision for recall.

A second and unanticipated benefit appears in the Bot class. Its baseline precision of 0.1655 at 100.00% recall indicates a
classifier flagging a large number of non-Bot flows to capture all 391 true instances. After augmentation, the precision rises
to 0.4436 with a recall of 99.49%, a substantial reduction in false alarms on this class. Bot was one of the augmented classes
(8,870 synthetic samples, Table III); because its baseline recall was already 100.00%, the effect of augmentation appears in
its precision rather than its recall.
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TABLE V. EFFECT OF AUGMENTATION ON RECALL, ORDERED BY TRAINING-PARTITION SIZE (SEED =42).
Attack Class Full class | Training partition | Baseline recall | Augmented recall | A (pp) Status
FTP-Patatort 7,938 6,350 99.94% 99.87% —0.07 Maintained
SSH-Patator 5,897 4,717 100.00% 100.00% 0.00 Maintained
DoS slowloris 5,796 4,637 99.74% 99.65% -0.09 Maintained
DoS SlowHTTPTest | 5,499 4,399 99.18% 99.18% 0.00 Maintained
Bot 1,956 1,565 100.00% 99.49% -0.51 Maintained
Web Attack: Brute 1,507 1,206 68.77% 98.34% +29.57 Improved
Force
Web Attack: XSS 652 522 58.46% 4.62% —53.84 | Degraded

+ FTP-Patator was not augmented: its 6,350 training samples exceed the base target of 6,000, so it received no synthetic
samples (Table III; Section 3.6.2). It is included in Table V as a non-augmented reference class; its small change in recall
arises only because the classifier was retrained on a training set that contains synthetic samples of the other classes.

The mean change in recall across the seven classes was —3.56 percentage points, dominated entirely by the XSS degradation.
Restricted to the six classes with more than one thousand training samples, the mean change was +4.82 points.

4.5.3. Run-to-Run Stability and Statistical Significance

GAN training is stochastic, and performing one GAN run does not support a performance claim. We thus repeated this entire
pipeline five times with different random seeds, while keeping the same train/test split, so that all runs were evaluated on the
same test flows. The mean and standard deviation of recall with 95% confidence intervals are reported for each of the seven
classes along with paired two-sided t-tests and Holm—Bonferroni correction.

Two effects remain significant after correction. Recall on Web Attack: Brute Force increases by 29.90 points (95% CI[27.80,
32.00], p < 0.0001), and recall on Web Attack: XSS falls by 51.69 points (95% CI [-54.51, —48.88], p < 0.0001). The
corrected p-values for the remaining five classes range from 0.0928 to 1.0000, and their absolute effects are 0.66 points or
less. Only one class shows a large positive effect; the other classes above the sample-size boundary are flat.

The standard deviations are informative in their own right. Both effects were observed for every seed: standard deviations
0f'0.72 and 1.03 points were found for augmented Brute Force and XSS recall, respectively. The XSS degradation is therefore
not run-to-run instability; it is systematic and reproducible across seeds. In addition, augmentation reduced the run-to-run
standard deviation of Brute Force recall from 1.87 points at baseline to 0.72 points.

TABLE VL PER-CLASS RECALL ACROSS FIVE INDEPENDENT SEEDS (MEAN + SD), WITH PAIRED T-TESTS AFTER HOLM—BONFERRONI CORRECTION.
THE 95% CIS ON A ARE UNADJUSTED PER-CLASS T-INTERVALS (4 DEGREES OF FREEDOM); THE SIGNIFICANCE COLUMN USES THE HOLM-CORRECTED P-
VALUES ACROSS THE SEVEN CLASSES, WHICH IS WHY AN INTERVAL EXCLUDING ZERO (BOT) CAN STILL BE NON-SIGNIFICANT

Class Support Baseline recall (%) Augmented recall (%) A (pp) 95% CI p (corr.) | Sig.
Web Attack: XSS 130 57.38 £ 1.69 5.69+1.03 —51.69 [-54.51,—48.88] | <0.0001 | Yes
Web Attack: Brute 301 68.17 +1.87 98.07 £0.72 +29.90 [+27.80, +32.00] | <0.0001 | Yes
Force

Bot 391 99.03 +0.80 98.36 +0.97 —0.66 [—1.15,—0.18] 0.0928 No
DoS 1,100 99.15+0.26 99.16 £0.23 +0.02 [-0.03, +0.07] 0.7478 No
SlowHTTPTest

DoS slowloris 1,159 99.26 + 0.44 99.26 + 0.40 0.00 [=0.08, +0.08] 1.0000 No
SSH-Patator 1,180 99.88 +0.08 99.85 +0.09 —0.03 [-0.09, +0.02] 0.7112 No
FTP-Patator 1,587 99.96 + 0.03 99.94 + 0.04 —0.03 [-0.07, +0.02] 0.7112 No

4.6. Sample Size Threshold Analysis

We observed an association between the number of real training samples in a class and the effect of augmentation on that
class (Figure 3).
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Fig. 3. Augmentation effectiveness versus sample size

Key findings:

e Among the six classes with more than 1,000 real training samples, augmentation either improved recall substantially
(Web Attack: Brute Force, +29.57 points in the representative run and +29.90 points across seeds) or left it
statistically unchanged. No class in this range was harmed.

e Between 1,565 and 6,350 training samples, none of the five classes (Bot, DoS SlowHTTPTest, DoS slowloris, SSH-
Patator and FTP-Patator) showed a statistically significant change after correction (FTP-Patator received no
synthetic samples; see the note to Table V); the changes ranged from —0.51 to 0.00 points.

e  The one augmented class with fewer than 1,000 real training samples was harmed. Web Attack: XSS (522 training
samples), which received the largest synthetic allocation of any class (10,956 samples), lost 53.84 points of recall
in the representative run and 51.69 points across seeds. Its precision rose to 0.4615 and its false positive rate fell to
0.000012, indicating that the augmented model predicted the class far less often.

e Below 100 real training samples, no augmentation was attempted, and the test supports (2, 4 and 7 flows) are too
small for the reported recall to be informative.

e  The comparison in Section 4.9 shows that classical interpolation and generative augmentation succeed in opposite
regimes: SMOTE improves recall on the class below the boundary by 8.46 points and reduces it on the class
above by 6.65 points, while Cyber-Synth-CGAN does the reverse.

These findings should be read with three limitations. First, the boundary rests on two informative classes: one class below it
degraded and one class above it improved substantially, so the data bracket the boundary between 522 and 1,206 training
samples without locating it; the figure of approximately 1,000 is an interpolation, not a measured value. Second, the two
classes differ in attack type as well as in sample size, so the contribution of sample size cannot be separated from class-
specific factors. Third, all results come from a single dataset. We therefore report the boundary as a hypothesis that a sample-
size gate should be calibrated on each new dataset, not as a validated threshold. Under the implemented pipeline,
augmentation decisions were made by the 100-sample rule of Section 3.6.1 only.

4.7. Visual Performance Analysis

To move beyond tabular metrics and provide a deeper insight into the model's decision-making capabilities, we visualized
the classification performance using confusion matrices and receiver operating characteristic (ROC) curves.

Confusion Matrix Analysis. Figure 4 compares the confusion matrices for the class with the largest improvement, Web
Attack: Brute Force. With the baseline model, 207 of the 301 Brute Force flows in the held-out test partition were detected
(recall 68.77%), 94 were missed, and 111 flows of other classes were falsely labelled as Brute Force (false positives). After
augmentation, 296 flows were detected and 5 missed (recall 98.34%), with 129 false positives. The number of missed attacks
therefore dropped from 94 to 5. The test partition was never used for GAN training or for building the augmented training
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set; all synthetic samples were generated from the training partition. These numbers are for one run using a fixed seed; Table
VI shows the distribution on five independent seeds.

(A) Baseline (real training data only) (B) Cyber-Synth-CGAN augmented
Recall = 68.77% (n = 301) Recall = 98.34% (n = 301)

565,164 565,146

Other traffic
Other traffic

Actual class

Actual class

Brute Force
Brute Force

Other traffic Brute Force Other traffic Brute Force
Predicted class Predicted class

Fig. 4. Confusion matrices for Web Attack: Brute Force on the held-out test partition (301 positive flows, seed 42). (A) Baseline. (B) After Cyber-
Synth-CGAN augmentation.

Threshold-Independent Evaluation. The ROC curves for the two classes on either side of the sample-size boundary are shown
in Figure 5. Because the evaluation set is extremely imbalanced, with Web Attack: Brute Force accounting for 301 positive
flows and 565,275 negative flows, the ratio is 1,878:1, which leads to ROC-AUC near unity for both models (0.9998 baseline,
0.9999 augmented) and makes no distinction between them. Average precision, which is useful when the classes are not well
balanced, improves from 0.7919 to 0.8340 on Web Attack: Brute Force and from 0.3557 to 0.4267 on Web Attack: XSS.
The baseline model already performs very well on brute-force flows; augmentation mainly shifts the decision boundary,
increasing the recall from 68.77% to 98.34% while the false positive rate changes only from 0.000196 to 0.000228.

This pattern means the recall improvement should not be read as an equivalent improvement in the classifier’s ability to
discriminate brute-force traffic. ROC-AUC is near ceiling for both models, and average precision rises by 0.0421 (0.7919 to
0.8340), whereas recall at the default decision threshold rises by 29.57 points. Most of the recall gain is therefore attributable
to a shift of the decision boundary toward the minority class: augmentation changes the class balance seen by the Random
Forest and hence the operating point at which brute-force flows are labelled positive. The XSS results show the same
mechanism in the opposite direction, with ranking measures improving (average precision 0.3557 to 0.4267) while recall at
the default threshold collapsed. It follows that part of the reported gain might also be obtained by adjusting the baseline
model’s decision threshold or class weights. We did not evaluate such a threshold-tuned baseline, and the reported
improvement should be interpreted with this in mind.

Web Attack: Brute Force Web Attack: XSS
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Fig. 5. ROC curves for Web Attack: Brute Force and Web Attack: XSS (seed 42). Both models achieved AUC > 0.999 for either class; the curves are
visually indistinguishable because the ROC-AUC saturates at the 1,878:1 class imbalance of this evaluation and cannot discriminate model quality
here.
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4.7.1. Quality Validation Results

To measure the statistical fidelity of the generated samples, we computed the distribution similarity measures of Section
3.6.3 (Egs. (19)—(22)), presented in Table VII. All six augmented classes fail both criteria (KS p < 0.05 on all 78 features;
MMD? between 0.8706 and 1.1598, above the 0.1 criterion of Section 3.6.3). Because the assessment is diagnostic rather
than a filter, these samples were nevertheless used for training, and their downstream effect differs by class: they improved
recall on Web Attack: Brute Force and degraded it on Web Attack: XSS.

TABLE VIL QUALITY ASSESSMENT OF GAN-GENERATED SAMPLES

Class Training partition Synthetic KS p-value MMD? (normalized) Validation
DoS slowloris 4,637 1,363 <0.0001 0.8706 Fail
Bot 1,565 8,870 <0.0001 0.9102 Fail
DoS SlowHTTPTest 4,399 1,601 <0.0001 0.9196 Fail
Web Attack: Brute Force 1,206 9,588 <0.0001 0.9945 Fail
SSH-Patator 4,717 1,283 <0.0001 1.0205 Fail
Web Attack: XSS 522 10,956 <0.0001 1.1598 Fail

MMD? is computed on the normalized [—1, 1] feature space used by the networks, with a Gaussian kernel and median-
heuristic bandwidth (Eq. (20)); on this space its value is bounded above by 4. No class passes the KS test at p < 0.05, and
we make no claim of statistical indistinguishability; the benefit reported for Web Attack: Brute Force rests on the
classification metrics of Sections 4.5 and 4.5.3 rather than on distributional agreement.

4.8. Computational Efficiency
Training time:

e  GAN training: 1,531 epochs to early stopping
e Synthetic data generation: 33,661 samples
e  Total pipeline: 47.6 minutes on a single CPU with no GPU
Memory requirements:
e Hardware memory: 16 GB RAM (peak usage was not measured separately)
e Dataset size: 2.8M samples x 78 features
o Synthetic data: 34K samples (negligible overhead)

The cost of one GAN training epoch grows linearly with the number of training rows, and generation cost grows linearly
with the number of synthetic samples. We did not measure scaling empirically.

Once the generator is trained, generating samples requires only forward passes through the network. Only the downstream
classifier is used for detection in operation, so its online cost is the same as that of a classifier trained with SMOTE-
augmented data. The GAN stage needs to be repeated only when a new minority attack class appears or concept drift is
detected.

4.9. Comparison with Baseline Methods

Table VIII compares Cyber-Synth-CGAN with classical oversampling using the same train/test partition, classifier
configuration and evaluation protocol. The classical methods and Cyber-Synth-CGAN come from two different runs trained
on different subsamples of the training data, so each change in recall is computed against the no-augmentation baseline of
its own run (see the note below Table VIII). On Web Attack: Brute Force, with 1,206 real training samples, neither classical
method helped: random oversampling reduced recall by 4.32 points and SMOTE by 6.65, while Cyber-Synth-CGAN raised
it by 29.57. On Web Attack: XSS, with 522 real training samples, the ordering reverses: SMOTE raises recall by 8.46 points
and random oversampling by 6.16, while Cyber-Synth-CGAN reduces it by 53.84. If confirmed on further datasets, this
inversion would allow a sample-size gate to decide not only whether to augment a class but which method to use. In the
pipeline evaluated here, the gate decided only whether to augment.

The present study does not include an experimental comparison with recent tabular generative models such as CTGAN and
TVAE. Because results reported elsewhere differ in preprocessing, partitioning and classifier, we do not compare our figures
with them; a head-to-head comparison under the same preprocessing and train/test split is left for future work.
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TABLE VIIL COMPARISON WITH TRADITIONAL OVERSAMPLING TECHNIQUES

(CTGAN AND TVAE ARE DISCUSSED IN THE TEXT; A FULL EXPERIMENTAL COMPARISON IS PLANNED AS FUTURE WORK.)

Method Brute Force A (pp) XSS A (pp) Time
No augmentation 68.11% — 58.46% — 1 min
Random oversampling 63.79% —4.32 64.62% +6.16 1 min
SMOTE 61.46% —6.65 66.92% +8.46 1 min
Cyber-Synth-CGAN 98.34% +29.57 4.62% —53.84 47.6 min

Note: Rows 1-3 come from an auxiliary run and row 4 from the main run of Section 4.5. Both runs use the same 80/20
partition, classifier configuration and seed, but the 60,000-per-class cap on real training data draws a different random
subsample of the majority classes in each run, so the two runs were trained on different training subsamples. The no-
augmentation Brute Force recall is therefore 68.11% in the auxiliary run and 68.77% in the main run (a difference of 0.66
points, within the seed-to-seed standard deviation of 1.87 points in Table VI); the no-augmentation XSS recall is 58.46% in
both. The rows are not a paired evaluation on identical training data. Each A is the difference between a method’s recall and
the no-augmentation recall of the same run: rows 2—3 are measured against 68.11% (Brute Force) and 58.46% (XSS), and
row 4 against 68.77% and 58.46% (Table V).

Key insights:

e Above the sample-size boundary (Web Attack: Brute Force), generative augmentation changed recall by +29.57
points, against —4.32 for random oversampling and —6.65 for SMOTE, each measured against its own run’s
baseline.

e Below the boundary (Web Attack: XSS), the ordering reverses: SMOTE and random oversampling improve recall
by 8.46 and 6.16 points, respectively, while generative augmentation removes 53.84. On these two classes, a gate
selecting between the two methods would have obtained the benefit in both cases, whereas either method applied
to both classes was harmful in one of them; such a selecting gate was not implemented or tested in this study.

4.10. Design Rationale of Key Components

No ablation study was performed: no component was removed and the pipeline retrained under the corrected protocol. The
following summarizes the rationale for each component; only the effect of the sample-size gate is supported by
measurements in this paper.

e Signed log-transform scaling. The raw features span approximately —3.2 x 10! to 2.1 x 10°. The transform
compresses this range so that gradients remain bounded during training. We did not train the pipeline without it,
so its contribution is a design motivation rather than a measured effect.

e Sample-size gate. This is the only component whose effect is measured. Augmenting Web Attack: XSS (522
training samples) reduced its recall by 53.84 points in the representative run and by 51.69 points across five seeds,
while the three classes below 100 training samples were protected from augmentation by the gate.

e Feature-matching and diversity losses, adaptive learning rate and minority-focused sampling. These are standard
stabilization techniques included to support convergence and sample diversity. Their individual contributions were
not isolated.

A quantitative ablation of each component across multiple random seeds is left for future work.

5. DISCUSSION

5.1. Principal Findings

On CIC-IDS-2017, recall on Web Attack: Brute Force improved by 29.57 percentage points in the representative run
(68.77% — 98.34%) and by 29.90 points across five seeds. Among the classes with more than 1,000 training samples, Brute
Force — the only one with substantial headroom for improvement — showed a large gain, while the five others were
statistically unchanged. Web Attack: XSS, the only augmented class below 1,000 training samples, degraded severely;
Infiltration, SQL Injection and Heartbleed fell below the 100-sample floor and were not augmented. These observations are
consistent with a sample-size boundary between 522 and 1,206 training samples, but they rest on two informative classes
from one dataset and do not establish a general threshold.

5.2. The Paradox of Statistical Validation vs. Classifier Utility

A notable finding in our experiments was the discrepancy between the traditional statistical validation metrics (KS test,
MMD) and the actual utility of synthetic data in downstream tasks. Although the Kolmogorov-Smirnov (KS) test rejects the
null hypothesis for all 78 features (p < 0.0001), and the Maximum Mean Discrepancy (MMD?) values, computed on the
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normalized [—1, 1] feature space, fall in the range 0.8706—1.1598 — substantial but bounded divergence, since MMD? cannot
exceed 4 on this space — the Random Forest classifier's recall on brute-force attacks improved from 68.77% to 98.34%.

We theorize that this phenomenon occurs because “distributional exactness” is not a prerequisite for “classification utility.”
Statistical tests such as KS and MMD measure global fidelity—how perfectly the synthetic probability density function
matches the real function across the entire high-dimensional space. However, for a discriminative classifier, the global shape
of the distribution is secondary to the accuracy of the decision boundaries.

As illustrated conceptually in Figure 6, our GAN likely functions as a manifold support expander.

e Real Minority Data (sparse): The limited real samples often fail to cover the full “shape” of the attack class, leaving
gaps near the decision boundary where the classifier defaults to the majority class (False Negatives).

e Synthetic Data (Supportive): Even if the GAN output is slightly shifted or “noisy” (causing poor KS scores), it
successfully populates these sparse regions within the correct class manifold. By generating samples that are “close
enough” to the real attacks but slightly varied, the GAN forces the classifier to push the decision boundary away
from the attack cluster, thereby reducing the false negatives.

In Figure 6 (left), sparse real data leave the decision boundary undefined, resulting in misclassification; on the right, synthetic
samples, even if imperfect, fill the intra-class region and shift the decision boundary away from the attack cluster. The figure
is schematic and does not show measured data.

One interpretation consistent with our results is that the operative benefit of augmentation in sparse security settings is
regularization of the decision boundary rather than distributional fidelity. We emphasize that our experiments demonstrate
the effect but do not isolate the mechanism. A related possibility is suggested by the XSS results of Section 4.7: both ROC-
AUC and average precision improve for that class even as recall collapses, indicating that augmentation there produced a
calibration shift in the decision threshold rather than a change in the model's underlying ranking ability. Distinguishing
between a manifold-support effect and a pure calibration effect would require controlled experiments that we have not
performed.

Schematic illustration, not measured data

(A) Sparse real minority data (B) After synthetic augmentation
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Fig. 6. Conceptual illustration of Manifold Support Expansion

5.3. Comparison with State-of-the-Art

We do not claim superiority over results reported in the literature. Published figures for minority-class recall on CIC-IDS-
2017 differ in preprocessing, train/test partitioning and classifier choice, so they are not comparable with ours. The only
controlled comparison in this study is Table VIII, in which all methods share a partition, a classifier and an evaluation
protocol. In contrast to studies that report only aggregate performance, we examine how the effect of augmentation varies
with the number of real training samples per class, and we suggest that practitioners calibrate a sample-size gate on their
own data. Our results also indicate why domain-specific preprocessing such as signed log-transform scaling is needed for
features spanning this dynamic range.
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Tabular generative models such as CTGAN and TVAE have also been applied to intrusion-detection data. We have not
compared them experimentally with our framework. These models do not, to our knowledge, include a sample-size gate that
prevents harmful augmentation of very rare classes, and combining such a gate with CTGAN- or TVAE-style generators is
an interesting direction for future research.

5.4. Computational, Ethical, and Security Considerations

Computationally, the framework is suitable for offline model development: the complete pipeline took 47.6 minutes on a
standard CPU, without GPU hardware. Once the generator is trained, generating synthetic samples takes little time compared
with training. Ethically, synthetic attack data could in principle be misused. Our generator, however, produces abstract flow-
feature vectors, not packet payloads or executable exploit code, so its output cannot be used directly to carry out an attack.
A remaining risk is the propagation of bias: if the original training data are biased, the synthetic data will reproduce and may
amplify that bias. Organizations should therefore validate synthetic samples against known attack characteristics before
deployment.

5.5. Limitations

Several limitations bound these conclusions. First, the recall gain on Web Attack: Brute Force is largely an operating-point
effect (Section 4.7): average precision improves far less than recall, and a baseline with a tuned decision threshold was not
evaluated. Second, the sample-size boundary rests on two informative classes from a single dataset and is not located more
precisely than between 522 and 1,206 training samples. Because the two classes differ in attack type as well as in size, the
effect of sample size cannot be separated from class-specific factors. A subsampling experiment on Web Attack: Brute Force
(for example, 300, 600, 900 and 1,206 training samples), which would separate the two, was not performed; the boundary is
therefore reported as a two-class observation. Third, the synthetic data fail standard fidelity tests for every augmented class
(Table VII), so the benefit we report is a downstream classification effect rather than evidence that the generator reproduces
the real distributions. Fourth, all results use one classifier family (Random Forest), and no component ablation was
performed.

5.6. Future Directions

All the results in this study use a Random Forest classifier, chosen for its established strength in tabular network-flow
features. Whether the benefit of augmentation transfers to other classifier families is a natural question that we have not
evaluated under the corrected protocol, and we identify it as a limitation for future work.

Our study opens up several further research opportunities. Future work can investigate transfer learning to overcome the
problem of ultra-rare attacks by fine-tuning pre-trained models on similar attack types. In addition, the sample size
requirements can be reduced further with the application of progressively growing GANs. Federated learning also has
potential, whereby organizations may share synthetic attack data to establish collaborative defenses without the need to
disclose sensitive raw network traffic. Finally, creating explainable synthetic attacks would allow security analysts to
perceive the individual characteristics that cause an attack to be identified, which would help bridge the gap between black-
box generation and applied security intelligence.

6. CONCLUSIONS

This study introduces a new framework, known as Cyber-Synth-CGAN, that addresses a major weakness of network
intrusion detection systems (NIDS): the detection of infrequent attack classes. By combining a log-transform scaling pipeline
with a conditional Wasserstein GAN, we have shown that synthetic augmentation can improve the detection of a minority
attack class in practice when enough real training samples are available. On CIC-IDS-2017, augmentation improved recall
on brute-force attacks by 29.57 points in a representative run (from 68.77% to 98.34%) and by 29.90 points across five seeds,
while it degraded the one augmented class with fewer than 1,000 training samples. These results suggest a sample-size
boundary between 522 and 1,206 training samples on this dataset; confirming whether such a boundary generalizes requires
further datasets and more classes near the boundary. Part of the recall gain reflects a shift of the decision boundary rather
than improved ranking, as discussed in Section 4.7.

In addition to performance metrics, this work questions the so-called augment-all approach commonly found in the literature
in favor of a decision-based approach, which is sensitive to the statistical shortcomings of generative models. We also
demonstrated that traditional statistical validation measures, such as KS tests, are useful but should be viewed with caution
in high-dimensional security settings.

The capability to model rare but devastating attacks artificially will gain increasing importance with the development of
cyber threats. Future studies could build on this work by investigating transfer learning for ultra-minority classes, which
were too small to augment in this study. In addition, the potential to implement the federated learning approach is promising;
by training generative models cooperatively, organizations could benefit from sensitive attack data without breaching
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privacy. The next important step in deploying this framework is to adapt it to concept drift in real-time operating
environments.

Data and Code Availability

The complete implementation of Cyber-Synth-CGAN is publicly available at
https://github.com/zainabaabdulazeez/CyberSynth-CGAN-v.2 (release v1.0-bjai). The repository contains the preprocessing
pipeline, the model definitions, the training and evaluation code, and the scripts used to produce the reported results,
including the five-seed analysis, the oversampling baselines and the threshold-independent metrics. It also contains the logs
of the runs reported in this paper and a list of software dependencies. All experiments use fixed random seeds (seed 42 for
the representative run and seeds 42—46 for the multi-seed analysis), so the results can be regenerated. The CIC-IDS-2017
dataset is publicly available from the Canadian Institute for Cybersecurity [28] and is not redistributed in the repository.
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