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ABSTRACT

The rapid proliferation of Internet of Things (IoT) devices has ushered in an era of unprecedented
connectivity and innovation across various sectors such as healthcare, smart cities, and industrial
automation. However, this pervasive integration also introduces significant security, privacy, and trust
challenges, primarily due to the decentralized, dynamic, and resource-constrained nature of loT
ecosystems. Ensuring secure and reliable interactions among heterogeneous devices and users is
paramount for the successful deployment and adoption of IoT technologies. This paper
comprehensively reviews Al-powered trust management and cryptographic access control mechanisms
designed to address these critical issues in IoT systems. We explore the fundamental principles,
advanced techniques, and the synergistic integration of Al and cryptography to enhance security,
privacy, and trustworthiness. Drawing upon recent research from 2023 to 2026, we analyze the
strengths, limitations, and practical implications of various solutions, including Al-driven anomaly
detection, federated learning, homomorphic encryption, and blockchain-based trust models.
Furthermore, we identify emerging trends, future directions, and persistent challenges such as
scalability, interoperability, and ethical considerations, offering a holistic perspective on the evolving
landscape of secure IoT. The aim is to synthesize current knowledge and highlight key research
avenues for developing more robust, adaptive, and context-aware security frameworks for future IoT
environments.

1. INTRODUCTION

The Internet of Things (IoT) has transformed everyday objects into interconnected entities capable of collecting,
exchanging, and processing data in real-time. This paradigm shift has enabled significant advancements in diverse
applications, from continuous patient monitoring in healthcare to optimized energy consumption in smart cities [1].
Despite the immense potential, the widespread adoption of IoT is hampered by inherent vulnerabilities related to security,
privacy, and the establishment of trust among devices and users. The decentralized and dynamic architecture of IoT
networks, coupled with the resource constraints of many IoT devices, makes them particularly susceptible to various cyber
threats, including data breaches, denial-of-service attacks, and unauthorized access [2].

Traditional security mechanisms often fall short in addressing the unique challenges posed by IoT environments. For
instance, centralized trust management models suffer from single points of failure, scalability limitations, and increased
vulnerability to attacks. Similarly, static access control policies struggle to adapt to the dynamic and context-aware nature
of [oT device behavior [3].

Consequently, there is a pressing need for advanced security solutions that can intelligently manage trust and enforce
robust access control in these complex ecosystems. Artificial Intelligence (Al) and cryptographic techniques have emerged
as powerful tools to tackle these challenges. Al, with its capabilities in machine learning, anomaly detection, and predictive
analytics, offers dynamic and adaptive solutions for identifying threats and assessing device trustworthiness [4].
Cryptography, on the other hand, provides fundamental security primitives such as encryption, digital signatures, and
secure multi-party computation, which are essential for ensuring data privacy, integrity, and authentication [5]. The
synergistic integration of Al and cryptography holds the promise of creating resilient and intelligent security frameworks

for [oT systems.

*Corresponding author. Email: duhaalubady@gmail.com


duhaalubady@gmail.com
https://mesopotamian.press
https://orcid.org/0000-0002-6913-677X
https://orcid.org/0000-0002-6171-2621
https://orcid.org/0000-0003-3077-6240
https://creativecommons.org/licenses/by/4.0/
https://mc04.manuscriptcentral.com/bjiot
https://doi.org/10.58496/BJIoT/2026/012
https://mesopotamian.press/journals/index.php/BJIoT

Al-Adhami et.al, Babylonian Journal of Internet of Things Vol.2026, 187-196

This paper aims to provide a comprehensive and up-to-date review of Al-powered trust management and cryptographic
access control in IoT systems. We will delve into the latest research and developments from the past three years (2023-
2026), offering insights into the current state-of-the-art, identifying key challenges, and outlining future research
directions. The structure of this paper is as follows: Section 2 provides an overview of traditional security approaches in
IoT and their limitations. Section 3 explores various Al techniques for trust evaluation and their applications. Section 4
discusses different cryptographic methods and their integration with access control models. Section 5 examines hybrid
models and the benefits of combining these two domains. Section 6 highlights new developments and technologies shaping
the future of IoT security. Section 7 addresses the persistent hurdles and areas requiring further investigation. Finally,
Section 8 summarizes the key findings and offers a final outlook.

2. BACKGROUND AND RELATED WORK

2.1 Traditional Trust Management in IoT

Traditional trust management in IoT often relies on centralized models where a trusted third party (TTP) or a central server
is responsible for assessing and managing trust relationships [1]. These models suffer from single points of failure,
scalability limitations, and increased vulnerability to attacks [6]. As the number of IoT devices rapidly increases,
centralized systems struggle to handle the immense volume of data and interactions, leading to performance bottlenecks
[7]. Recent research highlights that while traditional methods provide a foundational understanding, their static nature and
susceptibility to single points of failure make them inadequate for the dynamic and decentralized nature of modern IoT
ecosystems [8].

2.2 Traditional Access Control in IoT

Access control mechanisms are crucial for regulating which entities can perform specific actions on IoT devices and data.
Traditional access control models, such as Role-Based Access Control (RBAC) and Attribute-Based Access Control
(ABAC), rely on predefined, static rules that struggle to adapt to the dynamic and context-aware nature of IoT
environments [9]. This lack of adaptability makes them ineffective against evolving threats and insider attacks. The
increasing complexity and heterogeneity of [oT devices necessitate more flexible and adaptive access control solutions that
can respond to real-time changes and emerging threats [10].

2.3  Overview of Al in Cybersecurity

Artificial Intelligence has emerged as a transformative force in cybersecurity, offering advanced capabilities for threat
detection, anomaly identification, and automated response. Al techniques, particularly machine learning and deep learning,
can analyze vast amounts of data to identify patterns indicative of malicious behavior, often surpassing the capabilities of
traditional rule-based systems [11]. In the context of IoT security, Al can be leveraged to identify unusual patterns in
device behavior or network traffic that may signal a security breach. Recent studies emphasize AI’s role in shifting from
reactive defense to proactive risk management in OT/IoT environments, highlighting its potential for continuous learning
and adaptation to new threats [12].

2.4  Overview of Cryptography in IoT

Cryptography forms the bedrock of secure communication and data protection in digital systems. In IoT, cryptographic
techniques are essential for ensuring the confidentiality, integrity, and authenticity of data exchanged between devices and
across networks . Key cryptographic primitives and their applications in IoT include encryption, which protects data from
unauthorized access by transforming it into an unreadable format [13] . While these traditional approaches provide
foundational security, the dynamic and complex nature of IoT necessitates more advanced and integrated
solutions.Research continues to focus on enhancing loT security with resource-efficient cryptography, including
lightweight and hybrid cryptographic schemes tailored for constrained IoT environments [14].

3. AI-POWERED TRUST MANAGEMENT IN IOT SYSTEMS

Al-powered trust management in IoT systems involves leveraging artificial intelligence techniques to dynamically assess
and maintain trust relationships among heterogeneous devices and entities . This approach moves beyond static, predefined
trust models to create adaptive and intelligent systems capable of responding to evolving threats and behaviors.The
integration of Al in trust management is crucial for addressing the inherent vulnerabilities of IoT ecosystems, providing a
more resilient and intelligent security framework [15].

3.1 Definition and Principles of AI-Powered Trust

Al-powered trust management refers to the application of Al algorithms and models to collect, analyze, and interpret data
related to the behavior, interactions, and context of IoT entities to infer and manage their trustworthiness. The principles
underpinning this approach include dynamic trust assessment, where trust is not static but continuously updated based on
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real-time observations and historical interactions [16]. This dynamic nature allows for continuous adaptation to new threats
and behaviors, making it a robust solution for complex IoT environments [8], as shown in Fig.1.
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3.2 Al Techniques for Trust Evaluation

Various Al techniques are employed for trust evaluation in IoT systems, each offering distinct advantages . Machine
Learning (ML) algorithms, such as Support Vector Machines (SVM), Decision Trees, and K-Nearest Neighbors (KNN),
can be trained on historical data to classify devices as trustworthy or untrustworthy. Deep Learning (DL) networks,
including Convolutional Neural Networks (CNNs) and Recurrent Neural Networks (RNNs), are particularly effective in
processing complex and high-dimensional data generated by IoT devices [17]. Federated Learning (FL) is a decentralized
machine learning approach that allows multiple [oT devices to collaboratively train a shared model without exchanging
their raw data [6]. Reinforcement Learning (RL) agents can learn optimal trust management policies through trial and
error, adapting to dynamic IoT environments and making decisions that maximize overall system trust and security. Recent
advancements also highlight the use of explainable Al (XAI) to provide transparency in trust decisions, which is crucial for
critical IoT applications [9].

3.3 Applications and Benefits

Al-powered trust management offers several significant applications and benefits for [oT systems. Al models can
effectively detect deviations from normal device behavior or network traffic patterns, signaling potential security breaches
or malicious activities [6]. By continuously analyzing device interactions and data flows, Al can build comprehensive
behavioral profiles for each IoT entity. This enables proactive threat detection and response, significantly enhancing the
overall security posture of IoT deployments .Furthermore, Al can optimize resource allocation and improve the efficiency
of trust assessment processes in large-scale IoT networks [18].

3.4 Challenges in AI-Powered Trust Management

Despite its advantages, Al-powered trust management faces several challenges. Deep learning models, while powerful, can
be black boxes, making it difficult to understand why a particular trust decision was made. Al models can inherit biases
from their training data, leading to unfair or discriminatory trust assessments. Although federated learning aids in
decentralization, deploying complex Al models on resource-constrained IoT devices still poses challenges in terms of
computational power, memory, and energy consumption. Other challenges include adversarial attacks on Al models, data
quality issues, and the need for robust evaluation metrics that reflect real-world deployment scenarios [12], [13].

4. CRYPTOGRAPHIC ACCESS CONTROL IN IOT SYSTEMS

Cryptographic access control in IoT systems leverages cryptographic primitives to enforce secure access policies, ensuring
that only authorized entities can interact with devices and data.This approach provides a robust layer of security by
guaranteeing confidentiality, integrity, and authenticity, which are foundational for building trustworthy IoT environments.
Unlike traditional access control mechanisms that that rely solely on permissions and roles, cryptographic methods embed
security directly into the data and communication channels. This direct embedding of security at the data level makes
cryptographic access control particularly effective in decentralized and dynamic IoT settings [19], As shown in Fig.2.
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Fig. 2. Cryptographic access control.

4.1 Fundamentals of Cryptographic Access Control

Cryptographic access control is a cornerstone of robust security in IoT systems, employing various cryptographic
primitives to establish and enforce secure access policies [1], [14]. This approach moves beyond mere authentication and
authorization by embedding security directly into the data and communication channels, thereby ensuring that only
legitimate entities can interact with sensitive resources [15]. The fundamental principles underpinning cryptographic
access control include:

o Confidentiality: Paramount, ensuring that information remains private and is accessible exclusively to authorized
parties. This is primarily achieved through encryption, where data is transformed into an unreadable format,
rendering it unintelligible to unauthorized interceptors, [16]. In IoT, this is essential for protecting sensitive data
transmitted by devices, such as patient information in healthcare or operational data in industrial automation.

o Integrity: Ensures that data has not been tampered with or modified without authorization. This is achieved
through hashing and digital signatures, which provide a mechanism to verify that data is authentic and has not been
altered during transmission or storage [15].

o Authentication: Verifies the identity of devices and users involved in interactions. Strong authentication
mechanisms ensure that entities attempting to access loT resources are indeed who they claim to be, preventing
impersonation and unauthorized access [16].

e Non-repudiation: Guarantees that a party cannot deny their involvement in a particular transaction or action. This
is typically achieved through digital signatures, which provide undeniable proof of data origin and integrity [17].

These principles are critical for establishing a secure and trustworthy environment in IoT, especially given the increasing
number of interconnected devices and the sensitive nature of the data they handle [18].

4.2 Cryptographic Techniques for Access Control

A variety of cryptographic techniques are used to implement access control in IoT systems, considering resource
constraints and security requirements:

o Symmetric-key Cryptography: Uses a single key for both encryption and decryption. It is computationally
efficient and suitable for resource-constrained IoT devices. As shown in Fig.3 Examples include AES (Advanced
Encryption Standard) [19]. However, a major challenge lies in the secure management and distribution of keys
among numerous devices.
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o Asymmetric-key Cryptography (Public-key Cryptography): Uses a pair of keys (a public key and a private
key). In Fig.4 the public key is available to everyone for encryption, while the private key is kept secret for
decryption. This approach provides robust solutions for authentication and digital key exchange, such as RSA and
Elliptic Curve Cryptography (ECC) [1]. ECC is often preferred in IoT due to its resource efficiency while providing
a high level of security [20].
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o Digital Signatures: Used to ensure the authenticity and integrity of messages and data. A signature is created using
the sender’s private key and can be verified using the sender’s public key, ensuring that the data has not been
tampered with and originates from a legitimate source [18].

o Hash Functions: Generate unique, fixed-size outputs from input data. They are used for data integrity checks and
secure password storage.

o Key Management: Involves the secure generation, distribution, storage, and revocation of cryptographic keys. This
presents a significant challenge in large-scale IoT deployments, requiring robust and efficient solutions. Recent
research explores blockchain-enabled identity management for IoT to address key management challenges and
enhance security against adversarial Al [17].

4.3 Challenges of Cryptographic Access Control in IoT
Despite its effectiveness, cryptographic access control in IoT faces unique challenges:
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Resource Constraints: Many IoT devices have limited processing power, memory, and energy, making the
implementation of complex cryptographic algorithms challenging. Lightweight Cryptography (LWC) solutions that
balance security and efficiency are required [20].

Scalability: As the number of [oT devices grows, managing keys and access policies for a vast number of devices
becomes increasingly complex [21].

Interoperability: The diversity in IoT devices and protocols makes it difficult to establish a unified and
interoperable access control framework [2].

Quantum Threats: Advances in quantum computing threaten to break traditional cryptographic algorithms,
necessitating a transition to Post-Quantum Cryptography (PQC) [3]. However, PQC comes with its own challenges
in terms of larger key sizes and computational requirements [18].

Addressing these challenges requires the development of innovative cryptographic solutions that adapt to the dynamic and
resource-constrained nature of IoT environments, while providing robust security against current and future threats [19].

5. HYBRID MODELS AND THE BENEFITS OF COMBINING THESE TWO DOMAINS

Hybrid models that combine Al and cryptographic techniques show immense potential in enhancing the security of IoT
systems. This synergistic integration aims to overcome the individual limitations of each approach, leading to more robust
and flexible solutions. For instance, Al can provide dynamic and adaptive trust management, while cryptography ensures
confidentiality, integrity, and authentication at the data level [19]. The convergence of Al and cryptography offers a
powerful paradigm for creating resilient and intelligent security frameworks for IoT systems, addressing the limitations of
relying solely on one approach [6].

Key benefits of hybrid models include:

1.

9]

Enhanced Security: Al can identify anomalous patterns and emerging threats that traditional cryptographic
mechanisms might fail to detect, while cryptography provides fundamental protection against unauthorized access
and data manipulation. This layered approach creates a more comprehensive defense against sophisticated
cyberattacks [1].

Adaptive Trust: Al-driven trust management allows for continuous assessment and adaptation of trust levels based
on real-time behavior and context, making the system more responsive to dynamic threats. Cryptography then
secures the communication and data exchanges based on these dynamically established trust relationships [8].

Improved Efficiency: By leveraging Al for intelligent decision-making and anomaly detection, the computational
overhead of cryptographic operations can be optimized. For example, Al can prioritize which data needs stronger
encryption or identify less critical data that can use lightweight cryptographic methods, thus balancing security with
resource constraints [9].

Privacy Preservation: Techniques like federated learning, combined with homomorphic encryption, allow Al
models to be trained on sensitive data without compromising privacy. This ensures that valuable insights can be
extracted from distributed IoT data while maintaining strict confidentiality [10].

Scalability and Interoperability: Hybrid models can be designed to scale with the growing number of IoT
devices and to operate across diverse platforms and protocols. Al can help manage the complexity of large-scale
deployments, while cryptographic standards ensure secure communication between heterogeneous devices [11].

These benefits underscore the importance of integrating Al and cryptographic techniques to build future-proof security
solutions for the evolving IoT landscape as shown in fig.5. Research in this area is rapidly advancing, with a focus on
developing practical and deployable hybrid frameworks [12].
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6. EMERGING TRENDS AND FUTURE DIRECTIONS

The landscape of Al-powered trust management and cryptographic access control in IoT is continuously evolving, driven
by advancements in both fields. Several emerging trends and future directions are poised to shape the next generation of
secure [oT systems:

1.

Blockchain and Distributed Ledger Technologies (DLT) for Trust: Blockchain and DLTs are increasingly being
explored for decentralized trust management in IoT. They offer immutable records, transparency, and enhanced
security, which can complement

Al-driven trust models by providing a robust foundation for identity and access management [6]. The integration
of blockchain with Al can create self-sovereign identity solutions and more resilient trust frameworks [17].

Post-Quantum Cryptography (PQC): With the advent of quantum computing, traditional cryptographic
algorithms are at risk. The development and deployment of PQC are critical for ensuring long-term security in [oT
systems. Research is focused on designing lightweight PQC algorithms that can operate efficiently on resource-
constrained IoT devices [18].

Homomorphic Encryption (HE) and Secure Multi-Party Computation (SMC): These advanced cryptographic
techniques allow computations on encrypted data, enabling privacy-preserving Al in IoT. HE and SMC can
facilitate collaborative Al model training and data analysis without exposing sensitive information, addressing key
privacy concerns in federated learning scenarios [10].

Explainable AI (XAI) for Trust and Security: As Al models become more complex, understanding their
decision-making processes is crucial, especially in security-critical applications. XAl aims to make AI models
more transparent and interpretable, which can enhance trust in Al-powered security systems and aid in debugging
and auditing [2].

Edge Al and TinyML for On-Device Security: Pushing Al capabilities to the edge and directly onto [oT devices
(TinyML) can enable real-time threat detection and response, reducing latency and reliance on cloud infrastructure.
This trend is vital for autonomous IoT systems where immediate decision-making is paramount [9].

Al for Automated Vulnerability Detection and Patching: AI can be used to automatically identify
vulnerabilities in [oT device firmware and software, and even suggest or generate patches. This can significantly
reduce the time to respond to new threats and improve the overall security posture of IoT ecosystems [12].

These trends indicate a move towards more autonomous, intelligent, and privacy-preserving security solutions that can
adapt to the dynamic and challenging environment of IoT [3], [9].
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7. PERSISTENT CHALLENGES AND FUTURE RESEARCH AVENUES

Despite significant advancements, several persistent challenges remain in the realm of Al-powered trust management and
cryptographic access control in IoT, opening up numerous avenues for future research: [1], [7]

1. Scalability and Resource Constraints: Balancing robust security with the limited computational, memory, and
energy resources of many IoT devices remains a fundamental challenge. Future research needs to focus on
developing ultra-lightweight Al algorithms and cryptographic primitives that can deliver high security with
minimal overhead [5].

2. Interoperability and Standardization: The highly fragmented nature of the IoT ecosystem, with diverse devices,
protocols, and platforms, hinders the development of unified security solutions. Establishing interoperable
standards for Al-powered trust and cryptographic access control is crucial for widespread adoption and seamless
integration [11].

3. Data Quality and Bias in AI Models: The effectiveness of Al-powered security solutions heavily relies on the
quality and representativeness of training data. Addressing issues of data scarcity, data poisoning attacks, and
algorithmic bias is essential to ensure fair and reliable trust assessments [7].

4. Adversarial AI and Robustness: Al models themselves are vulnerable to adversarial attacks, where subtle
perturbations to input data can lead to incorrect classifications or decisions. Developing Al models that are robust
against such attacks is a critical area of research for maintaining the integrity of Al-powered security systems [13].

5. [Ethical and Legal Considerations: The use of Al for trust management raises ethical concerns regarding privacy,
surveillance, and algorithmic accountability. Future research must address these ethical implications and work
towards establishing clear legal and regulatory frameworks for Al-powered IoT security [20].

6. Dynamic Threat Landscape: The nature of cyber threats is constantly evolving. Security solutions must be
dynamic and adaptive enough to counter new and sophisticated attack vectors. Research into proactive and
predictive security mechanisms, leveraging advanced Al techniques, is vital [3].

7. Human-in-the-Loop Security: While automation is key, human oversight and intervention remain crucial. Future
systems should incorporate effective human-in-the-loop mechanisms to allow security analysts to understand,
validate, and override Al decisions when necessary, enhancing overall system reliability and trust [21].

Addressing these challenges will require interdisciplinary collaboration between Al researchers, cryptographers, security
engineers, and policymakers to develop comprehensive and sustainable solutions for secure IoT ecosystems [5], [20].

8. CONCLUSION

The convergence of Al and cryptography offers a promising pathway to address the complex security, privacy, and trust
challenges inherent in the rapidly expanding Internet of Things ecosystem. This paper has provided a comprehensive
review of Al-powered trust management and cryptographic access control mechanisms, highlighting their fundamental
principles, advanced techniques, and synergistic integration. We have explored how Al, through machine learning, deep
learning, and federated learning, can enable dynamic trust assessment, anomaly detection, and adaptive security policies.
Concurrently, cryptographic techniques such as symmetric and asymmetric encryption, digital signatures, and secure
multi-party computation provide foundational guarantees for data confidentiality, integrity, and authenticity. The benefits
of combining these two domains in hybrid models are evident in enhanced security, adaptive trust, improved efficiency,
and privacy preservation. While significant progress has been made, persistent challenges related to scalability, resource
constraints, interoperability, data quality, adversarial Al, and ethical considerations continue to drive future research.
Emerging trends such as blockchain for trust, post-quantum cryptography, homomorphic encryption, and explainable Al
are shaping the future of secure loT. By fostering interdisciplinary research and development, the IoT community can build
more robust, adaptive, and context-aware security frameworks, paving the way for a truly trustworthy and resilient
interconnected world.
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