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A B S T R A C T  
 

The rapid expansion of the Internet of Things (IoT) has enlarged the attack surface of connected systems, 
increasing their exposure to sophisticated cyber-attacks and creating a strong demand for effective 
Intrusion Detection Systems (IDS). High-dimensional network traffic, however, degrades both the 
accuracy and the efficiency of IDS classifiers. This paper proposes a hybrid feature-selection framework, 
Memetic mRMR-FOA, that couples the Minimum Redundancy Maximum Relevance (mRMR) filter 
with a memetic extension of the Fossa Optimization Algorithm (FOA). Within the framework, mRMR 
plays a single, well-defined role: it ranks features by an information-theoretic relevance-redundancy 
score and this ranking is used both to seed a high-quality initial population and to guide the memetic 
local search. FOA performs the global search, while a Hamming-neighbourhood local search refines elite 
solutions. The objective is a minimization fitness that jointly rewards classification accuracy and low 
redundancy while penalizing subset size. On the RT-IoT2022 benchmark, the proposed method attains 
the best feature-reduction ratio of 68.3 percent, selecting only 13 features at the lowest fitness value of 
0.038, and improves detection accuracy to 98.43 percent. Comparative analysis against Genetic 
Algorithm (GA), Particle Swarm Optimization (PSO), Grey Wolf Optimizer (GWO), standard FOA, a 
memetic symmetrical-uncertainty variant, and standalone mRMR confirms consistent gains in accuracy, 
precision, and false-alarm rate. The results indicate that the Memetic mRMR-FOA framework is an 
efficient and scalable feature-selection strategy for protecting resource-constrained IoT environments. 

1. INTRODUCTION 

Nature-inspired optimization and swarm-intelligence methods have had a marked impact on modern data-driven systems 

that operate over large-scale, complex, and high-dimensional problem domains [1]–[5]. These paradigms provide a 

methodological foundation for intelligent decision-making and optimization in emerging cyber-physical environments. 

Internet of Things (IoT) has revolutionized the communication between digital and physical world through persistent 

communication between sensors, devices and cloud services [6] – [8]. It is a very interconnected ecosystem and its 

applications include transportation, smart agriculture, industrial automation and healthcare, making operations and real-

time decisions more efficient and effective [6]. As connected systems continue to grow and spread around the world, 

industry reports predict tens of billions of IoT connections by 2030 [9, 10]. In the context of this paradigm, the Internet of 

Things (IoT) is emerging as one of the critical technologies in smart manufacturing, using real-time data acquisition and 

intelligent automation to enhance productivity, efficiency and operational resilience [11]. But, the wide-spread 

interconnection of the IIoT environments has also expanded the cyber surface of attack. Devices, protocols and networks 

are not homogenous, which means that additional vulnerabilities exist that adversaries can exploit to potentially 

compromise the confidentiality, integrity and availability of data [11]–[14]. 

Intrusion Detection Systems (IDS) have become key components of IIoT security architectures for mitigating these risks. 

Network-based IDS (NIDS) watches traffic flows to identify surprising or damaging activity in particular [15]. However, 

the volume, velocity and variety of the IIoT data poses many challenges to traditional IDS solutions. Static or rule-based 

models are not able to cope with novel attack patterns and high-dimensional feature space, thus reducing detection accuracy 

and increasing computational complexity [11, 13]. As a result, feature selection (FS) has become one of the most significant 

preprocessing phases of IDS pipelines: its goal is to select only the most discriminative and informative features and to 

eliminate redundant and noisy features [16]–[19]. 
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The feature selection problem in IDS is inherently difficult to solve as an optimization problem. In many practical systems, 

the formulations are nonlinear, multimodal, and high dimensional, thus classical optimization methods [20]–[22] are not 

very efficient. In this context, the flexibility and scalability of nature inspired metaheuristics, which are able to balance 

exploration and exploitation in complex search spaces, are appealing [20] [23]–[27]. 

Swarm Intelligence (SI) algorithms are based on studying the collective behavior of social organisms for efficient solving 

of optimization problems [1]. The following are typical algorithms that have been used to feature selection and other IDS 

applications: Ant Colony Optimization (ACO) [2], Artificial Bee Colony (ABC) [3] and Grey Wolf Optimizer (GWO) [4] 

and [28]. Later, the Fossa Optimization Algorithm (FOA) was suggested as a bioinspired SI algorithm based on the two 

stage cooperative hunting behavior of the fossa, combining the global exploration and strategic exploitation [5]. 

FOA is promising, but similar to other swarm-based algorithms, premature convergence and lack of final exploitation of 

elite solutions are problems in high dimensional problems [5]. In response to these limitations, this study proposes a 

Memetic Fossa Optimization Algorithm (M-FOA), which introduces the memetic (local-learning) computing into the FOA 

algorithm. M-FOA introduces a single, unmistakable local search operator, which fine tunes elite solutions by examining 

the Hamming-one neighbourhood of the elite solutions in the binary feature space, in addition to the global FOA search. 

The Memetic mRMR-FOA framework is thus developed by combining the global search with the local search and the 

mRMR filter to explore the large feature space in the IIoT and boost the feature discriminability and reduce the feature 

redundancy. Compared to the traditional swarm-based feature selection [20] and [23]–[27] this balanced design reduces 

early convergence and increases generalization. 

In this work some representative state-of-the-art studies are summarized in Table I. It demonstrates that the feature selection 

has been a key factor in the struggle of recent IoT/IIoT IDS to deal with high-dimensional network traffic and to enhance 

detection. Classical dimensionality reduction techniques like filter and static wrapper reduction have been employed but 

are not adaptive; metaheuristic and swarm techniques have been suggested to help better explore the global search space, 

but these methods tend to suffer from premature convergence or inadequate local search. As a result, various recent studies 

have resorted to the use of hybrid (multi-stage optimization/learning) techniques, which combine two or more 

optimization/learning methods. The proposed M-FOA-based IDS does this by implementing memetic optimization, and it 

offers a more balanced global exploration/adaptive local refinement that directly tackles some of the limitations discussed 

in the literature. 

The main contributions of this paper are: 

1. An extension of FOA that uses Hamming-neighbourhood local search (with a Hamming distance) to enhance the 

convergence and stability in binary feature selection. 

2. A one-criterion mRMR-based workflow, where the mRMR is always unambiguously used to initialise the 

population and to guide the local search, without any confusion on the role of mRMR. 

3. Comprehensive experimental comparison on the RT-IoT2022 benchmark that showed the solution quality 

outperforms FOA and other SI and filter techniques, and the results were statistically tested using non-parametric 

methods. 

The remainder of this paper will be structured as follows. A brief overview of FOA is provided in Section 2. In this section, 

the proposed Memetic mRMR-FOA framework is presented. The experimental setup and results are reported in section 4. 

The paper is concluded in Section 5 and future work is outlined. 

TABLE I.  INSIGHTS FROM STATE-OF-THE-ART FEATURE SELECTION METHODS FOR IOT/IIOT INTRUSION DETECTION SYSTEMS. 

Ref Year Method FS Strategy Classifier / IDS Dataset / 

Scenario Key Strengths Limitations 

[12] 2024 FS vs FE IoT-IDS Filter & wrapper FS RF, SVM, KNN TON-IoT Improves accuracy & 

runtime 
No adaptive 

optimization 

[13] 2024 FS-anomaly IoT IDS Correlation-based FS ML anomaly 

detector RT-IoT2022 Lightweight & 

interpretable 
Limited global 

optimization 

[14] 2024 Balanced FS-IDS ANOVA-based FS ML classifiers IoT traffic Handles class imbalance Static FS 

[15] 2022 Deep AE IDS Two-layer optimizer FS KNN + 

autoencoder N-BaIoT Comprehensive FS 

comparison 
High computational 

cost 

[16] 2024 ML-stack + FS IDS Embedded FS Ensemble ML IoT networks High detection accuracy High computational 

cost 

[17] 2025 FS + augmentation 

IDS Multi-stage FS Deep-learning 

IDS IoT traffic Handles imbalance & 

redundancy 
Not optimization-

driven 
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Ref Year Method FS Strategy Classifier / IDS Dataset / 

Scenario Key Strengths Limitations 

[18] 2024 Enhanced FS-IoT 

IDS Wrapper FS ML IDS IoT networks Reduced dimensionality Local-optima risk 

[19] 2024 Systematic review Survey-based ML/DL IDS IoT / IIoT Comprehensive taxonomy No new algorithm 

[20] 2023 Two-phase FS Filter + wrapper FS ML classifiers IDS datasets Reduces redundancy Lacks adaptive 

search 

[21] 2021 Metaheuristic FS-IDS Nature-inspired FS SVM, RF Network IDS Global optimization Convergence 

instability 

[23] 2023 Hybrid 

metaheuristics IDS Hybrid heuristic FS ML IDS Cybersecurity 

datasets Improved exploration High tuning 

complexity 

[24] 2023 Swarm-based FS IDS SI-based FS ML IDS IDS benchmarks Handles high 

dimensionality 
Weak local 

refinement 

[25] 2024 Hybrid optimization 

FS-IDS Hybrid heuristic FS ML IDS Network IDS Improved accuracy Static exploitation 

[26] 2024 Nature-inspired IDS Heuristic FS IDS models IoT / IIoT Robust search High runtime 

This 

work 2026 M-FOA-based IDS Memetic wrapper FS 

(mRMR-guided) NIDS (ML) RT-IoT2022 

(IIoT) 

Balanced 

exploration/exploitation, 

fast convergence 

Higher design 

complexity 

2. PRELIMINARIES: FOSSA OPTIMIZATION ALGORITHM 
This section presents the brief summary of the Fossa Optimization Algorithm (FOA) used for the proposed framework. 

FOA is inspired by the hunting behaviour of the fossa Cryptoprocta ferox which is a Madagascarian endoant species of 

carnivore, belonging to the family Eupleridae. The fossa uses a unique two-part approach in its lemur hunting: (i) a jumping 

leap towards a spotted lemur; (ii) a jumping follow-up through the treetops until it reaches the prey. FOA represents these 

two phases mathematically as ‘Exploration’ and ‘Exploitation’ phases. 

2.1 FOA Initialization 

FOA FOA is a population-based algorithm, each fossa is a candidate solution. The habitat is the search space and the 

location of a fossa in the space defines a candidate solution as a vector with components that are decision variables. The 

matrix in equation (1) represents the population of N fossae in an m-dimensional space, and the equation (2) shows the 

expanded element-wise version of the matrix. The position of each fossa is initialised randomly in the range of the variable 

in each of the fossa according to Equation (3). 

𝑋 =  [ 𝑋1;  𝑋𝑖;  … ;  𝑋𝑁 ]
𝑇  (𝑁 ×  𝑚) (1) 

𝑋 =  [ 𝑥𝑖,𝑗 ], 𝑖 =  1, … , 𝑁;   𝑗 =  1, … ,𝑚 (2) 

𝑥𝑖,𝑗  =  𝑙𝑏𝑗  +  𝑟 ·  ( 𝑢𝑏𝑗  −  𝑙𝑏𝑗  ) (3) 

Here, X is the FOA population matrix; Xi is the ith fossa (a candidate solution); xi,j is the j-th dimension of the i-th fossa; N 

is the number of fossae; m is the number of decision variables; r ∈ [0,1] is a uniform random number; and lbj and ubj are 

the lower and upper bounds of the jth variable, respectively. 

Each candidate position is assessed by the objective (fitness) function, and the evaluated values are collected in the vector 

F defined in Equation (4). 

𝐹 =  [ 𝐹(𝑋1), 𝐹(𝑋𝑖), … , 𝐹(𝑋𝑁) ]
𝑇  (𝑁 ×  1) (4) 

where Fi = F(Xi) is the objective value of the ith fossa. 

2.2 FOA Strategic Movements 

FOA updates the positions of its members in two distinct phases that imitate the strategic movement of fossae in nature. 

Exploration phase. This phase mimics the first attack, in which a fossa jumps at a spotted lemur. This algorithm is a 

general solution for searching the space for interesting areas. The set of candidate lemurs for fossa i includes the members 

of the population whose objective values are strictly less (smaller) than the objective value of fossa i, based on Equation 

(5). A candidate SL is drawn at random from this set and used to compute an exploratory displacement that is large in 

Equation (6). A greedy rule (Equation (7)) will only take the new position if it does not degrade the fitness. 

𝐶𝐿𝑖  =  { 𝑋𝑘 ∶  𝐹𝑘  <  𝐹𝑖 , 𝑘 ≠  𝑖 } (5) 

where the indices i, k ∈ {1, …, N}. 
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𝑥𝑖,𝑗
(𝑃1)

 =  𝑥𝑖,𝑗  +  𝑟𝑖,𝑗  ·  ( 𝑆𝐿𝑖,𝑗  −  𝐼𝑖,𝑗  ·  𝑥𝑖,𝑗  ) (6) 

𝑋𝑖  =  𝑋𝑖
(𝑃1)

 𝑖𝑓 𝐹𝑖
(𝑃1)

 ≤  𝐹𝑖 ;   𝑜𝑡ℎ𝑒𝑟𝑤𝑖𝑠𝑒 𝑋𝑖 (7) 

Exploitation phase. This phase is a reversion of the pursuit through the trees, with an improved attack in the vicinity of a 

favorable spot. Both fossa take a small random step (scaled by the variable range and annealed by the iteration index t, as 

in Equation (8)), and only allow moves that are not worse than the greedy rule (Equation (9)). The smaller the step size the 

more intense the search locally, as t is increased. 

𝑥𝑖,𝑗
(𝑃2)

 =  𝑥𝑖,𝑗
(𝑃1)

 +  ( 1 −  2 𝑟𝑖,𝑗  )  ·  
𝑢𝑏𝑗 − 𝑙𝑏𝑗

𝑡
 (8) 

𝑋𝑖  =  𝑋𝑖
(𝑃2)

 𝑖𝑓 𝐹𝑖
(𝑃2)

 ≤  𝐹𝑖 ;   𝑜𝑡ℎ𝑒𝑟𝑤𝑖𝑠𝑒 𝑋𝑖 (9) 

3. PROPOSED MEMETIC MRMR-FOA FRAMEWORK 
The proposed Memetic mRMR-Feature selection approach is introduced. The framework is composed of three parts: (i) 

the mRMR filter that gives an information-theoretic ranking for features; (ii) the FOA global search, which performs a 

search over the binary feature space; and (iii) a memetic local search that refines elite solutions. We make explicit the role 

of each component in the description below, to avoid the ambiguity of previous descriptions, and use the same local-search 

operator throughout. 

3.1 Problem Formulation 

Let Given a dataset of intrusions, let the intrusion-dataset be denoted as in Equation (10): d features per instance, with a 

class label. Each candidate feature subset is represented by a binary vector z (Equation (11)): if z_j = 1, the feature j is kept, 

otherwise, it is discarded. The index set of the ones of z is the selected subset S(z) (Equation (12)). 

𝐷 =  { ( 𝑥(𝑖), 𝑦(𝑖) ) }, 𝑖 =  1, … , 𝑁,   𝑥(𝑖)  ∈  ℝ𝑑 (10) 

𝑧 =  [ 𝑧1, 𝑧2, … , 𝑧𝑑  ],  𝑧𝑗  ∈  { 0, 1 }        (11) 

𝑆(𝑧)  =  { 𝑗 | 𝑧𝑗  =  1 }        (12) 

3.2 The mRMR Criterion 

Two information-theoretic terms are used to quantify the quality of features in the mRMR filter. The relevance of feature j 

to the class label Y is the normalized mutual information in Equation (13); the mean relevance of a subset is in Equation 

(14). The normalized mutual information (Equation (15)) is called the redundancy between two features, and the mean 

redundancy of a subset (Equation (16)) is the mean of the redundancies between all pairs of features within that subset. The 

joint mRMR criteria in (17) favours high relevance and low redundancy, which is determined by the value of λ ≥ 0. 

𝑅𝑒𝑙(𝑗)  =  
𝐼( 𝑋𝑗 ; 𝑌 )

𝐻( 𝑌 )
 (13) 

𝑅𝑒𝑙 (𝑆)  =  
1

|𝑆|
∑ 𝑅𝑒𝑙(𝑗)𝑗 ∈ 𝑆  (14) 

𝑅𝑒𝑑(𝑗, 𝑘)  =  
𝐼( 𝑋𝑗 ; 𝑋𝑘 )

√𝐻(𝑋𝑗) · 𝐻(𝑋𝑘)
 (15) 

𝑅𝑒𝑑 (𝑆)  =  
2

|𝑆| ( |𝑆| − 1 )
∑ 𝑅𝑒𝑑(𝑗, 𝑘)𝑗,𝑘 ∈ 𝑆  (16) 

𝐽𝑚𝑅𝑀𝑅(𝑆)  =  𝑅𝑒𝑙 (𝑆)  −  𝜆 ·  𝑅𝑒𝑑 (𝑆) (17) 

 

In the proposed framework, there is only one reason for using the mRMR criterion: to score and rank features. This single 

ranking is then used twice: to select a high-quality initial population (Section 3.4); and to select, first, which coordinates to 

examine in the local search (Section 3.5). The mRMR criterion is not defined as a fitness criterion on its own and is not re-

defined elsewhere in the pipeline.  

3.3 Fitness Function 

A wrapper-classifier based on k-fold cross validation is used to assess each candidate subset. The accuracy of a subset, 

defined in Equation (18), is used to classify the subset. In Equation (19) the overall fitness contains three values: the 

classification error (1 − Acc), the mean of the redundancy of the subset, and the relative size of the subset |S|/d. All three 

are costs, and the cost minimization objective is to find a subset that is as small, redundant-free, and accurate as possible: 
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the lower the fitness, the more accurate, redundant-free, and compact the subset will be. The weights α, β, γ > 0 are used 

to trade-off the quality of detection and model compactness. For all search operators below, the minimization convention 

is used, this will resolve the above inconsistency between the stated objective and the update equations. 

𝐴𝑐𝑐(𝑆)  =  
1

𝑘
∑ 𝑆𝑐𝑜𝑟𝑒( 𝐶, 𝐷𝑓(𝑆) )
𝑘
𝑓 = 1  (18) 

𝐹𝑖𝑡(𝑧)  =  𝛼 ( 1 −  𝐴𝑐𝑐(𝑆) )  +  𝛽 𝑅𝑒𝑑 (𝑆)  +  𝛾 
|𝑆|

𝑑
 (19) 

3.4 mRMR-Guided Population Initialization 

The binary population is not randomly initialized, instead the framework is seeded using the mRMR ranking of Equation 

(17). Only a few of the original fossae are built by randomly selecting the top few features (with some randomly small 

modifications to ensure diversity), and the rest are randomly created to ensure exploration. The mRMR based initialization 

begins the global search process from informative regions of the feature space and thus speeds up the convergence of the 

search process without favouring a specific subset of the population. 

3.5 Global Search and Memetic Local Search 

In the global phase, each fossa refines its binary position by applying the FOA operators of Section 2.2, in a compact form, 

denoted by the update operator Φ in Equation (20), which advances the solution towards the best solution found but keeps 

stochastic exploration. The continuous FOA are mapped into a binary decision using a standard transfer function and 

threshold. 

𝑧𝑖(𝑡 + 1)  =  𝛷( 𝑧𝑖(𝑡), 𝑧𝑏𝑒𝑠𝑡(𝑡), 𝑡 ) (20) 

After A subset of elite solutions is fed into a memetic local search to exploit more intensely at the end of each global 

iteration. It is based on a single local-search operator: the Hamming-one neighbourhood, for which all neighbours differ 

from the current solution by only one feature (one bit flip) (see Equation (21)). The neighbourhood is checked starting from 

the most promising bit flips according to the mRMR ranking. This best neighbour is the one which most reduces the fitness 

(Equation (22)) and if the fitness is strictly improved (Equation (23)), the current solution is replaced. When there is no flip 

that further enhances the fitness, the local search stops, and a local optimum is obtained. 

𝑁1(𝑧)  =  { 𝑧 ⊕  𝑒𝑗 | 𝑗 =  1, … , 𝑑 } (21) 

𝑢 ∗ =  𝑎𝑟𝑔 𝑚𝑖𝑛  𝐹𝑖𝑡(𝑢),   𝑢 ∈  𝑁1(𝑧) (22) 

𝑖𝑓 𝐹𝑖𝑡(𝑢 ∗)  <  𝐹𝑖𝑡(𝑧)  𝑡ℎ𝑒𝑛  𝑧 ←  𝑢 ∗ (23) 

This design uses one global operator (FOA) and one local operator (mRMR-ordered Hamming-one search). Gaussian hill-

climbing and coordinate pattern search are mentioned in the previous version of the manuscript and are not included in the 

proposed framework, so they have been eliminated here for a single, consistent description. Main algorithm level 

pseudocode is a loop of local memetic updates on the elite set with one global FOA update per loop until the stopping 

criterion (maximum iterations, convergence) is reached. 

The overall process is summarized in Figure 1. It starts with the complete set of features, and mRMR calculates the 

relevance-redundancy ranking for initialization. An elite solution is then further refined by the Hamming-one local search 

ordered by the mRMR, and the FOA's attacking and chasing process is performed globally. The score of each candidate is 

given by the minimization of fitness Equation (19). The loop continues until it reaches the stopping criterion, and the 

optimal feature subset is evaluated and displayed on the classification task. 

 
Fig. 1.  Workflow of the proposed mRMR-guided Memetic Fossa Optimization Algorithm (M-FOA) for IDS feature selection. 
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4. EXPERIMENTAL RESULTS AND DISCUSSION 
This section The performance of the proposed Memetic mRMR-FOA framework is analyzed in terms of classification 

performance, feature-reduction capability, fitness convergence, and computational efficiency and compared with classical 

evolutionary and swarm-based optimizers.  

4.1 Experimental Setup Dataset 

The public RT-IoT2022 intrusion-detection dataset [13] is used for all experiments, with data of real IoT/IIoT network 

traffic including normal traffic and multiple attack families. The continuous features were scaled into [0,1]; the categorical 

features were one-hot encoded; and the entire set of d = 41 features were used as the search space. The data were divided 

into 70% training and 30% testing sets using stratified sampling and class imbalance was addressed through class-weighted 

training. Classifier. All algorithms were evaluated with the same wrapper, a Random Forest (100 trees) classifier, so that 

any differences reported is due to the features selected, and not the classifier. The accuracy of the fitness function was 

evaluated using 5-fold cross validation of the training partition set. Parameter settings. All population-based methods used 

equal number of population size N = 30 and a maximum of number of iterations T = 100. For the fitness function, α = 0.7, 

β = 0.2, and γ = 0.1; the mRMR trade-off was λ = 1.0. The elite 10% of local population were refined. GA used single point 

crossover (0.8) and bit flip mutation (0.02); PSO used the following control schedules: c1 = c2 = 1.5 and inertia = 0.7; 

GWO and FOA used their default control schedules. Runs and protocol. The algorithms were tested 30 times with different 

random seeds. Classification metrics are reported as mean values on a held-out test set, and the statistical analysis in Section 

4.4 is done on the per-run results. The evaluation measures are Accuracy (ACC), Precision, Recall, F1-score, False Alarm 

Rate (FAR). Environment. All methods were coded in Python 3.11 (scikit-learn, NumPy, SciPy) and were run on a 

workstation equipped with an Intel Core i7 CPU and 16 GB memory and 64-bit Windows 11 OS. In Table III, the runtimes 

are averaged over 30 runs.  

4.2 Classification Performance Analysis  

The classification performance of each algorithm's feature subsets is reported in Table II, using five performance metrics: 

Accuracy (overall proportion of correct predictions), Precision (ability to avoid false positives), Recall (ability to detect 

real positives), F1-score (harmonic mean of Precision and Recall, useful in case of class imbalance), and FAR (false positive 

alert rate, critical for IDS reliability).. 

TABLE II.  IOT INTRUSION-DETECTION CLASSIFICATION RESULTS. 

Algorithm ACC (%) Precision (%) Recall (%) F1 (%) FAR (%) 

GA 92.33 91.41 90.17 90.78 7.4 

PSO 94.12 93.88 92.94 93.41 6.1 

GWO 95.47 95.19 94.71 94.94 4.9 

FOA 96.22 96.03 95.62 95.82 4.3 

Memetic SU 97.11 96.92 96.88 96.90 3.3 

mRMR 95.84 95.12 95.01 95.06 4.7 

Memetic mRMR-FOA 98.43 98.22 98.31 98.26 1.9 

 

The proposed Memetic mRMR-FOA obtains the best accuracy of 98.43%, which is better than all the base lines. The 

improvement is uniform throughout Precision (98.22%), Recall (98.31%) and F1-score (98.26%), which is indicative of 

good performance in detecting both majority and minority classes. The memetic extension achieves 2.21% more accuracy 

than the standard FOA and a FAR of 1.9% compared with 4.3%. These gains validate the importance of the joint control 

of information-theoretic relevance and redundancy. Memetic SU is a memetic variant of SU based on the standard FOA, 

but it is not explicitly capable of removing redundant features and it depends only on the symmetry of the uncertainty, 

outperforming standard FOA; while mRMR-FOA explicitly balances relevance and redundancy while outperforming 

standard FOA in terms of generalization and false alarms. In the proposed method false alarms are not costly and the low 

FAR is significant for intrusion detection applications. 

4.3 Feature Selection and Optimization Analysis 

Results of feature selection and optimization are given in Table III. The proposed Memetic mRMR-FOA selects the least 

number of features (13), and achieves the best (lowest) fitness value (0.038), with a higher reduction ratio (68.3%), which 

represents the percentage of the original features removed from the model. The standalone mRMR filter is the fastest (6.3 

s), but less accurate than the hybrid methods; the proposed method achieves a competitive run time of 23.3 s that 
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demonstrates that the presented hybrid method is a good dimensionality reduction approach without losing too much 

detection quality. 

TABLE III.  FEATURE-SELECTION RESULTS. 

Algorithm Selected Features Reduction (%) Fitness Runtime (s) 

GA 23 43.9 0.089 34.2 

PSO 21 48.7 0.081 29.1 

GWO 19 53.6 0.073 25.4 

FOA 18 56.1 0.068 22.7 

Memetic SU 16 60.9 0.055 24.1 

mRMR 20 51.2 0.076 6.3 

Memetic mRMR-FOA 13 68.3 0.038 23.3 

 
Fig. 2.  Correlation between reduction ratio and fitness value (lower fitness is better). 

 
Fig. 3.  Feature-reduction ratio by algorithm. 

The results are illustrated in Figures 2 and 3. It is observed that there is a definite negative correlation between reduction 

ratio and fitness value as seen from figure 2, where higher reduction leads to lower fitness (which is a cost) while the 

proposed method places itself at the most favorable corner, with the highest reduction and the lowest fitness. The height of 

each bar in Figure 3 represents the reduction ratio direct comparison, with Memetic mRMR-FOA showing 68.3%, which 

is significantly higher than the classical metaheuristics, GA and PSO. The figures show that the combination of mRMR 

and memetic search eliminates significantly more redundancy than either of the two single filters or the traditional 

optimizers, thus balancing redundancy reduction with a high detection quality. 

4.4 Statistical Significance Analysis 

To The non-parametric Friedman test was applied on all of the 30 independent runs of the seven algorithms to conclude 

whether the differences between these algorithms are statistically significant or random. The Friedman test in this case 

gives a result in Table IV of χ² = 22.71 with p = 0.00039, which is below the critical level of 0.05, so that the null hypothesis 

that all the performances are equal is rejected. A Nemenyi post-hoc test was used as the omnibus test only shows that 

differences exist, and indicates which pairwise differences are significant. The proposed Memetic mRMR is the best at the 

level of 0.05, and is significantly different from GA, PSO, GWO, standalone mRMR, and standard FOA, with the difference 
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being smaller but still in favour of the proposed method in the case of Memetic SU. The results indicate statistical evidence 

of the superiority of the proposed framework over the compared evolutionary and swarm based feature-selection methods. 

TABLE IV.  STATISTICAL SIGNIFICANCE ANALYSIS (FRIEDMAN TEST WITH NEMENYI POST-HOC). 

Test Chi-Square (χ²) p-value Interpretation 

Friedman test (k = 7, n = 30) 22.71 0.00039 Significant differences among algorithms 

Nemenyi post-hoc (proposed vs. 

baselines) 
— < 0.05 

Proposed method ranks first and differs 

significantly 

5. CONCLUSIONS 
This research proposed and tested a combination of feature-selection approach (Memetic mRMR-FOA) to overcome high 

dimensionality and security issues existing in IoT network traffic. The framework combines the filtering capacity of mRMR 

and the combination of global search+local search from a memetic Fossa Optimization Algorithm, which enables the 

inclusion of highly relevant features while eliminating redundant ones. The optimization has only one aim: to rank features, 

and throughout the pipeline it aims to optimise a fitness function which jointly represents detection error, redundancy, and 

subset size. The model proposed in this paper outperforms the standalone filters and the traditional metaheuristics like GA, 

PSO and GWO in terms of feature-reduction ratio on the RT-IoT2022 benchmark with 68.3%. 

Most important, the minimalization of the features, to 13 attributes, did not affect classification performance, but rather 

enhanced detection performance, which resulted in the highest fitness value and the lowest false-alarm rate of all methods. 

While standalone mRMR can be significantly faster in terms of raw runtime, the proposed hybrid provides a desirable 

balance between speed and prediction accuracy, and is well suited for deployment on the resource constrained IoT 

gateways, where security is a major concern. The framework will be tested for its resistance to zero-day attacks and its 

performance in edge-computing and decentralized IoT systems in the future. 
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