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ABSTRACT

In the dynamic landscape of cloud computing, multi-cloud environments have emerged as the
prevalent ones due to offering a host of advantages including redundancy, flexibility, and increased
security. These multi-cloud environments can, however, be vulnerable to stealthy cyber-attacks,
thereby making it a challenging job to find efficient intrusion detection systems (IDS). The efficiency
of the Machine Learning-based Intrusion Detection System in multi-cloud environments has been
evaluated using a 1-D Convolutional Neural Network to classify network traffic based on the UNSW-
NB15 dataset. The dataset included a wide variety of network features, and it was decided that it could
be used directly after converting the categorical variables into their numerical forms and scaling them
with MinMaxScaler. This was used for training and testing the 1D-CNN model, which had attained an
accuracy of 84.02% during training and 82.79% on validation. Further, the performance of the model
is elicited with metrics that include precision at 80.91%, recall at 82.79%, and an F1-score at 81.28%,
showing its capability in identifying network intrusions effectively. The small difference between the
accuracy of training and validation shows that overfitting was minimal; thus, the model will generalize
well when applied to unseen data. This research underlines the possibility of using deep learning
techniques, and particularly CNNs, for intrusion detection in complex multi-cloud infrastructures.
Probably future work would be optimizing the model through hyperparameter tuning, using additional
sources of data, and even exploring much more sophisticated architectures that will further improve
the accuracy of intrusion detection.

1. INTRODUCTION

The rapid acceptance of cloud computing had brought a sea change in the fundamental dynamics of how organizations
implement and manage their IT infrastructure. As businesses increasingly turn to multi-cloud environments-leveraging the
offerings of multiple cloud providers simultaneously-they realize advantages in redundancy, flexibility, and the ability to
avoid vendor lock-in. Of course, these advantages carry consequences in terms of increased security risks.

Because of their very nature, multi-cloud architectures exacerbate complexities with network management, data
synchronization, and security enforcement in ways that can provide vulnerabilities for even the most sophisticated types of
cyber-attacks. These same security mechanisms, many designed for single-cloud or on-premises environments, struggle to
handle the dynamic and distributed nature of multi-cloud ecosystems. Therefore, sophisticated Intrusion Detection Systems
should be developed for efficient detection and mitigation of any form of possible threat across varied and connected cloud
platforms [1, 2].

It is the portions of intrusion detection systems that monitor, detect, and respond to unauthorized or malicious activities
within a network. It is in this regard that, for the last couple of years or so, much attention has been given to IDS based on
machine learning-based techniques owing to their ability to automatically learn both normal and abnormal behavior patterns
from big datasets. Among various machine learning approaches, CNNs, a family of deep learning algorithms, have
promised a great deal in network security by automatically extracting and learning features hierarchically from the input
data in a very effective way to detect complex patterns that indicate network intrusion.

The performance of the | D-CNN-based IDS in a multi-cloud environment is investigated in this research, using the UNSW-
NB15 dataset, one of the comprehensive network traffic datasets for cybersecurity-related research. It consists of a rich set
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of features that represent different aspects of network traffic, such as protocol types, packet rates, and byte counts, among
other things, necessary to classify normal and malicious activities.

Preprocessing was done by converting categorical variables into numerical representations and then normalizing the data
to be used in training for classifying network traffic into the different categories of various attacks and normal traffic. The
majority of the work has concentrated on the performance of this 1D-CNN model in detecting intrusions correctly, with
the metrics relevant in this case being accuracy, precision, recall, and F1-score.

Results have shown the highly generalized performance of the proposed 1D-CNN-based IDS with high accuracy for both
the training and the validation dataset, thus showing its applicability in real-world multi-cloud environments. It also
identified areas for further improvement: bringing the slight overfitting observed and exploring higher complexities in
model architecture.

The contribution of this research represents the quest for IDS effectiveness within a multi-cloud environment as part of
ongoing efforts toward making cloud infrastructures secure from the ever-evolving landscape of cyber threats. The results
of the current study also emphasize the need for continued innovation in the security technologies to keep pace with the
ever-growing complexity of the cloud computing environments and the sophisticated nature of modern cyber-attacks.

2. RELATED WORK

Lav Gupta and Tara Salman [3] introduce a new system called MUSE that responds to security challenges arising in
healthcare networks, especially with increased network complexity due to the integration of IoT devices, edge computing,
and core clouds. The system MUSE makes use of deep hierarchical stacked neural networks to detect malicious activities
that alter data moving within different parts of the healthcare network.

MUSE innovation lies in the fact that it can aggregate small, already trained models in the edge clouds into a large pre-
trained model in the core cloud. It drastically reduces the training time of the model in the core cloud to only 6-8 epochs,
while each individual edge has to train 35-40 epochs. Comprehensive verification based on the test data showed that MUSE
speeds up training by 26.2% while retaining high accuracy, in the range of 95% to 100%, when detecting unknown attacks.
This would underline the potential of this system in enhancing the security and efficiency of next-generation health care
networks.

Some newer ways have been developed for cloud security enhancement, combining the works on Privacy Preserving
techniques with IDS by C. Jansi Sophia Mary and K. Mahalakshmi [4] to protect vital business data within the cloud. Their
research has introduced the SHO-DESNID method, combining sea horse optimization with a deep echo state network for
improved intrusion detection in cloud environments.

It employs min-max normalization in pre-processing the data and then classifies an intrusion into various classes using the
DESN model. The SHO algorithm helps in hyperparameter optimization, strengthening the DESN model. In a simulation
using benchmark IDS databases, the proposed SHO-DESNID technique outperforms the existing methods hence fortifying
cloud security with its accuracy in detecting and classifying network abnormalities.

Qigang Liu and Deming Wang, [5] in their work, point out that intrusion detection systems or IDS introduce complexities
due to the intrusion nature in various ways and class distribution, which is highly imbalanced. For an effective IDS, classic
methods such as non-robustness dependant on predefined features, and automatic feature learning suffers from overfitting.
Also, unsupervised multi-class classification can't work effectively.

These problems are addressed by the authors, who propose a new approach that leverages distinctive features from three
perspectives: anomaly identification, clustering, and classification. Their method involves three different models: an
autoencoder-based contrastive learning model for feature extraction, a supervised-learning-based clustering model, and a
classifier with an MLP model.

The models are wrapped in one framework with a custom-designed loss function to handle class imbalances. Intensive
experiments on classic intrusion detection datasets show that their approach significantly outperforms the existing methods
in binary and multi-class classification tasks, which further confirms the efficiency of boosting the performance of IDS.

3. PROPOSED METHODOLOGY

The proposed methodology is focused on how to leverage the Convolutional Neural Network in order to develop an
Intrusion Detection System for a multi-cloud environment. Since network traffic in multi-clouds is very complex, it is
challenging for traditional detection methods to identify sophisticated, constantly evolving threats.

Addressing the challenges, this approach will integrate into the field of advanced machine learning, which includes feature
extraction, data preprocessing, and optimization of models, to give an enhanced outcome regarding better detection
accuracy. We begin with the acquisition and preparation of the UNSW-NBI15 dataset, which would be the basis on which
we train the IDS. This is one of the most complete representatives of current network traffic, which includes both categorical
and continuous features of network communications [6,7].
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Extensive preprocessing was done to make this data more suitable for feeding into the model and learning from it: the
categorical variables were transformed by means of Label Encoding; feature values were normalized with MinMaxScaler.
The preprocessing on the input data, by performing normalization, is an important step in that the data becomes consistent;
hence, the learning process for 1D-CNN will be easier.

Also, the architecture of 1D-CNN in itself is a design for the extraction of complex patterns within the network traffic. In
addition, the layers are set such that they progressively refine features that are of importance. In the process of training and
evaluating the model, the dataset was divided into both a training set and a validation set to make sure the model
performance undergoes stringent testing.

All these steps are followed while continuously monitoring key performance metrics, including accuracy, precision, recall,
and Fl-score, so that the model fits the training data well and generalizes effectively to the unseen ones. Hence, the
proposed methodology uses the robustness of deep learning on preprocessed data to develop an IDS for protection against

a wide array of cyber threats in multi-cloud environments.

3.1 Dataset Description

This dataset is utilized in this paper for the development and performance evaluation of the proposed Intrusion Detection
System, whereby the dataset itself has become a standard benchmark for research in cybersecurity. It is specially designed
to simulate modern network traffic in such a way that it is able to capture a wide range of both normal and malicious
activities. It consists of 100,000 records of network connections, each with 49 features [8,9].

Thus, the 49 features are both categorical and continuous variables that comprehensively represent various aspects of
network traffic: protocol type, service type, packet statistics, and flow features. The dataset was generated by the IXIA
PerfectStorm tool in a controlled environment at the Cyber Range Lab of the Australian Centre for Cyber Security (ACCS).
This dataset is of value because it has been diverse enough to contain several attack categories: Fuzzers, Analysis,
Backdoors, DoS, Exploits, Generic, Reconnaissance, Shellcode, and Worms, together with normal traffic; hence, it is a
very ideal candidate for training and testing machine learning models that are to be applied for intrusion detection. Fig 1.
Shows Features Correlation Matrix.

The UNSW-NBI15 dataset contains an extensive coverage of contemporary cyber-attacks in its structure, which constitutes
various attack types based on real-world scenarios. Each of the attack categories represents a particular methodology for
network security compromise; thus, they are broadly variable for testing and evaluation purposes of intrusion detection
systems. The main attack types in the dataset are:[10][11]

e Fuzzers: These are types of attacks where random or invalid data is sent to a system in search of possible
weaknesses. The goal of fuzzers is to crash systems or find security loopholes by deluging them with unexpected
input.

e  Analysis: This class also includes passive attacks, wherein the attacker does not interfere directly with the system
himself but rather sniffs and analyzes network traffic or system logs for information that can be used in subsequent
attacks.[12]

e Backdoors: A backdoor is a method of bypassing the usual procedures for authenticating a user to attain
unauthorized access to the system. This can be affected through the installation of malware or intentionally being
inbuilt in software to allow the hacker to administer systems remotely [13,14].

e Denial of Service: Such classes of attack are characterized by the unreadiness of a system or network resource to
serve its legitimate users due to the attack site being saturated by a vast volume of deceitful requests, thus resulting
in a service disruption [15,16].
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Fig .1. Features Correlation Matrix

e Exploits: These refer to the capability of taking advantage of vulnerabilities in software, hardware, or network
protocols to execute malicious code or gain unauthorized access. Normally, exploits are used as tactics together
with other methods of attack to achieve a particular objective.[17]

e  Generic: This kind of attack is related to methods that can target any cipher or encryption algorithm without regard
for its structure. The aim here is to compromise the security mechanisms regardless of the applied method of
encryption.[18]

e Reconnaissance: This is essentially information gathering; hacking attempts target scanning and probing the
networks for active devices, open ports, and vulnerabilities that can be used in future attacks.[19]

o  Shellcode: Small pieces of codes used as a payload in exploits to take control of a system. The code would
generally be injected into a vulnerable program to open a command shell or execute any other arbitrary commands
on the target machine.

e Worms: This is self-replicating malware that propagates across the network, using or exploiting certain
vulnerabilities in other systems. Unlike viruses, worms do not need attachment to an existing program and
propagate on their own. They do really extensive damage. Fig 2. Shows distribution of attacks categories.[20,21]
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Each of these attack types presents challenges for network security in another way and illustrates the need for enhanced
detection mechanisms, such as the one proposed, 1D-CNN-based IDS. The involvement of these different categories makes
the UNSW-NB15 dataset thoroughly test an IDS to make it resilient against various kinds of threats coming into practice
in real-world multi-cloud environments. The dataset used in this study includes features as shown in Table 1.

TABLE I. UNSW-NBI15 DATASET FEATURES

Feature Description

dur Duration of the connection in seconds

proto Protocol used, such as TCP, UDP, etc.

service Network service on the destination, e.g., HTTP, FTP, - for no service
state State of the connection, e.g., FIN, INT

spkts Source to destination packet count

dpkts Destination to source packet count

sbytes Source to destination byte count

dbytes Destination to source byte count

rate Number of packets per second for the connection
sload Source bits per second

dload Destination bits per second

sloss Source packets retransmitted due to loss

dloss Destination packets retransmitted due to loss
sinpkt Time between packets sent by the source

dinpkt Time between packets received by the destination
sjit Source jitter

djit Destination jitter

swin Source TCP window advertisement

stcpb

Source TCP base sequence number
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dtepb Destination TCP base sequence number

dwin Destination TCP window advertisement

teprtt TCP connection setup round-trip time

synack TCP connection setup time for SYN-ACK

ackdat TCP connection setup time for ACK

smean Mean of the bytes sent per packet by the source

dmean Mean of the bytes sent per packet by the destination

trans_depth Layer in the protocol stack where the data is located

response_body_len Content size of the HTTP response

ct_src_dport_ltm Count of source IP addresses to specific destination ports within 100 connections
ct_dst_sport_ltm Count of destination IP addresses to specific source ports within 100 connections
is_ftp login Indicates if the login is to an FTP server (1 if yes, 0 if no)

ct ftp cmd Number of FTP commands

ct flw_http mthd Number of HTTP methods

is_sm_ips_ports Indicates if source and destination IP addresses and ports are identical

attack cat Attack category (e.g., Normal, Fuzzers, DoS, etc.)

label Binary label (1 for attack, 0 for normal)

3.2 Model Description

The model used for this research is 1D-CNN, developed to detect network intrusions in a multi-cloud environment.
Traditionally, CNNs are applied to image recognition tasks, though they have proved very effective in the analysis of
sequential data, given the fact that it automatically learns the spatial hierarchies of features through convolutional layers.
On the other hand, in intrusion detection, 1D-CNN treats network traffic data as one-dimensional sequences. It thus creates
a normal class against many attack types by finding patterns.[22]

The architecture of the 1D-CNN model typically consists of a variety of layers; each plays a different role in the
transformation and extraction of the input data into meaningful features. It consists of multiple convolutional layers to
apply filters on the input data; these are followed by pooling layers, which reduce the dimensionality of the feature maps
by giving important features that are more striking. [23,24]

These layers will help in the extraction of local dependencies from the network traffic data representing potential intrusions.
The last layers of the 1D-CNN are fully connected, or dense, which merge the extracted features to make the final
classification. This model has a softmax activation function in the output layer, which makes this model give a probability
distribution across classes and, therefore, predict the category of network traffic-whether it is normal or one of the attack

types.
Table 2. summarizes the architecture of the 1D-CNN model used in this study.

TABLE II. PROPOSED 1D-CNN MODEL ARCHITECTURE

Layer Type Layer Details Output Shape
Input 1D Network Traffic Data (Batch Size, 43, 1)
Conv1D 32 filters, kernel size 3, ReLU activation (Batch Size, 41, 32)
MaxPooling1D Pool size 2 (Batch Size, 20, 32)
Conv1D 64 filters, kernel size 3, ReLU activation (Batch Size, 18, 64)
MaxPooling1D Pool size 2 (Batch Size, 9, 64)
Flatten Flatten the input (Batch Size, 576)
Dense 128 units, ReLU activation (Batch Size, 128)
Dense 10 units (number of classes), softmax activation (Batch Size, 10)

4. RESULTS AND DISCUSSION
The performance of the proposed CNN-based IDS is assessed using the UNSW-NB15 dataset. Key performance indicators
will therefore focus on the evaluation metric of accuracy, precision, recall, and F1-score derived from the UNSW NB 15
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dataset. Training accuracy achieved is about 84.02%, good enough to depict excellent generalization capability with
validation accuracy of about 82.79% on unseen data.

The validation results showed that it is quite good in segregating between normal and malicious network traffic, reflected
in the precision with 80.91% and recall with 82.79%. The F1-score, which is the balanced mean of precision and recall,
further underlined the robustness of the model with the value of 81.28%. Indeed, these results can indicate a new possibility
of CNN-based IDS with better reliability, in respect to multi-cloud security to detect varieties of network intrusions.

4.1 Discussion on Loss Graph Results

The graph of loss provides critical insights into the learning dynamics of the CNN-based IDS over the course of training.
In the initial stages, both the training and the validation losses take a drastic turn down within the first 10 epochs, which
shows that the model learned the fundamental pattern in the network traffic quite rapidly. This sharp decrease in loss could
indicate that the learning process is effective, such that over time the model can indeed become increasingly confident in
distinguishing between normal activities versus malicious ones.

While with further training the training loss continued to go down, reaching a value of about 0.41 at the 50th epoch, this is
already a good omen: the model keeps on improving as it minimizes the error on the training data. However, most
importantly, one considers the fact that the validation loss, while also falling first, starts to get levelled after about the 30th
epoch at around 0.45, as shown in Fig 3.
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Fig .3. Training and Validation Loss

This plateauing effect, put against the fact that the validation loss is still a little higher than the training loss, implies the
fact that while the model generalizes rather well to unseen data, its potential for more improvements on the validation set
diminish beyond a certain point.

This small gap between training and validation loss is remarkable. This gap therefore indicates that the model does not
overfit significantly, which is a common problem of deep learning models when they have been trained for a very long
time. Generally speaking, overfitting occurs when the performance of the model is good on the training data but poor on
new, unseen data, reflected by a large difference between the training and validation loss.

Here, the relatively small gap suggests that the model generalizes reasonably well while still being fit to the training data.
It means that the applied regularization methods and architecture are doing a good job of at least somewhat mitigating
overfitting.

However, the plateau of validation loss being higher than training loss shows there is still room for improvement. This can
be attained by further tuning the hyperparameters of the model, either by changing the learning rate, adding dropout layers
to avoid overfitting, or using a different architecture of the network. Additionally, slight increases in model complexity or
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numbers of variations in the dataset can help further improve the model's performance on the validation set and bring it
closer to convergence of training and validation loss for generalization.

This loss graph speaks to a well-optimized model with efficacy but also points to areas of fine-tuning that might improve
performance even further-especially in narrowing down the difference between training and validation loss, and further
improvement by more epochs.

4.2 Discussion on Accuracy Graph Results

The accuracy graph brings into view the evolution and maturation process of the 1D-CNN-based IDS in training. The first
10 epochs are full of a rapid increase in both training and validation accuracy because the model quickly picked up most
of the basic features it needs to tell normal from malicious network traffic. This rapid improvement in early epochs is
indicative of the fact that the model indeed does a good job of capturing the essential patterns within the dataset.

As training progresses, the training accuracy continues its upward trajectory until reaching approximately 84% by the 50th
epoch. The increase in training accuracy steadily, therefore, would suggest that a model learns incrementally to make
correct predictions on the training data while it is fine-tuning to capture the subtle features defining different attack types.
Such a smooth increase in training accuracy without any sudden drops or fluctuation is generally a good sign as far as the
stability in model learning and the appropriateness of the selected learning rate and architecture go, as shown in Fig 4.
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Fig .4. Training and Validation Accuracy

While the training accuracy increases, the validation accuracy, which follows it during the first parts of training, starts to
flatten after around epoch 30 and levels out at approximately 83%. This stagnation of the validation accuracy after a while
is indicative of the fact that for this model, there comes a point beyond which the law of diminishing returns sets in regarding
generalizing on unseen data.

The close alignment of training and validation accuracy across epochs assures that overfitting is not a considerable problem,
which is also supported by the fact that the loss graph illustrates similar patterns. However, this plateau now reached denotes
that further increases in the number of training epochs are not likely to bring substantial improvements in generalizing
performance from this model.

The training and validation accuracy values are closely aligned. It gives reason that the model is balancing between the
abilities of learning from the training data and generalizing to new, unseen examples. That these two metrics are not very
different reinforces the earlier conclusion that this model is not overfitting, something so crucial for real-world, reliable
performance. On the other hand, this model probably has exploited the information that it could get from the present
architecture and feature set, as the validation accuracy plateaus at around 83%.

In light of these observations, further improvement is conceivable, even though the already trained model produces an
impressive accuracy of about 83%. This may require some changes in the model architecture to try to break through this
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plateau to push higher on the validation accuracy, either with additional layers or trying other neural network architectures
that can capture more complex features in the data.

It is probably due to further refinement in the process of feature engineering, including other relevant features or taking a
feature selection process so efforts can be concentrated on the most predictive variables. Hyperparameter tuning could be
extended to learning rate schedules and batch sizes, besides regularization techniques that may help in further optimizing
the performance of the model.

In short, the accuracy graph reflects that the model is doing an effective job of learning the process and stands firm in
performance. However, because of a plateau in validation accuracy, to achieve more gains, the use of more advanced
techniques or modifications becomes necessary. Thus, this points out the venue for future research and development in
optimizing this IDS to obtain higher accuracy in network intrusion detection.

4.3 Discussion on Confusion Matrix Results

The confusion matrix is an insight into the elaborated performance of the proposed model based on 1D-CNN for network
activities of multiple classes and hence highlights its strengths and weaknesses with regard to intrusion detection. The
resultant matrix spans across 10 different classes representing various types of network traffic including normal activities
and several categories of network attacks.

Each diagonal element in the matrix represents the number of correct classifications for a class in question, while the off-
diagonal elements represent misclassifications of a model since it has incorrectly identified one class for another.

One of the striking observations of the confusion matrix is that the high accuracy with which the model classified normal
network traffic denotes 7,146 good classifications, reflecting strong strength and a very positive ability to reveal benign
activities from potentially malicious ones. This may be one of the most key points in the accuracy classification of normal
traffic, which minimizes the chance of false positives-the normal behavior being flagged as an attack-and hence minimizes
unnecessary alerts by focusing attention on actual threats, as shown in Fig 5.
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Fig .5. Confusion Matrix of Proposed 1D-CNN

It does, however, indicate a significant level of confusion between some attack types, predominantly between DoS and
Exploits. The model misclassified 364 DoS attacks as being from the class Exploit and 315 instances of Exploits as
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belonging to DoS. This therefore means that these two kinds of attacks are adequately similar in feature space that the
model has a hard time telling them apart. This is possibly with regard to the nature of such an attack, which may employ
similar vulnerabilities or have similar network behaviors that would make the two overlaps in a way capable of bringing in
classification errors.

Another strong point of the model can be seen in the Generic attack category, which was correctly classified 3,628 times.
This would lead me to believe that the model learned about this type of attack quite well, perhaps because there was a well-
defined pattern or it simply had more sizeable examples with which to generalize well for this class.

On the other hand, this matrix shows the challenges brought about by class imbalance, especially regarding attack types
like Worms, Shellcode, and Analysis, due to their rather limited number of instances in the dataset. In all probability, the
relatively small number of examples for such classes contributed to lower prediction accuracy because the model had fewer
opportunities to learn from the distinctive features of these less common kinds of attacks. The result might be a model that
performs on imbalanced datasets, usually skewing towards the classification of more frequent classes and performing badly
on the rare ones.

One interesting observation that might arise here is the misclassification of Fuzzers into normal traffic, with 633 instances
being labeled as benign. This may be a big problem because this could lead to a situation whereby threats were overlooked
by the model, and malicious activities would pass through without detection. The Fuzzer attack involves sending malformed
or unexpected inputs to a system in search of vulnerabilities, and the nature of this attack might be very subtle to detect.
Put differently, the confusion matrix has underlined the dual nature of model performance-very good for recognizing
normal traffic and some types of attacks, such as Generic, mediocre regarding the recognition of similar attack categories
such as DoS and Exploits. This is also underlined by the misclassification of Fuzzers as normal traffic.

These insights further confirm that more feature engineering-for example, working on an improved set of features to better
capture the salient properties of confused attack types-or model tuning, such as better adjustments to class weights for the
purpose of overcoming imbalance, might lead to higher accuracy and robustness in the wide range of network intrusion
detection tasks.

4.4 Discussion on ROC Curve Results

The ROC curve shows the deep analysis of the CNN-based model, which can identify various classes of network activities
and, at the same time, present both the overall and the class-specific performance about intrusion detection. The dotted
pink line represents the micro-average ROC curve with an AUC value of 0.99. This almost perfect AUC signifies that the
model performs well in classification for all classes, showing high precision in differentiating between benign and malicious
network traffic.

This high AUC suggests that this model is well-calibrated and thus especially suited to the multi-class classification
problem where the correct identification of several types of attacks is rather necessary, as shown in Fig 6.
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Diving into the classes-specific performance, most classes see their AUC values within a range of 0.95-1.00, further
evidencing the strong discriminatory power of the model for such classes of an attack. Notably, the Generic class of an
attack provides the AUC value of 1.00; this therefore suggests that the model perfectly separates this class from all other
classes without any misclassifications.

This perfection in identifying Generic attacks might be attributed to the distinct patterns in the data that the model has
learned effectively. For instance, normal traffic is highly represented by a very high AUC of 0.98, which justifies the
robustness of the model in identifying benign activities and reducing the likelihood of having false alarms-a critical
characteristic in minimizing unnecessary security alerts.

However, with 0.90, the Fuzzers class is the lowest in all classes, though still a good performance. This agrees with the
confusion observed in the confusion matrix, where Fuzzers were often confused as normal traffic. Though this was the
lowest AUC among the classes, the value of 0.90 still indicates good discrimination ability, though it highlights a relative
weakness in the model's ability to distinguish Fuzzers from other classes.

This is perhaps because Fuzzer attacks are insidious and come in various forms, unlike other attack types, and may thus
not clearly give rise to discernible patterns that can easily be detected.

The actual shapes of the ROC curves provide further insights into the model performance. Most of the curves go up very
fast in the region near the y-axis, which indicates that the model has achieved a high true positive rate when the false
positive rate is still very low. This is the most favorable feature in a security system, since the efficiency to detect true
threats will not be dampened by too many false alarms. Therefore, any system which can hold high detection rates along
with reduced false positives increases the overall trustworthiness and efficiency of security.

All ROC curves lie well above the diagonal dashed line representing a random classifier. Such a huge difference again
reassures that the model, for all classes, has strong predictive power, considerably higher than the performance of a random
guess. The reliability and effectiveness of the model in a real-world network security environment are further underlined
by the capability of the model to keep on outperforming a random classifier across all kinds of attacks and normal traffic.
The ROC analysis also portrays a capable model that is doing an exceptional job of discriminating among network
activities. Based on the consistently high AUC values across the board, this model is promising and will perform well in
deployment in network security settings. It enables the detection of various attack types with a high degree of accuracy,
while the ratio of false positives remains low. This makes it a strong tool for improving multi-cloud environments' security
posture.

5. CONCLUSIONS

This paper has demonstrated the performance of a 1D-CNN-based model on intrusion detection in a multi-cloud
environment using the UNSW-NBI15 dataset. The model performance was fairly brilliant with a training accuracy of about
84%, while the validation accuracy is approximately 83%, showing good generalization. Precise analysis of various metrics,
such as loss, accuracy, ROC curves, and the confusion matrix, underlines the strengths, at the same time revealing parts
that need further refinement.

This is exceptionally good in classifying normal traffic and certain types of attacks, such as Generic, which the high AUC
values and significant correctness of classification prove. This analysis again shows challenges, especially in the
differentiation of similar attack types like DoS and Exploits, and the spotting of the rarer classes like Fuzzers sometimes
got misclassified as normal traffic.

These observations thereby hint that while the present model is strong and powerful, it has more room for enhancement-
such class imbalance issues, further refinement of feature engineering, deeper architecture, or hyperparameter tuning-which
elevates its performance to newer heights. This work demonstrates a commitment to the potential of machine learning
models, in particular CNNSs, to improve security in multi-clouds by providing accurate and reliable intrusion detection.
Research presented herein is a contribution to one of these active developments: to create sophisticated, adaptive security
mechanisms which will be able to resist a wide range of cyber threats effectively on increasingly complex cloud
infrastructures, and thus will be of added value for both network security professionals and researchers alike.
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