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ABSTRACT

This analysis primarily examines the compatibility of IoT security and DL in offering attack prevention
services for [oT devices. Consequently. The field of Internet of Things (I0T) is seeing significant growth.
Consequently, there is an increasing amount of data being exchanged between cloud technologies and
wireless networks to ensure smooth data flow among linked devices. Simultaneously, the Internet of
Things (IoT) proves to be an exceedingly susceptible ecosystem that is susceptible to a wide range of
threats. These entities has the capacity to cause extensive destruction to a country and also pose the most
significant immediate economic threat. This survey essay aims to thoroughly examine the integration of
5@, 10T, and security. It is crucial to prioritise the requirement for security systems. The introduction
discusses the infiltration of web vulnerabilities into devices, based on the provided information about
attacks and threats. Subsequently, it demonstrates the crucial requirement for efficient security protocols.
Consequently, it proceeds by examining the interdependence between DL and security, highlighting the
security enhancements provided by DL to IoT. This study examines several endorsements of the DL-
based technique for detecting many assaults across a diverse range of [oT environments, such as DSOS,
DDoS, probing, user-to-root, remote-to-local, botnet, spoofing, and man-in-the-middle attacks, among
others. In addition, the work provides a comprehensive description of deep learning techniques and the
difficulties that arise when integrating deep learning-based security solutions in the context of the Internet
of Things (IoT). Furthermore, the effectiveness of (DL) in enhancing IoT security has been confirmed
by detailed case studies and real-life experiences. The poll also conducts a thorough analysis of security
requirements in 5G IoT networks, emphasising the importance of understanding the vulnerabilities that
may arise during times of crisis and chaos. This survey focuses on the comprehensive analysis of the
delicate relationship between [oT, DL, and security. It provides numerous options for gaining a deeper
knowledge and effectively managing the difficult security challenges in the IoT ecosystem.

1. INTRODUCTION

The particularly deep learning (DL), has emerged as an essential component of security strategies in recent years, ensuring
its effective functionality. Al technologies, encompassing machine and deep learning together with natural language
processing, have the potential to transform security in the realm of IoT. They can effectively identify and halt threats, while
also providing guidance on remedial actions. This literature analysis aims to conduct a thorough examination and provide
significant insights into the feasibility of maintaining security in the 5G IoT field. The objective of this study is to establish
a comprehensive knowledge base for academics and practitioners in the business by analysing current studies, identifying
future trends, and considering the complexities of the subject. A comprehensive bibliographic approach was employed to
identify pertinent papers, with the majority of the databases searched being SCOPUS, IEEE Xplore, Science Direct, Web of
Science, ACM, and MDPI. This literature review specifically examines four key areas: the role of 5G, IoT, and security
orchestration; the interconnectedness between DL and IoT security; the utilisation of DL-based techniques to detect attacks
in Internet of Things ecosystems; and the security requirements in 5G IoT networks.
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These categories are essential in determining the level of knowledge and competence that humanity must acquire in order to
effectively combat and manage security risks related to the Internet of Things (IoT).as shown in Figure 1.

Fig. 1. Literature Review Scope.
2. 10T SECURITY IN THE AGE OF 5G CONVERGENCE

The emergence of Internet of Things (IoT) and 5G networks signifies a significant increase in connectivity. It is projected that
the current 50 billion IoT devices will be smoothly linked into the internet infrastructure by the end of 2025. This geometric
intensity also applies to the flow of data. It is projected that the volume of traffic will nearly quadruple between 2016 and 2021,
with over 75% of this traffic being generated by non-personal computer devices. Considering the 10 billion smart ecological
systems, it is anticipated that up to 42% of M2M traffic will involve transactions related to connectivity [1].
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Fig. 2. projected and non-projected Growth in IoT-Connected Devices and Data Traffic between 2010 to 2025.
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Refer to figure 2, which illustrates the predicted prediction for unconnected devices by 2025 (figure 2a), as well as the anticipated
volume of data traffic generated by connected devices (figure 2), including both projected and non-projected increase. This
statistic is based on practical evidence rather than theoretical assumptions. Specifically, it predicts that the quantity of data packets
will increase by a factor of 10,000 by the year 2030, as networking facilitates the dissemination of information to individuals.
This initiative provides a platform for services to address the demands of both humans and automation, consisting of several
layers of machines and human beings. This divergent paradigm necessitates the advancement of wireless networks with enhanced
capacity and efficiency, while simultaneously reconciling disruptive media modalities. The digitised world incorporates
humanization through the collaboration of human users, networks of smart devices, and autonomous systems [3,4]. Discussing
technical obstacles, such as configuring networks, allocating resources, and processing signals in 5G and future networks, is a
crucial objective for enabling support for [oT applications. In addition, the susceptibility of [oT systems hardware remains another
obstacle, with more than 70% of the devices being compromised [5]. The appropriate utilisation of 5G networks, Internet of
Things (IoT), and physical systems allows for the attainment of standardisation in deep learning and DL on a global scale. These
technologies will greatly enhance the systems and address the issues associated with the convergence of IoT. This will enhance
the maximum capabilities of interconnected systems throughout the era of 5G IoT convergence.

3. SURFACE AND EMERGE SECURITY ISSUES IN THE 5G IOT NETWORKS

To comprehend the extensive array of security concerns in the 5G IoT network domain, it is necessary to conduct a
comprehensive examination of the academic research and literature available on the topic. We conduct extensive research
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in the field of literature to highlight the significant discoveries made by fellow researchers who share similar interests. A
novel mitigation method developed by researchers [6] aims to address network attacks on power grid networks and address
critical infrastructure security issues. Another study presents a method to detect fog-based assaults, which can be widely
implemented in IoT security to address various types of attacks, including DoS, U2R, and R2L attacks. These attacks
highlight the intricate aspect of IoT security. The essay [8] focused on analysing the security landscape of the Internet of
Things (IoT) and specifically aimed to identify potential ransomware and malware attacks, which are considered the
primary dangers to the IoT ecosystem. Another area of concentration [8] is enhancing collaborative intrusion detection,
which encompasses crucial elements such as boosting detection accuracy to enhance the efficiency of security threat
mitigation. In addition, a writer explores this topic further by examining electricity consumption trends using Android
mobiles as a means to evaluate ransomware assaults. In addition, the study [11] not only highlights the misuse of local user
accounts, but also emphasises intrusions via [oT systems to collect sensitive information, illustrating the difficulties
associated with the IoT. Moreover, recent instances of zero-day attacks targeting loT protocols have been emphasised [12],
posing significant threats to data integrity and facilitating widespread attacks. Furthermore, the complex and diverse nature
of security issues in IoT asset-bearing entities underscores the importance of mitigating vulnerabilities and attacks. Over
time, the concept of 5G IoT networks continues to evolve. However, it is imperative to uphold the data security and privacy
of these networks and their data. Table I presents a range of attacks on 5G IoT networks, emphasising the highly intricate
challenge of developing robust security measures to protect the network's data structures.

TABLE L. TYPES OF ATTACKS IN IOT ENVIRONMENT AND DESCRIBE IN NETWORK.
Categories of Attacks Type of Attack Describe in Network
Probe Attacks Mscan, portsweep, and Security Not
Administrator Tool for Analyzing Networks
(satan), as well as Network Mapper
user-to-root Attacks Httptuneel, Sqlattack, and Loadmodule, as Vital
well as rootkit

remote-to-local Attacks Worm, SNMPgeattack, and imap, as well as Vital
warezmaster
denial-of-service Attacks Processtable, and User Datagram Protocol, Not

as well as Neptune

4. ENHANCING SECURITY IN 5G IOT NETWORKS THROUGH DEEP LEARNING

The origins of DL may be traced back to the 1950s, and we have recently observed a significant revolution that has brought
technology into several aspects of life, such as industry. While the advantages of DL are captivating, it is undeniable that
there has always been a lurking risk of it being misused for malicious purposes. Neurocomputing is a specialised field within
computer science that integrates knowledge from neuroscience, psychiatry, and psychopharmacology. The objective is to
develop DL systems that possess cognitive skills that exceed those of humans. Machine learning, a fundamental aspect of
DL, employs algorithms to analyse and derive insights from data. However, deep learning goes beyond this by enhancing
the capabilities of DL [14], 15]]. The field of DL encompasses various areas such as reference, knowledge representation,
planning, automation, natural language processing, and security, among others. These areas are highly valuable in the sphere
of DL [16]. The convergence of DL and security has created a new junction between Information Technology (IT) and
Computer Science (CS), particularly when -attacks target -Physical Systems (CPS). Opposing actors exploit vulnerabilities
that arise from the interaction between physical and digital components, engaging in various types of activities ranging from
sophisticated destructive actions to profit-driven criminal endeavours. It is vital to be aware of how DL can be involved in -
attacks, understand its vulnerabilities, and learn how to defend against them [17].The rapidly changing nature of space
necessitates the immediate response to the malefactors' quick adjustments. The goal of completely eliminating all -hazards
is widely recognised as an unattainable objective. However, it can be effectively managed by focusing on minimising the
effects of -attacks. With the rapid adoption of Industry 4.0, which refers to the integration of digital technologies into business
operations, the issue of threats is increasing at an unprecedented rate. security is the use of techniques to attack computer
systems in a fashion that focuses on the digital world rather than traditional face-to-face difficulties. This includes attacking
the vulnerabilities of computer systems [21], [22], [23], [24] [25].The future realm, which heavily depends on technologies
such as the Internet of Things, cloud computing, big data, and DL, raises significant concerns about security. Among these
concerns, DL stands out as the most crucial problem that needs to be addressed proactively. DL and machine learning have
been identified as preferred tools for hackers. Nevertheless, these potent instruments have also proven to be beneficial in
enhancing the strength of = security measures, offering valuable perspectives and eliminating the need for human
involvement indefinitely. These technologies play a crucial role in ensuring the smooth and secure operation of complex
environments in 5G [oT networks. The references [26], [27], and [28] are provided.



Abbood et.al, Babylonian Journal of Internet of Things Vol.2025, 176—184

5. ENHANCING ATTACK DETECTION IN 5G I0T NETWORKS THROUGH DEEP LEARNING

DL tools are commonly used to analyse data collected by DL systems and forecast assaults by detecting abnormal patterns
originating from the system. In a prior publication [29], a state-of-the- art technique utilising machine learning techniques
was introduced with the objective of identifying EMFI (Electromagnetic Fault Injection) attacks. This strategy utilises
operational metrics and relaying properties of hardware to achieve real-time monitoring with a level of accuracy that is
beyond the capabilities of widely utilised methods. The third study publication [30] explored a semi-supervised machine
learning approach that proved highly effective in detecting voltage glitch fault injection attacks, achieving outstanding
accuracy levels. The researcher suggests many methodologies, as demonstrated in [31] and [32], that are designed to analyse
the functionality of hardware at a low level. Their method is effective for identification and can be utilised to impede software
that causes interruptions in the current system[31] and [32]. Studies have shown that integrating several data scenarios for
attack signalling enhances the effectiveness of attack detection methods. In this study, a machinery model is employed to
gather data from several digital sensors, aiding in the prediction of Electromagnetic Fault Injections (EMFIs) and Clock
Glitch Fault Injections (CGFIs) assaults. Sensor data fusion techniques enhance the accuracy of the precise smart monitor,
while supervised machine learning algorithms guarantee the effective detection of specific cases. The inventors of attack
injection detection have taken notice of the impressive performance of sensor fusion and data fusion techniques, which have
proven to be highly efficient in enhancing security through their comprehensive approach. In addition, researchers [34]
utilised sensor fusion techniques to incorporate many data sources, encompassing both physical and network properties, to
detect various sorts of attacks, including those caused by network fault injection. These strategies guarantee the reliability of
the system by effectively identifying distinctive characteristics that serve as signatures for fault injection attacks at various
system levels, such as networking and software layers. The Internet of Things (IoT) sector frequently experiences many
types of assaults, such as Reflection and Amplification, Denial of Service (DoS), Man in the Middle, and Data Modification.
These attacks can be identified using detection approaches that rely on (DL), as shown in Table II. The many forms of attacks
are depicted, and at conclusion, they are supported by references to scientific articles that demonstrate the utilisation of DL
methods for detecting these attacks. The methodologies employed encompassed genetic algorithms, hybrid DL systems,
deep belief networks, convolutional neural networks, support vector machines, federated learning, recurrent neural networks,
and a range of other machine learning and deep learning techniques. The ISP is employing DL to detect threats in the 5G
network, hence maintaining a two-step advantage in system security.

TABLE II. DETECTION OF I0T ATTACKS UTILIZING DL TECHNIQUES.

Attack Type Description DL Detection Ref.
Methods
Probe The goal is to get information GA and DBN [35]
Attacks from other nodes in the network.
U2R Attacks | Aims to gain access to systems as SVM Model in a [36],
normal accounts and includes perl Security [37]
and xterm attacks. Framework GA for

Rule Generation
R2L Attacks | Occurs when a user sends packets | Federated Learning [38],

to systems without legal access, IDS with PHEC [39]
e.g., xclock and guest password. using KNN and RF
DoS Attacks DDoS and UDP storm are two [40,41]
examples of common network CNN, RNN, and
disruption techniques that place a SVM

strain on system resources.

6. CHALLENGES AND OPPORTUNITIES IN ENHANCING SECURITY IN 5G IOT NETWORKS

These challenges and opportunities underscore the ongoing research and efforts in bolstering security within 5G IoT
networks, particularly in light of evolving threats and the application of DL and DL detection and mitigation techniques.
Below are some of the key challenges and opportunities identified within the realm of 5G IoT security [42], [43]:

1. Heightened Security Challenges: The security challenges inside the 5G IoT network have become more intricate
due to the exponential increase in the number of devices. This surge in devices has given rise to several security
issues, necessitating the implementation of robust security measures to mitigate various attacks.

2. Implementing network-centric security solutions is the most effective strategy to mitigate the security
vulnerabilities associated with the interconnected nature of Internet of Things technology.
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3. Attack Identification: While there are now tools available to detect attacks, the situation is becoming more
challenging as attackers find ways to conceal their methods. It is becoming increasingly difficult to identify and
address all techniques in the foreseeable future.

4. Improved Efficiency in Attack Detection: The increase in network attacks emphasises the need for fast and
effective development of methods to identify and stop intrusions in 5G IoT networks.

5. Continuous improvement in security is essential in order to strengthen and enhance protection against
unanticipated threats when utilising 5G IoT networks.

6. Emphasising Security and Privacy: Although ensuring the security and privacy of information has always been a
crucial concern in the 5G IoT system, the intricate and advanced nature of these security technologies necessitates
additional research and development to establish sufficient and strong security procedures.

7. Progress in Al-Based Security: Researchers have made considerable strides in utilising Al for security alerts in
5G IoT networks. It is important to continue on this route in the future.

8. Identifying Optimal Al and DL Approaches: It is crucial to recognise the significant role of Al and DL in
monitoring and safeguarding [oT systems against assaults. Therefore, it is imperative to identify the most suitable
Al and DL techniques for this purpose.

9. To ensure the safety of future 5G IoT ecosystems, it is essential to enforce and address the prioritised mitigation
approaches promptly.

Furthermore, these issues provide an advantageous environment for researchers to invent and advance innovations that aim
to ensure the most robust 5G IoT networks through the development of more resilient systems, all with the goal of
withstanding the ever-changing security risks.

7. EXPLORING STUDIES AND PRACTICAL IMPLEMENTATIONS OF DEEP LEARNING IN
ENHANCING SECURITY EFFICIENCY IN 5G IOT NETWORKS

The contemporary academic landscape is replete with several historical studies that thoroughly examine the intricate
discourse surrounding the issue of security and privacy in the context of the Internet of Things (IoT) with great detail and
precision. These papers are founded on thorough research and offer evidence-based ideas that are highly effective in
addressing the problems that contribute to the problem. To effectively address security issues in 5G IoT networks, it is
crucial to possess a comprehensive understanding of the variables that pose risks to IoT security and privacy. This section
provides a comprehensive overview of multiple published research papers that present a detailed theoretical analysis of the
security and privacy vulnerabilities that emerge in 5G Device to Device networks. This survey aims to give the necessary
ways for addressing the ongoing security challenges in the Internet of Things. It involves classifying different sources of
hazard and examining various recommended measures by researchers. Nevertheless, the intrusion detection system
suggested by Alohali and co-authors [44] employs a fusion-based methodology that makes use of innovative DL
characteristics for cognitive -physical systems environments. The underlying model utilises advanced techniques such as
Recurrent Neural Networks (RNN), Long Short-Term Memory (LSTM) with contextual bidirectional access, and Deep
Belief Network (DBN). These techniques have been found to enhance the outcomes when compared to traditional
approaches. Barton, et al. [45] further on this idea by elucidating the essential requirements for small and medium-sized
enterprises (SMEs) to construct strategic plans for digital transformation. These requirements involve leveraging D to
facilitate the establishment of Internet of Things (IoT) ecosystems in the industry. Blanco-Medina et al. [46] investigate a
deep learning pipeline specifically developed to address security issues. The pipeline utilises convolutional neural network
models that analyse screenshots of industrial control panels, known as SCADA, and assesses various network
configurations. According to Chang and colleagues [47], a security platform specifically built to detect fraudulent
transactions is the most efficient and flexible method for financial institutions to distinguish genuine transactions from
counterfeit ones. Chen et al. [48] are interested in the topic of smart manufacturing and future resilience. They discuss the
powers of Al computers, wireless networks, and control systems in relation to smart factories, which also incorporate
robotics. In theory, Elsisi and colleagues [49] have shown a new method that utilises IoT architecture and machine learning
for online switching and problem detection in GIS equipment. Intrusion detection enhances the precision of decision-
making. The highlighted in Khaled et al. [50] the role of security infrastructure and suggested solutions to a query of how
we can assess, prevent, and respond to the space physical system (ICPS) attacks. The machine learning-generated attacks
can be evaluated in the real world scenario. Laghari et al. [51] suggest a security system with digital signatures to guarantee



Abbood et.al, Babylonian Journal of Internet of Things Vol.2025, 176—184

the security of industrial equipment using the Semiconductor Equipment Communication Standard/Generic Industry Model
(SECS/GEM), as well as protecting the system at all varied kind of attacks. Le et al. [52] who have developed an ML-based
framework with real-time predictive analytics to defend manufacturing automation networks and complex system
operations from -attacks provide an example this way. Eliam et al. [53] consider the secureness of 5G-backed Internet of
Things applications and the risks inside the wireless control devices and identify the critical application protection. Liu et
al. [54] implement the detection of malicious IoT node working by using networks attack, while Diro et al. [55] compare
the deep and shallow networks technologies for attack detection using an open-source dataset. Opn new market - Usmanov
et al. [56] discuss recent security challenges in embedded IoT technologies and offer the digital watermarking solutions.
Anthi et al. [57] describe the intrusion detection system created for IoT cases. Ukilik et al. [58] and Pajouh et al. [59]
propose anomaly detection in healthcare analytics using IoT and intrusion detection model based on two-tier classification
and dimension reduction, respectively to identify false behavior of actions. These instances and practices show why deep
learning technology-based techniques will upgrade the 5G IoT networks security system efficiency, eventually turning
security for interconnected systems into an even more advanced system.
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Fig. 3. attack on the network level of 5G IoT apps [60].

It is imperative to have a method for monitoring security at the network level and effectively addressing any vulnerabilities
that arise in IoT applications. By utilising this approach, developers and organisations can obtain the necessary solutions
to ensure consistent availability of IoT services. The presentation by [61] discussed the use of a mobile gateway as a router
for the Body Sensor Network (BSN) in remote eHealthcare. This was followed by three further contributions from a group.
The BSN autonomously gathers vital data through many methods, such as ECG, fall detection utilising accelerometers, and
precise patient positioning with GPS sensors. Ensuring the secure transmission of data between BSN and AMBRO, as
mentioned in [62], is of utmost importance in order to protect sensitive information. To achieve this, we have developed
and implemented an algorithm called Binary Sequence Generator (BSG) that operates within the network to encrypt the
data. The security measures implemented for previous generations (3G and 4G) [63,64] were compromised by the security
vulnerabilities exposed by the equipment used in 5G networks. In [65], researchers developed a complete security
architecture suitable for 5G networks and their dynamic environment, which includes new and complicated services and
technologies [66]. This architecture consists of four essential components: types, levels, payload, and control words. The
term "domains" refers to all components of networks, encompassing various resources, services, and functionalities. The
stratum offers users comprehensive information about the services integrated into molecular domains, enabling them to
navigate complex to-do lists. Security Reviews (SRs) are the key instruments used to tackle security issues that arise outside
of a specific level or sector. The 5G architecture comprises the access networks, core network, and management security
domains, each with distinct security requirements. These include measures such as storage and authentication protection,
as well as privacy safeguards. Management security encompasses the activities of monitoring access, coordinating a secure
system, and managing encryption keys. The Security Control Classes, which are regarded as the fundamental components
of crucial security functions and operations, can be located here [66]. As the IoT service is advancing alongside the 5G
technologies, it is necessary not only to consider the necessary IoT application security requirements but also to address
the vulnerabilities encountered. According to a three-layer IoT architecture individually represented by Application,
Network and Edge, [67] determines a category of security requirements and threats. More often than not, the most critical
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security measures," rather, "are circumvented by either employing primitive security measures or third-party service
providers, thereby leaving the most vulnerable. For thes cenTs0ps e sec, application, layer, demands, secure, APIs,
application, verification and, information completes. The network level, which guarantees the data transmission and
collection for the IoT systems is the first layer of the protocol; this is why the security measures, such as traffic monitoring,
encryption, anomaly detection and traffic calming are so important. The layer that protects the outside parameters or the
infrastructure of IoT involves authentication, permissions, detection of threats, and safeguards data in order to enable
interaction between the IoT network and the devices being used. With the center being erected where valuable data is
acquired, enforcing of confidentiality and access control is an important thing. On the other hand, the wireless sensor
networks (WSNs) which constitute the basic layer for the IoT, give a good explanation of why it is important to have the
peripheral security layer securing the environment. As shown in Fig.4, there are such solutions and security issues as a
WSN and IoT applications and 5G-I1oT systems. The research community for the first time in history has begun to critically
consider the level of security risks that [oT-based systems could pose to the communication that happens at local, national,
and global levels if unregulated [69].

Possible Security Requirements: 5G-loT

Trusted Communications, Secure Infrastructure,
Scalability, and Network Management.

Possible Applications:

C =5 = ﬁ
-
HE [ o
Smart Industry Smart E-Healthcare
City 4.0 Transportation
Possible Security Requirements: loT

Traffic Monitoring, Channel Payload Encryption,
Anomaly Detection, and Information Forensics.

Possible Applications:

& w O

@’))

LN J
Smart Smart Smart Smart
Home Retail Farming Wearables
Possible Security Requirements: WSNs

Limited Access, Threat Hunting, and Connected
Devices Encryption.

Possible Applications:

% & 1) %

Disaster Health Weather Security &
8 Monitoring Monitoring Surveillance

Fig. 4. specifications for 5G IoT, IoT, and WSN security [68].

8. CONCLUSION

In conclusion, this survey demonstrates the strong effectiveness of DL (deep learning) in establishing a robust security
architecture that is highly pertinent in modern 5G IoT networks. The text reveals the importance of DL approaches in
identifying and mitigating threats in IoT systems through a thorough overview of DL usage. Our study has demonstrated
that the field of defence is where deep learning (DL) may have the most significant and beneficial influence. DL offers
security specialists machine learning (ML) and DL techniques that are capable of detecting, predicting, and combating
attacks. By utilising Al technologies, organisations can identify anomalies in the network, analyse the actions of malicious
individuals, and bolster preventive security measures. This not only enhances the overall security of IoT environments but
also offers proactive defence against emerging attack methods. Based on the given scenario, we can infer that our
comprehension of the relationship between Internet of Things (IoT) and Deep Learning (DL) focuses mostly on the security
issues that arise in the context of integrating these technologies with 5G. This is a suggestion for the prompt implementation
of precautionary security measures in the rapidly advancing field of technology. By identifying and resolving the issues
and unique characteristics presented to DL-based security solutions, we can establish a foundation for developing targeted
solutions for the Internet of Things and fifth-generation networks that should be implemented. By consistently conducting
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research and fostering innovation, we can ensure that the upcoming communication systems are fortified against emerging
threats, preventing any attempts to compromise their security.
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