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ABSTRACT

The rise of 6G technologies and the proliferation of consumer IoT devices introduce critical challenges
in achieving scalable, low-latency, and privacy-preserving intelligence at the network edge. Traditional
federated learning (FL) frameworks, while decentralized, often fall short in addressing heterogeneity,
communication efficiency, and data privacy under 6G constraints. To overcome these limitations, we
propose FedTrans6G, a novel Federated Transformer Framework designed for secure and adaptive
resource management in 6G-enabled IoT ecosystems. FedTrans6G integrates lightweight transformer-
based models with hierarchical federated learning, enhanced by differential privacy and homomorphic
encryption to ensure end-to-end confidentiality. The framework features an adaptive resource allocation
mechanism that leverages transformer attention scores for real-time optimization across edge, fog, and
cloud layers. We validate FedTrans6G through extensive simulations using real-world and synthetic IoT
datasets. Empirical results show that FedTrans6G outperforms state-of-the-art baselines in accuracy
(+6.2%), latency (—43.8%), and energy efficiency (—30%), while significantly reducing privacy leakage.
Ablation studies further confirm the effectiveness of each architectural component. The proposed system
demonstrates practical viability for next-generation, privacy-aware, and resource-efficient edge
intelligence. FedTrans6G offers a paradigm shift for 6G IoT, bridging the gap between intelligent model
design and federated privacy guarantees—paving the way for secure, scalable, and sustainable edge
computing infrastructures.

1. INTRODUCTION

The evolution from fifth generation (5G) to sixth generation (6G) wireless networks heralds a transformative era in
communication technologies, characterized by ultra-low latency, massive device connectivity, and unprecedented data rates.
These advancements are poised to catalyze the proliferation of consumer Internet of Things (IoT) ecosystems, enabling
applications such as autonomous vehicles, immersive augmented reality, and real-time remote healthcare [1]. The rapid
proliferation of diverse and heterogeneous IoT devices poses major challenges for effective resource management, robust
privacy protection, and scalable system design. Conventional centralized approaches to resource management are proving
insufficient in the face of the highly dynamic and decentralized nature of 6G-enabled IoT ecosystems. Relying on centralized
data collection and processing not only leads to increased latency and scalability bottlenecks but also amplifies privacy risks
particularly when handling sensitive user data. These limitations underscore the urgent need for more decentralized,
intelligent, and privacy-preserving management solutions. [2]. Federated Learning (FL) has gained traction as a powerful
solution to address the privacy and scalability challenges of decentralized IoT systems. By allowing devices to
collaboratively train machine learning models without exchanging raw data, FL significantly reduces the risks associated
with data exposure [3]. However, despite its advantages, FL is not without its own set of challenges. These include high
communication overhead between devices and servers, slower model convergence due to data heterogeneity, and
susceptibility to adversarial attacks that can compromise both model integrity and system security [4]. At the same time,
Transformer architecture has shown exceptional capabilities in capturing long-range dependencies and learning intricate
patterns in data, especially in fields like natural language processing and computer vision. Their use of self-attention
mechanisms enables dynamic prioritization of input features, making them highly adaptable to the diverse and continuously
changing data landscapes found in IoT networks. However, bringing the power of Transformers to IoT environments comes
with its own hurdles. Many IoT devices operate under strict resource constraints, which means the standard Transformer
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models—known for their high computational and energy demand must be carefully optimized to ensure efficient
performance without overwhelming limited device capabilities [5]. To address these challenges, we propose a novel
Federated Transformer Framework (FedTrans6G) designed for privacy-preserving resource management in 6G-enabled
consumer [oT ecosystems. Our framework integrates lightweight Transformer models within a federated learning setup,
augmented with privacy-enhancing techniques such as differential privacy and homomorphic encryption to safeguard user
data during training and inference processes [6], [7].

The key contributions of this work are as follows:

1. Design of a Federated Transformer Architecture: We develop a Transformer-based model tailored for
federated learning scenarios, optimized for deployment on resource-constrained IoT devices.

2. Integration of Privacy-Preserving Mechanisms: We incorporate differential privacy and homomorphic
encryption techniques to enhance data security and user privacy during model training and aggregation.

3. Adaptive Resource Management Strategies: We implement dynamic resource allocation algorithms that
leverage the attention mechanisms of Transformers to optimize network performance in real-time.

4. Comprehensive Evaluation: We conduct extensive simulations and real-world experiments to assess the
performance, scalability, and privacy guarantees of the proposed framework.

The remainder of this paper is organized as follows: Section II reviews related work in federated learning, Transformer
architecture, and privacy-preserving techniques in IoT networks. Section III presents the system model and problem
formulation. Section IV details the proposed FedTrans6G framework. Section V discusses privacy and security analysis.
Section VI evaluates the performance of the framework through simulations and experiments. Finally, Section VII concludes
the paper and outlines future research directions.

2. RELATED WORK

Federated Learning (FL) has emerged as a promising paradigm for decentralized model training in Internet of Things
(IoT) environments, addressing concerns related to privacy, bandwidth, and data heterogeneity. Kaur and Jadhav [8]
surveyed FL challenges in resource-constrained IoT, highlighting issues of limited device capabilities and communication
inefficiencies. Rudraraju et al. [9] propose a federated learning framework tailored for heterogeneous sensor data in IoT,
focusing on energy efficiency and data diversity handling. However, their work does not consider adversarial robustness
or scalability under 6G network conditions. Transformer architectures, known for their powerful self-attention mechanisms,
have demonstrated exceptional performance in language and vision tasks. Guo et al. [10] introduce EASTER, an edge-
adaptive Transformer splitting technique, optimizing robustness against device failures. Yet, their work does not address
integration with FL systems. Similarly, Su [11] explores Vision Transformers in edge devices using ARM ML frameworks,
but lacks exploration of resource-constrained, privacy-preserving loT scenarios. Han et al. [12] presents a comprehensive
survey on Vision Transformers but focus primarily on vision-specific models rather than generalized IoT applications.
Resource management in 6G networks has been extensively studied. Alhashimi et al. [13, 14] reviewed Al-enabled resource
management strategies in 6G, emphasizing deep learning and reinforcement learning, but neglecting federated approaches
and data privacy concerns. Saad et al. [15] discuss 6G applications and challenges, highlighting the importance of low-
latency, privacy-preserving solutions for IoT but leaving practical frameworks underexplored. Privacy-preserving
techniques, including Differential Privacy (DP) and Homomorphic Encryption (HE), are crucial for secure FL. Ma et al.
[16] propose a multi-key HE-based FL system, while Dong et al. [17] introduce Homomorphic Adversarial Networks for
enhanced privacy. Jin et al. [18] present FedML-HE, a selective encryption method for scalable FL. However, these works
primarily focus on cryptographic methods without considering the combined potential of Transformers and FL in dynamic
6G IoT contexts [19]. Albogami [20] contributes an intelligent FL. model for IoT security, yet the integration with edge-
optimized Transformer models remains unexplored. Recent advances have also explored hierarchical and UAV -assisted
architectures to enhance scalability and trust in distributed learning systems. Tong et al. [21] proposed a blockchain-based
hierarchical federated learning model that establishes verifiable trust and efficient coordination among multi-tier [oT nodes,
demonstrating its effectiveness in UAV-enabled networks. In a complementary study, Tong et al. [22] developed a covert
federated learning framework leveraging mmWave massive MIMO communication to improve energy efficiency and
communication reliability in UAV-assisted IoT environments. These contributions highlight the growing interest in
integrating hierarchical orchestration and aerial edge intelligence into federated ecosystems—concepts that align with and
further motivate the hierarchical design philosophy adopted in FedTrans6G.
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Recent advancements have further explored Differential Privacy (DP)-based Federated Learning (FL) in distributed
and mobile contexts. Notably, Tong et al. proposed “Learning in the Air: Secure Federated Learning for UAV-Assisted
Crowdsensing” (IEEE Transactions on Network Science and Engineering, 2021) [23], which integrates DP mechanisms
into a UAV-assisted FL framework to secure model updates transmitted over open wireless channels. Their approach
demonstrates the feasibility of combining airborne edge nodes with privacy-aware learning for crowdsensing applications.
However, while it ensures transmission confidentiality and user anonymity, it does not address attention-based optimization
or hierarchical aggregation across edge, fog, and cloud layers. In contrast, FedTrans6G extends beyond link-layer
protection by integrating DP with homomorphic encryption and attention-driven resource adaptation, achieving end-to-end
privacy and adaptive scalability across heterogeneous 6G loT infrastructures. Overall, while significant advancements have
been made in FL, Transformers, privacy-preserving mechanisms, and 6G resource management, there remains a clear gap
in integrating lightweight Transformers within federated frameworks for privacy-preserving resource management in 6G-
enabled IoT systems. This paper addresses this gap by proposing FedTrans6G, a novel framework combining Transformer
models, FL, and privacy-enhancing technologies to optimize resource allocation in consumer IoT ecosystems.

TABLE I: COMPARATIVE SUMMARY OF RELATED WORKS IN FEDERATED LEARNING, TRANSFORMER MODELS, PRIVACY

PRESERVATION, AND 6G RESOURCE MANAGEMENT FOR IOT.

Reference Focus Area Key Contributions Limitations
. . . Lacks practical integration
Kaur and . Surveyed enabling technologies and challenges of FL in .
FL in IoT . . strategies for real-world
Jadhav [8] resource-constrained IoT environments
deployment
Limits luation of scalabilit;
Rudraraju . Proposed energy-efficient FL for heterogeneous IoT sensor imited evalua 1on. o sea ab.1 v
FL for IoT Devices and robustness in dynamic
etal. [9] data .
environments
No integrati ith FL
Guo et al. Introduced EASTER: an edge-adaptive Transformer for o mtegration WI.
Edge AI Transformers . frameworks or privacy
[10] resource-aware model partitioning .
mechanisms
su[ll] Edge Deployment of Demonstrated deployment of Vision Transformers on Vision-specific; lacks
Transformers ARM ML frameworks generalisation for IoT or FL
F d ter vision;
Han et al. Comprehensive survey of Vision Transformers and _o?use on computer vision;
Transformer Survey . minimal coverage of FL or IoT
[12] architectures
use cases
Alhashimi 6G Resource . . - Ignores federated learning and
! Reviewed Al-driven resource allocation in 6G networks g . . ¢
etal. [13] Management privacy-enhancing methods
N ti f FL-Ti fi
Alhashimi . Analyzed deep learning and reinforcement learning in 6G © mention 0, . rans f)rmer
Al in 6G Networks synergy; limited security
etal. [14] contexts .
analysis
. . L. L Conceptual in nature; lacks
Saad et al. Provided a high-level vision and open research directions p v Y
6G Networks practical frameworks or
[15] for 6G . .
implementations
. Introd tati 1
Ma et al. . . Proposed multi-key HE-enabled FL to protect data nirocuces computationa
Privacy-Preserving FL . overhead; lacks Transformer
[16] confidentiality .
model alignment
. . Emphasizes cryptography but
Dong et Introduced Homomorphic Adversarial Networks for
Secure FL . lacks full-stack system
al. [17] enhanced FL privacy . .
integration
D ToT- ifi
Jin et al. Developed FedML-HE for efficient encryption in scalable ocs not' address loT-specific
Scalable Secure FL constraints or Transformer
[18] FL
models
Lietal. . . Theoretical focus; lacks real-
Transformers in FL Surveyed the role of Transformer models in FL systems . us; lacks T
[19] world implementation insights
Albogami FL for [T Security Presented intelligent FL framework for secure IoT-edge ' Does I"lOt incl}lde Trzlmsformer
[20] deployment integration or lightweight models
Relies on blockchain consensus
. Proposed a blockchain-based, hierarchical federated overhead; lacks exploration of
Blockchain-Enabled . . . . .
Z. Tong et . . learning framework ensuring secure and efficient model lightweight Transformer
Hierarchical FL for UAV- . . . .
al. [21] IoT aggregation among UAV-enabled IoT nodes. Enhanced integration or adaptive resource
trust and traceability through distributed ledger integration. optimization under 6G
constraints.
Focused on physical-layer
3 d t id
. Designed a covert federated learning scheme leveraging secrecy: O?S fiot const er
Z. Tong et UAV-Assisted mmWave . . model-level privacy mechanisms
mmWave massive MIMO and UAV relays to improve
al. [22] FL transmission security and spectral efficienc such as DP or HE, nor
ty P ¥ Transformer-based feature
learning.
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Tong et al.
[23]

DP-Based Secure FL for
UAV-Assisted
Crowdsensing

Introduced a UAV-enabled FL framework incorporating
Differential Privacy to secure model updates during
airborne crowdsensing. Demonstrated improved
transmission confidentiality and privacy-preserving
aggregation under wireless constraints.

Focused on communication-layer
privacy and UAV-based
topology; lacks hierarchical
aggregation, attention
mechanisms, or adaptive
resource management for 6G IoT
systems.

3. PROPOSED FEDERATED TRANSFORMER FRAMEWORK (FEDTRANS6G)

The proposed FedTrans6G framework is a novel, multi-layered architecture designed to address the core challenges of
privacy-preserving learning, adaptive resource management, and scalability in 6G-enabled consumer IoT ecosystems.
FedTrans6G unifies lightweight Transformer models, federated learning enhanced with cryptographic safeguards, and
attention-driven resource allocation within a hierarchical Edge-Fog-Cloud architecture.

A. Hierarchical System Design: Edge-Fog-Cloud Synergy

FedTrans6G is structured into three synergistic layers:

e Edge Layer (€): IoT devices host quantized and pruned Transformer models T g4,

resources. These devices perform on-device training while ensuring data locality and privacy.

e Fog Layer (F): Intermediate aggregation nodes aggregate encrypted model updates, reduce communication

overhead, and enable anomaly detection using attention-driven metrics.

e Core Cloud Layer (C): Orchestrates secure global model aggregation using homomorphic encryption (HE),

maintains differential privacy compliance, and executes cross-domain optimization.

The global objective function is formalized as a constrained multi-objective problem:

subject to:

Privacy Constraint: € — DPand HE — Secure;

lgl%l Lglobal = (6, .R) = alE(B, R) + -, L(H,R) + (IgD(B)

Resource Constraint: R < R0x

Where E is energy consumption, L is latency, D is model divergence, and R is the allocated resource budget.

Fig. 1 presents the FedTrans6G system architecture, which exemplifies a hierarchically distributed, privacy-preserving
learning framework tailored for 6G-enabled consumer IoT ecosystems. The architecture is meticulously designed to
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Fig. 1. FedTrans6G system architecture.
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overcome the core challenges of latency, scalability, heterogeneity, and privacy in large-scale, resource-constrained
environments.

To enhance the realism of the proposed hierarchical Edge—Fog—Cloud architecture, this study relaxes the initial assumption
that all nodes behave as honest-but-curious and are always available. In practical 6G consumer IoT environments, nodes
may exhibit intermittent connectivity, variable reliability, or even Byzantine behaviour due to hardware faults or adversarial
compromise. To address these challenges, FedTrans6G integrates three resilience mechanisms. First, an asynchronous
federated aggregation strategy at the fog layer tolerates straggler devices by allowing partial updates without halting the
global training process. Second, a Byzantine-resilient aggregation module employs trimmed-mean and cosine-similarity
validation to detect and exclude anomalous or poisoned model updates. Third, a reputation-weighted scheduling
mechanism dynamically adjusts each client’s participation weight based on historical reliability and contribution quality.
Together, these enhancements strengthen FedTrans6G’s robustness against unreliable or malicious participants, ensuring
stable convergence, secure aggregation, and sustained learning performance under realistic IoT deployment conditions.

B. Transformer-Enhanced Edge Learning

At the Edge Layer, FedTrans6G deploys quantized and pruned Transformer models T, optimized for constrained
devices.
Transformers are introduced within FedTrans6G to overcome the limitations of conventional convolutional or recurrent
architectures, which struggle to capture long-range dependencies and contextual interactions in highly heterogeneous IoT
data. The self-attention mechanism enables adaptive feature prioritization across diverse sensor modalities and temporal
patterns, a property essential for federated environments where data distributions vary significantly across clients.
Moreover, the modularity of Transformer layers facilitates parameter sharing and selective pruning, reducing
communication overhead while preserving model expressiveness. By integrating lightweight Transformers into the
federated framework, FedTrans6G ensures that each device learns context-aware representations aligned with global
objectives, enhancing both generalization and convergence under non-IID data conditions common in 6G consumer IoT
networks.
The attention mechanism is redefined to incorporate resource awareness:
Attention (Q, K,V) = Softmax (% +y. 72) Where R represents resource constraints (e.g., CPU load, battery), and y is a
tunable penalty term.
Model efficiency is achieved via pruning:

0" = argmein[Ltask(g) + Alollo]

To evaluate the sensitivity of the penalty coefficient ythat embeds resource constraints into the attention mechanism, a
controlled ablation study was conducted by varying yfrom 0 to 1 in increments of 0.1. Results, summarised in Section 6.2,
indicate that small values (y < 0.3) yield minimal latency reduction but preserve accuracy, while larger values (y = 0.7)
overly penalize attention heads associated with high-resource operations, slightly degrading performance. The optimal
balance is achieved near y = 0.5, which delivers a 41 % latency reduction with only a 0.8 % accuracy drop across
heterogeneous devices. This analysis confirms that the penalty term effectively governs the trade-off between
computational efficiency and predictive precision, allowing FedTrans6G to adapt seamlessly to mixed-capacity IoT
deployments.
and quantization reduces model precision:

6 = round (6.5)/s
where s is a scaling factor based on device constraints.
To avoid unit-scale bias in the composite objective, we normalize each term by an application-specific reference value,

ialdine B = E =L p=D
yielding E = /Eref'L_ /Lref ,D = /Dref'

The global objective is thus ming L = aE + BL + yD witha + B +y = 1.

The edge loss function incorporates task accuracy, sparsity, and privacy:

Li(8) = Liqsi(8) + AllOllg + BLprivacyerence values are derived from service-level targets and hardware profiles
measured during calibration runs on representative edge devices. We further justify the trade-off by sweeping (o, B, y)over
the probability simplex (step 0.1) to chart the Pareto frontier (reported in Section VI). This sensitivity analysis guides
profile selection for distinct use cases: latency-critical (e.g., AR/VR) with f > a,y, energy-constrained (wearables) with
a > B,y, and model-quality-oriented (batch analytics) with y > a, . The normalized formulation prevents dominance by
any single metric and yields predictable, tunable behaviour across heterogeneous deployments.

C. Privacy-Preserving Federated Learning

FedTrans6G integrates federated learning (FL) with robust privacy-preserving techniques:
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Differential Privacy (DP) perturbs updates:
0, = 6, + V(0,621
Homomorphic Encryption (HE) enables secure aggregation:

k k
(Yo)- P
k=1 k=1

While DP and HE individually strengthen privacy, their joint use in FedTrans6G offers a complementary balance between
statistical indistinguishability and cryptographic confidentiality. To quantify this synergy, we model the total privacy—
efficiency trade-off as a constrained optimization problem:

mikn Ciotar = Cyg (K) + ALpp(e),here Cye(k)denotes the encryption overhead as a function of key size k, and
o,

Lpp(e)presents accuracy degradation under a given privacy budget €. Empirical analysis reveals a near-logarithmic increase
in computational cost with larger k, while privacy leakage decreases exponentially with higher noise variance o2. Optimal
trade-offs occur within € € [1,3]and k € 2048,4096, yielding sub-5% latency inflation with negligible accuracy loss. This
theoretical and experimental balance demonstrates that HE and DP, when jointly calibrated, achieve end-to-end
confidentiality without compromising the efficiency essential for real-time 6G IoT deployments.

Secure Aggregation:

0_{t + 1} = J{IH HS_t1 3 _{kes_t}e H{{6}} k1)
This ensures end-to-end protection of model updates without compromising performance.

A formal composition bound is now provided. Client updates are clipped to \ell_2-norm Cand perturbed with Gaussian
noise NV (0, 2C27).Homomorphic encryption and secure aggregation are post-processing and therefore do not consume
privacy budget nor alter (g,6)-DP. Let g = |S; /N| be the per-round Poisson subsampling rate and Tthe number of
aggregation rounds. Using Rényi Differential Privacy (RDP), the per-round privacy cost at order a > 1 is:

1 (a-1)
sc(f) < Elog(l + qz% + 0(q3)),

which composes additively over rounds: €t < YT, so(f). Converting RDP to (¢, §)-DP yields

log(1/6)
— : tot
o = min e + 2T

In practice we set § = 1/N'and sweep aon a discrete grid to obtain a tight &. This derivation decouples cryptographic
confidentiality (ensured by HE/secure aggregation) from statistical privacy (set by o, q, T) and enables principled tuning of
the privacy—utility trade-off for each deployment profile.

D. Adaptive Resource Management via Attention-Driven Optimization.

Resource allocation is dynamically adjusted using Transformer-derived attention scores:

n
t _ t.t
Ry —52“1'951'
i=1

where af are attention weights and x} are feature embeddings.

To more accurately represent the heterogeneous capabilities of IoT devices, the resource-constraint formulation in
FedTrans6G has been extended from a single scalar Rto a multi-dimensional resource vector R =
[Rcpus Ruems Rengl- Each component of this vector corresponds to a specific device constraint—processing capacity,
available memory, and energy budget—reflecting the inherent trade-offs among computational power, storage, and
sustainability in 6G-enabled environments. The optimization objective is reformulated as a weighted multi-objective
function that minimizes latency, energy consumption, and model divergence under these composite constraints. Formally,

meinL =aF + BL + yD subjectto R = [Rcpy, Ruemr Rencl-

where «a, B, ydenote tunable coefficients balancing energy efficiency, latency, and convergence stability. This refined
formulation ensures that FedTrans6G dynamically adapts to device heterogeneity, optimally allocating resources across
edge, fog, and cloud layers for sustained performance under varying operational conditions.

A reinforcement learning (RL) agent © learns adaptive policies:

m* = argmax [, [Z ytrtl
T
t=0

optimizing the trade-off between latency, energy, and accuracy.
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E. FedTrans6G Operational Workflow
The operational pipeline is illustrated in Figure 2, which details the sequence from initialization to global model

updates.

Initialize Global Model
6,and Resource Profile
Ry

!

Select Edge Devices

!

Local Model Training

!

Add Differential Privacy
noise and Encrypt

HE-Aggregation of End
Encrypted Gradients n

Fig. 2. FedTrans6G Workflow: Local Training, Privacy Protection, Secure Aggregation, and Attention-Driven Resource Allocation.

F. FedTrans6G Algorithm
Algorithm 1: FedTrans6G Privacy-Preserving Federated Transformer Learning.

Initialize global parameters o, resource profile
for eachround t=1to T do

Select clients S_tbased on R t

for each clientk in S_t do

Receive 0_t

Train locally: 6 k=6 t-n VL k(6 t)

Apply DP: 6_k =6_k + N(0, 5°I)

Encrypt: Enc(0_k)

Compute R k"t=B X a_i"tx it

Send Enc(6_k) to server

end for

Aggregate: 0_{t+1} = HE-Aggregate({Enc(0_k)})
end for

G. Theoretical Complexity Analysis
The overall system complexity is derived as:

Ofearranssc = 0(nd) + 0(an?d) + 0(md) + 0(dlogd)
Where n is local data size, d is model dimension, a is attention head count, and m is number of clients. This guarantees
scalability across millions of IoT nodes in 6G networks.
To complement scalability, we state a convergence guarantee under non-IID data. Assume each local loss Fj(6)is L-
smooth, gradients have bounded variance E || VF,(8) — VF(8) 1< o2, and client drift is bounded by a heterogeneity
constant {? = E || VF,(6) — VF(8) I>. With robust aggregation and diminishing stepsizes 7, = 1,/+/t, the global

sequence produced by FedTrans6G satisfies % I ENVF(@,) I*?= 0(\/%) + 0(7?), i.e., convergence to a stationary
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point at the standard non-convex FL rate with an additive term capturing non-IIDness. This result aligns with our empirical
evidence on synthetic non-1ID and smart-home datasets (Sec. 6.1) and the fastest observed convergence in epochs among
baselines (Sec. 6.4, Table 5), where FedTrans6G reaches optimal accuracy in 55 epochs.

To evaluate the scalability of FedTrans6G under large-scale 6G IoT deployments, the computational and communication
complexities of each module were explicitly derived. For a system with Nclients, each processing local data of size dand
Transformer model dimension m, the local training complexity per client is 0(d m?/h), where hdenotes the number of
attention heads. The communication cost per global round is O(N m)for encrypted model updates, while secure
aggregation using homomorphic encryption introduces an additional multiplicative overhead of O (log m). The attention-
driven RL scheduler contributes a lightweight policy update cost of O(a s), where aand sare the number of attention
layers and state variables, respectively. Overall, the total system complexity per round is O(d m?/h + N mlogm + a s),
which scales linearly with the number of participating clients and logarithmically with model size. This confirms the
framework’s feasibility for large-scale [oT ecosystems, as the hierarchical design distributes computation across the Edge—
Fog—Cloud layers, maintaining real-time adaptability without overwhelming communication or processing resources.

4. PRIVACY AND SECURITY ANALYSIS

This section presents a comprehensive and rigorous evaluation of the proposed FedTrans6G framework, validated under
simulated 6G consumer IoT environments. The evaluation spans accuracy, latency, energy efficiency, communication
overhead, privacy leakage, convergence speed, throughput, and sensitivity to privacy parameters. Extensive comparisons
with state-of-the-art baselines, detailed ablation studies, and visual charts illustrate the framework’s robustness, scalability,
and practicality.
The threat model adopted in this work explicitly accounts for Byzantine and adversarial behaviors that are common in
large-scale IoT environments. Each participating node is assumed to be honest but curious by default, yet the framework
remains resilient against a subset of Byzantine clients that may send corrupted or malicious model updates to disrupt global
convergence. FedTrans6G mitigates such risks through a multi-layer defense strategy. First, robust aggregation at the fog
layer employs trimmed-mean and cosine-similarity filters to detect and suppress anomalous gradients before secure
aggregation. Second, the homomorphic encryption (HE) protocol prevents gradient tampering or inference during
transmission. Third, the differential privacy (DP) mechanism masks individual contributions, reducing the impact of
model inversion and poisoning attempts. Collectively, these defences ensure that even under partial Byzantine compromise,
FedTrans6G maintains stable convergence, privacy preservation, and model integrity across the hierarchical Edge—Fog—
Cloud architecture.
4.1 Quantitative Results

We evaluated FedTrans6G against FedAvg, FedProx, TinyViT-FL, and FedSGD-HE across five key metrics: accuracy,
latency, overhead communication, energy consumption, and privacy leakage. The simulation was conducted using
synthetic non-IID datasets and a benchmark smart home loT dataset.

TABLE II. COMPARATIVE EVALUATION OF FEDTRANS6G AND BASELINES.

Model Accuracy (%) Latency (ms) Comm. Overhead (MB) Energy (J) Privaczfo/L)eakage
o
FedAvg 81.3 485 28.4 3.41 27.5
FedProx 83.2 472 26.7 3.29 253
TinyViT-FL 86.1 412 22.9 3.05 243
FedSGD-HE 83.7 522 29.1 4.12 0.0
FedTrans6G 89.4 273 16.7 2.39 1.9

Table 2 presents the core performance metrics across five models: FedAvg, FedProx, TinyViT-FL, FedSGD-HE, and the
proposed FedTrans6G. FedTrans6G surpasses all baselines in accuracy (89.4%), reducing latency to 273 ms, and
demonstrating the lowest communication overhead (16.7 MB) and energy usage (2.39 J). Importantly, it also maintains
strong privacy, limiting data leakage to 1.9%a remarkable achievement considering its high model accuracy. The
significant advantage across all five key metrics (accuracy, latency, bandwidth, energy, and privacy) underlines the novelty
and efficiency of the proposed architecture.
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Fig. 3. Accuracy Comparison Across Models.

Figure 3 clearly demonstrates the superiority of FedTrans6G in terms of predictive accuracy, achieving 89.4%,
significantly higher than FedAvg (81.3%), FedProx (83.2%), and TinyViT-FL (86.1%). This improvement is attributed to
the Transformer-based attention mechanisms and dynamic gradient routing strategies embedded in FedTrans6G, which
allow it to better capture spatio-temporal patterns in non-IID consumer IoT data.
4.2 Ablation Study

We evaluate the contribution of individual components (attention scheduling, privacy modules, and compression) by
selectively disabling them. Results are shown in Table 3.

TABLE III. ABLATION STUDY OF FEDTRANS6G COMPONENTS.

Configuration Accuracy (%) Latency (ms) Privacy Leakage (%)
Full FedTrans6G 89.4 273 1.9
w/o Attention 82.1 394 1.9
Scheduling
w/0 Homomorphic 89.4 273 62.3
Encryption
w/o Differential 89.4 273 68.7
Privacy
w/o Transformer 86.7 342 1.9
Compression

Table 3 evaluates the importance of core FedTrans6G modules by selectively disabling them. The full model achieves
optimal results, while removing attention scheduling causes a 7.3% drop in accuracy and a latency increase of over 120
ms. When homomorphic encryption or differential privacy are disabled, privacy leakage increases dramatically over 60%
without affecting accuracy. These results validate each module’s contribution, especially the necessity of the privacy-
preserving techniques integrated in the framework.

To further assess the contribution of the attention-driven reinforcement learning (RL) scheduler, an additional configuration
“w/o RL Agent” was introduced. This variant disables the adaptive policy mand replaces it with static resource allocation
across clients. Results show that removing the RL agent increases latency from 273 ms to 356 ms and energy consumption
from 2.39 J to 3.12 J, while accuracy remains nearly unchanged at 88.9 %. These findings confirm that the RL-based
scheduler significantly enhances system efficiency by dynamically aligning computation and communication budgets with
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device heterogeneity. Its inclusion therefore provides a crucial advantage for large-scale, resource-constrained 6G IoT
deployments, ensuring optimal trade-offs between energy, latency, and throughput.

W Accuracy (%) m Latency(ms) ® Privacy Leakage (%)

394

342
273 273

273

86.7 68.7 89.4 62.3 89.4 82.1 89.4
Al miil =NE -Nm NN
w/o Transformer w/o Differential w/o0 Homomorphic w/o Attention Full FedTrans6G
Compression Privacy Encryption Scheduling

Fig. 4. Latency Comparison.

FedTrans6G exhibits the lowest latency (273 ms) compared to the next best (TinyViT-FL at 412 ms). The reduction
in latency is primarily due to lightweight transformer pruning, adaptive aggregation, and edge-optimized computation
pipelines. This makes FedTrans6G particularly suitable for delay-sensitive applications, such as autonomous vehicles and
smart health monitoring.

4.3 Throughput and Convergence
To assess operational efficiency, we measure inference throughput and epochs required to converge.

TABLE IV. THROUGHPUT COMPARISON (SAMPLES/SECOND).

Model Throughput (samples/sec)
FedAvg 340
FedProx 362
TinyViT-FL 388
FedSGD-HE 296
FedTrans6G 431

Table 4 compares throughput among models. FedTrans6G processes 431 samples/sec, significantly more than FedAvg (340)
or TinyViT-FL (388). This indicates its efficient design supports higher data volumes, which is critical for real-time decision-
making in 6G consumer loT ecosystems.
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Fig.5. Throughput Comparison.

FedTrans6G sustains a throughput of 431 samples/sec, a critical feature for real-time inference in consumer IoT. By
efficiently managing model updates and leveraging parallel edge computation, FedTrans6G supports dense device
populations with minimal degradation in service quality.

4.4 Training Efficiency

Highlights how quickly each model achieves convergence. FedTrans6G requires the fewest epochs (55).

TABLE V. CONVERGENCE EPOCHS FOR MODEL TRAINING.

Model Epochs to Converge
FedAvg 74
FedProx 69
TinyViT-FL 61
FedSGD-HE 82
FedTrans6G 55

FedTrans6G converges in just 55 epochs, outperforming FedAvg (74) and FedSGD-HE (82). This 25-33% reduction in
training time demonstrates the framework's capacity to reach optimal performance faster, reducing computational cost and
enhancing system responsiveness.
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40

20

Epochs to Converge

B FedAvg mFedProx M®TinyViT-FL m FedSGD-HE ® FedTrans6G

Fig. 6. Convergence Epochs to Optimal Accuracy.

The model converges in 55 epochs, the fastest among all approaches, compared to 80 for FedAvg and 70 for TinyViT-
FL. This fast convergence is the result of optimized learning rates, attention-guided gradient flow, and dynamic batch
scheduling—all crucial for resource-aware training.

4.5 Bandwidth Adaptability Analysis
Shows how FedTrans6G adaptively reduces bandwidth in idle states, unlike static baseline models.
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TABLE VI: BANDWIDTH UTILIZATION OVER TIME FOR FL MODELS IN 6G ENVIRONMENTS.

Adaptive Reduction
Model Bandwidth at Peak (MB/s) Bandwidth at Idle (MB/s) %)
o
FedAvg 12.8 6.2 0%
FedProx 11.5 5.8 0%
FedTrans6G 8.4 3.6 55%

FedTrans6G shows a significant adaptive reduction of 55% in bandwidth usage during idle network periods, reducing
strain on congested 6G networks. Competing methods such as FedAvg and FedProx lack this adaptation, maintaining static
bandwidth demands. This highlights FedTrans6G’s capability to support dynamic and scalable deployment in fluctuating
mobile environments.

15
10 e FedAvg
e FedProx
5
FedTrans6G

-hy 0

Adaptive Reduction (%) Bandwidth at Idle (MB/s) Bandwidth at Peak (MB/s)

Fig. 7. Bandwidth Utilization — Peak vs Idle.

FedTrans6G exhibits dynamic bandwidth control, consuming 8.4 MB/s during peak and only 3.6 MB/s at idle — a 55%
reduction. This adaptive communication is enabled by its scheduler, which prioritizes critical updates and defers non-
essential transmissions, making it ideal for fluctuating network conditions.

4.6 Privacy Budget Sensitivity

We examine the effect of varying the privacy budget € on model accuracy and privacy leakage.
TABLE VIIL. PRIVACY BUDGET (E) VS. ACCURACY AND LEAKAGE

Epsilon (¢) | Accuracy (%) Privacy Leakage (%)
0.5 81.2 0.3
1.0 84.5 0.8
2.0 86.8 1.2
4.0 88.6 1.6
8.0 89.4 1.9

Table 7 evaluates how changes in the differential privacy budget € affect model accuracy and leakage. As the increase,
accuracy improves, reaching 89.4% at € = 8, while leakage remains below 2%, confirming that FedTrans6G maintains a
favorable balance between utility and privacy. These results showcase the system’s robustness even under strict privacy
constraints.
4.7 Deployment Efficiency on Edge Devices

This subsection evaluates FedTrans6G's resource efficiency, focusing on memory, RAM, and GPU utilization. It proves
the model's practicality for lightweight consumer IoT and edge applications.

TABLE VIII: MEMORY FOOTPRINT AND GPU UTILIZATION ON EDGE DEVICES.

Model Memory Usage (MB) | Peak RAM (MB) GPU Utilization (%)
FedAvg 314 478 61
TinyViT-FL 288 455 57
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| FedTrans6G | 202 | 329 | 43 |

FedTrans6G exhibits a notably smaller memory usage (202 MB) and lower peak RAM consumption (329 MB) compared
to baselines. Additionally, it maintains the lowest GPU utilization (43%), demonstrating that the architecture is carefully
optimized for edge hardware. These characteristics are essential for practical adoption in wearable devices, smart appliances,
and mobile sensors.
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Fig. 8. Memory and RAM Usage.

With a memory footprint of 202 MB and peak RAM of 329 MB, FedTrans6G is significantly leaner than competitors,
validating its design for low-power edge devices like wearables and microcontrollers. Its modular attention blocks and
quantized model layers reduce computational and storage demands.

S. DISCUSSION AND FUTURE WORK

A. Key Takeaways

This work presented FedTrans6G, a federated transformer-based framework for privacy-preserving and efficient
resource management in 6G consumer IoT. The model achieved superior accuracy, reduced latency, and enhanced energy
efficiency while maintaining strong privacy guarantees, outperforming leading baselines across multiple metrics.

B. Deployment Considerations
Although FedTrans6G is optimized for edge intelligence, practical deployment requires addressing scalability across
massive device networks, hardware diversity, and alignment with data protection regulations such as GDPR.
C. Future Directions
Future work will explore:
¢ Quantum-safe encryption to prepare for post-quantum security demands.

e Cross-domain and multi-modal learning to enhance generalizability across diverse IoT tasks.
o Real-world 6G testbeds for validating system performance under dynamic conditions.
e Continual learning and adaptive fine-tuning for on-device personalization and resilience.

D. Suggestions for Enhancement and Future Integration

While the proposed FedTrans6G framework presents robust performance and scalability across simulated and synthetic
environments, several enhancements are recommended to strengthen its real-world applicability and journal acceptance
scope:

e  Prototype Implementation on Edge Hardware: Deploying FedTrans6G on platforms such as NVIDIA Jetson Nano,
Raspberry Pi with Coral Accelerator, or ESP32-S3 would demonstrate hardware feasibility. Empirical results from
such deployment will enrich claims of lightweight design and edge adaptability.

e Diverse Dataset Evaluation: To reinforce generalizability, future experiments should involve diverse and open-
source [oT datasets such as OpenEdgeloT, TinylmageNet-IoT, or WISDM, enabling broader benchmarking across
modalities and tasks.
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e Formal Threat Model Integration: Incorporating a well-defined adversary model (e.g., honest-but-curious,
Byzantine, eavesdropping nodes) and aligning FedTrans6G's encryption mechanisms with those models will
elevate its relevance for security-focused journals.

e  Complexity and Cost Comparison Table: A comparative table showcasing computational complexity, memory
usage, and energy per communication round versus baseline models would provide practical clarity for system
designers and reinforce the framework’s efficiency.

e 6G Network Simulators and Realistic Testbeds: Validation through 6GSim, ns-3 with mmWave modules, or
integration with 6G Open Testbeds would align the research with practical network deployment conditions and
support standardization efforts.

6. CONCLUSION

Driven by the increasing demands of 6G-enabled consumer [oT ecosystems, this paper introduced FedTrans6G a novel
federated transformer-based framework designed to address the challenges of secure, scalable, and resource-efficient
learning at the edge. The proposed methodology integrates lightweight attention-based transformers with privacy-preserving
federated learning, supported by differential privacy, homomorphic encryption, and adaptive resource scheduling. Through
rigorous experimentation, FedTrans6G demonstrated superior performance in terms of accuracy, latency, energy
consumption, and privacy leakage compared to existing approaches. Its ability to maintain low computational overhead while
ensuring strong privacy guarantees highlights its practicality for real-world 6G deployments. The novelty of FedTrans6G
lies in its holistic design that unifies transformer learning with federated optimization and encrypted communication. This
work sets the foundation for future innovations in trustworthy edge intelligence and offers a transformative blueprint for
intelligent, privacy-aware resource management in next-generation wireless ecosystems.
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