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ABSTRACT

Due to advances in database hacking, cloud computing, and communication network penetration, current
methods are needed to combat IoT threats. This work will leverage blockchains. Blockchains improve
transaction speed, accuracy, security, and transparency. The blockchain is expected to make trading
stocks, processing payments, managing birth certificates and health information, processing property
titles, monitoring digital supply chains, and coordinating the burgeoning loT simpler, quicker, and
cheaper. Blockchain used to protect 10T; research was conducted on blockchain and methods used in the
development of data transfer and database security. This study clarifies this technique and what
techniques are used with this technology and compares it to previous research that used different
protection methods and different directions for investing blockchain in 1oT.

1. INTRODUCTION

The healthcare system faced several challenges, including unreadable diagnoses on paper, difficulty accessing patient
information by physicians, and space, time, and staff constraints on patient monitoring. As numerous technologies evolve,
certain potential exist for improving health care by decreasing some hurdles and delivering more individualized services. In
the past decade, health-care companies have used the internet to provide general health information, helping people
understand their illnesses. Over 90% of the 5000 American Hospital Association members have websites, with most
providing detailed information about their services and facilities [1].

The next technological era is handled by 10T. The IoT revolution is coming after the WWW and mobile internet revolutions
of the previous two decades. 10T describes a network where each thing is uniquely accessible, identifiable, and connected
to the internet. Many gadgets create, analyze, and communicate privacy-sensitive data. 10T is used in traffic, weather, health,
agriculture, smart homes, and more. Each internet layer employs smart 10T devices. These gadgets gather and analyze
sensitive data, thus privacy and security are crucial. Lightweight 10T devices have minimal energy footprints [2].

Decentralized architecture was important recently since it's required in many sectors. 10T uses it to solve open challenges,
like security. Blockchain was first offered by bitcoin [3]. This peer-to-peer network is open to everyone and does not need
personal information for permission. Anyone may be a blockchain component and transact. Public ledger and consensus
solve trust and security. Public blockchains like Ethereum and Bitcoin employ PoW [4]. All transactions are validated by
unique nodes (miners). For all transactions, participants share a public/private key pair. The public ledger is an immutable
chain of transactions, therefore altering any record invalidates the transactions on all peer nodes [5]. Medical 10T is a category
of internet-connected gadgets that help healthcare. MIoT is a unique electronic-healthcare technology that uses implanted
sensors or tiny wearable devices to monitor patients' physiological parameters and pathology. MIoT is crucial for health
assurance and enabling wireless body area networks and implanted medical devices [6].

2. INTERNET OF THINGS AND BLOCKCHAIN

IoT and smart gadgets made ubiquitous computing possible. Over 20 billion 10T devices and smartphones exist. Most
situations need loT-based sensor networks for remote monitoring, while smart gadgets provide real-time video feeds. In
addition, 10T applications such diagnostic reporting, body sensing and health-care, monitoring and industrial automation,
assets tracking, surveillance and security, telemedicine and consultation, telemetry, and others are advancing rapidly [7]. loT
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is widespread because it can share data across devices, supports heterogeneity, and is easy to use. However, such qualities
raise trust, privacy, and security concerns [8]. 10T trust, privacy, and security issues were challenging and crucial, especially
in sensitive fields like health-care, economics, military communication, and engineering, due to the absence of audit
mechanisms or verification [9]. Since the blockchain allows unreliable entities to communicate information, its fraud
protection, authentication, data integrity, and other features solve loT trust, privacy, and security issues [10].

3. ARCHITECTURE OF BLOCKCHAIN

Although blockchain technology was first utilized to create bitcoins in order to prevent double-spending, it is already being
used for other purposes. This research uses 10T as an example. The word "blockchain” is often used to refer to data structures
that are periodically mentioned in relation to systems or networks. Furthermore, the blockchain may be described as an
ordered list of blocks [11], where each block is made up of a transaction. As seen in Fig. (1), every blockchain block is also
linked to the one before it, with each block being composed of a hash from the prior block. As a result, without completely
changing the blockchain's contents, the transaction history on blockchains may not be removed or changed. Blockchains are
seen as wise against hackers because of this [12].

Gensis Block First Block second Block Last Block
Block 1 Block 2
Header
. Header Header Eensis Block
Timestamp
Timestamp1 Timestamp n
Noance — -} —
Noancel Noance n
Transactions
Transactions Transactions
Merkle Rootl Merkle Rootl [L

Fig. 1. A blockchain list

3.1 Blockchains have a variety of characteristics.

a. Resilience. While faulty transactions won't be detected by miners, transactions on the blockchain may be confirmed
rapidly. Consequently, it is not possible to reverse transactions that have already taken place [13].

b. Auditability. Every blockchain transaction references its predecessor. As a result, every transaction will just need
to be monitored and confirmed [14].

c. The decentralized approach. Transaction verification on the blockchain does not need third parties. The consensus
method is used in blockchain networks to ensure data consistency [15].

d. The right to remain anonymous. Every user in a blockchain network communicates with others using a created
address. Consequently, the interaction doesn't reveal the user's true identify [16].

e. Information structure. The transactions were arranged into blocks and linked together using a cryptographic hashing
method that uses previous entry data as input. A secure data chain with unchangeable blocks and no hash
invalidation is included in the output [17].

f.  Spread out. To eliminate any single point of failure, every network node has a complete duplicate of all the data
since the genesis block, which is the first block in the chain.

g. Safety. Cryptographic hash functions guarantee the data integrity of the blockchain. Also, the use of private keys
ensures authenticity. If the block is changed, the hash function may change as well, making the block inconsistent
with all future chained blocks. Other system nodes may be able to detect this, and the modifications will be rejected
[18].

h. Agreement. New entries are being algorithmically vetted by nodes; those that have been approved by the majority
of nodes are included in the blockchain.
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i.  Privacy and transparency. Not only are transactions available to all parties involved, but they are also thought to be
traceable back along the chain; all ledger transactions are accessible to all parties. No user identification is visible,
even though all participants have complete copies of the database transactions [19].

j. Time stamps. By timestamping, the transaction order accuracy and completeness are guaranteed.
k. Software updates via agreement. Software updates for the blockchain were approved via consensus verification.

I.  Disentanglement. Blockchain technology reduces the need for middlemen, lowers overhead expenses, and lessens
the risk of a single point of failure.

m. Turing finished. If one had the necessary resources, computational issues were almost entirely solvable; contracts
could be written for almost every kind of problem. [20]

In order for service providers to survive, stakeholders must combine a number of qualities (Fig. 2). Ensuring data integrity,
or making sure no transactions were carried out, altered, or modified without a network consensus process, is the first and
most important attribute. This is often guaranteed inside the company.
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Fig .2.Shows a blockchain architecture and its applications
4. ETHERUM

One of the blockchain systems created by Vitalik Buterin is called Ethereum. A few limitations associated with Bitcoin are
also covered. The main benefit of Ethereum is its support for full Turing completeness, which shows that it can keep up with
all kinds of computation. Ethereum is further described as a state machine based on transactions. The following are the main
and noteworthy components of Ethereum:

a. Money .As intrinsic money on Ethereum, "Ether,"” or ETH, was used to perform network calculations in a data
transfer format.
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b. Deal. A signed data package containing messages that will be transmitted from EOA is indicated by a transaction
in Ethereum. Additionally, the two sorts of transactions in Ethereum were creating an account and sending a
message. In addition, the transaction contains the destination of the message, the sender's signature, the amount of

ether and the data that has to be delivered, the number of starts (limit of gas), and the price of gas.

c. The technology used. Ethereum makes use of a wide range of web, client/node, and data storage technologies.

d. Account. Every Ethereum account has a 20-byte address that consists of four parts: contract code, storage, ether
balance, and non-cecounter. The two kinds of accounts in Ethereum were Contract Accounts and Externally Owned
Accounts (EOA). Additionally, the contract code controlled the contract account, while the private key controlled

EOA. The Contract Account is only activated via EOA.

e. The consensus algorithm. In Ethereum, there are three different forms of consensus algorithms: Proof of Work

(PoW), Proof of Stake (PoS), and Proof of Authority (PoA).
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[34]

systems for quantum
signatures

intelligent contracts

enhancing blockchain smart
contract security performance
against quantum assaults

For decentralized dispersed business
applications, it is more suitable.

A novel incentive system
that takes into account the
effort made by healthcare
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generate new blocks and
preserve medical
information.

intelligent contracts

Enhancing current systems to
offer safe, compatible, and
effective medical records for
patients, healthcare providers,

In terms of reaction time, throughput,
and communication overhead, the
outcomes show how well the plan

works to manage a large data volume

with little delay.

[36]

Enhances the individual’s
access to quality as well as
inexpensive health-care
services

Protocols

Reducing medical errors,
improving the safety of patients,
and optimizing the health-care
processes.

Integrating multi-agent as well as
RFID technologies into 10T platform
for health-care.

[37]

describing the potential
decentralized sharing of
genetic data with blockchain
technology in public health
surveillance.

Data sharing

facilitating communication
between several parties that share
data, however we were concerned
concerning their privacy

Protecting sensitive data and
maintaining privacy are important
considerations. Decentralization of
organizational infrastructures also

helps to eliminate gaps in data
exchange.

describing ModelChain, a
revolutionary system that

38 uses blockchain technology

to enable machine learning
with privacy preservation.

Hashing function

creating a unique proof-of-
information method to ascertain
the online learning process's
order.

The technology of blockchain solves
the
privacy-preserving health-care
predictive modeling tasks and
increasing interoperability

6. CONCLUSION

Numerous features that blockchains provide, like immutability, decentralization, and transparency, may be used to improve
health-care interoperability. Nevertheless, the body of current research offers few or no standards or best practices for
developing or assessing blockchain-based health applications. In order to close this gap, the research that was presented
provided a set of assessment criteria from both a technical and domain standpoint for evaluating health care when using this
new technology. These measures may also be used as a starting point for the creation of future applications in the same field.
Future research endeavors will include expanding this study to investigate alternative suitable assessment measures and
verifying our findings via the use of tangible blockchain-based health-care use cases. Additionally, this study's findings
suggest that there are other ways to enhance blockchain security.
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