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ABSTRACT

Physically unclonable functions (PUFs) are advanced physical security measures that offer fundamental,
unclonable appraisals of physical objects, providing an effective defense against hardware vulnerability
breaches. They function as unique digital hardware fingerprints. This study discusses previous methods
adopted for improving hardware security via PUF technology, with a specific focus on PUF circuits
implemented on FPGA boards. Hardware security is assumed to be enhanced by adding a memristor to
the ring oscillator PUF circuit and implementing these authentication architectures on FPGA boards.
Additionally, this study explores methods for improving the main performance metrics for FPGA-based
memristive-ring oscillator PUFs, including uniqueness, uniformity, and reliability. The study was
founded on many scientific studies selected according to specific criteria. This study aims to assess and
contrast these studies to achieve substantial enhancements in the security of devices on the basis of the
obtained results. Upon comparing the findings, it was revealed that the proposed techniques, which
provide flexibility and adaptability in dealing with memristive-PUF circuits to improve security services,
displayed a distinct enhancement in security performance compared with other research that did not
include any references to memristors. As an essential part of the authentication architecture, performance
metrics involving memristor technology are verified in this study, with a uniqueness of 48.57%,
uniformity of 51.43%, and bit-aliasing of 51.43%. These outcomes demonstrate the validation of
memristor-based physical unclonable functions (M-PUF) against encryption and verification within a
certified key exchange and tests.

1. INTRODUCTION

As modelling, reverse engineering, and data extraction from integrated circuits (ICs) have increased, hardware security has
become crucial [1], [2]. To address the need for distinctive integrated circuits that are resilient to reverse engineering, PUF
technology provides a suitable solution to various security challenges [2]. Physically unclonable functions (PUFs) leverage
the system’s diverse physical properties, making them difficult to replicate even with a thorough understanding of the
architecture. PUFs utilise the system’s various physical characteristics, making duplication challenging despite a deep
comprehension of the design [3].

The PUF is classified into two basic types for adoption in electronic circuits: strong and weak. Each type of classification
has a specific application, which informs the selection of the hardware security type. The ring oscillator PUF is considered
the most widely used type of weak PUF, with a finite number of challenge-response pairs (CRPSs), whereas the arbiter serves
as an example of a strong PUF with a vast number of CRPs [4], [5].

In this work, the ring oscillator-PUF (RO-PUF) is identified as a weak category of PUF, characterised by the challenge and
its response [6]. Despite attempts to mimic it, the main feature of a PUF is that variations in gate delays lead to variations in
how a particular challenge is approached. As forecasting or gathering data on these variations becomes more significant, the
challenge and its response increase [7][8]. A ring oscillator serves as the regulator for the PUF, presenting it as a critical
component in this design [9]. To mitigate this component, several FPGA devices are simulated to assess the encryption
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quality, while memristors that meet certain requirements and technological attributes that contribute to exploring the extent
of constructing electrical circuits with robust security capabilities are also incorporated [10].

This paper discusses previous studies conducted in the field of hardware security within modern technologies currently in
deployment. One of these technologies is physically unclonable functions (PUFs); additionally, the study discusses
memristor technology and its significance in conjunction with PUF circuits. Compared with cryptography, this work explores
the proposed memristive-based physical unclonable function (M-PUF) across several distinct FPGA chips. It examines
situations, including authenticating protocols, and allows key exchanges to establish a unique, reliable, irreversible, and
unpredictable outcome. Using Xilinx ISE edition 14.7, the M-RO-PUF structure is implemented on several FPGA devices
via Verilog (HDL) as the test language.

2. Memristive-Based Physical Unclonable Function (M-PUF)

This section covers PUF technology and its applications in device security features. These circuits can be categorised as
either weak or strong PUF circuits, with each category containing several types of PUF circuits. It will also focus on the
most common types of PUFs, including the ring oscillator PUF (RO-PUF) and the arbiter PUF (A-PUF), which are
commonly employed circuits in earlier studies. Furthermore, memristor technology will be explained in general, and its
mechanism of use will be explored from both practical and theoretical perspectives.

2.1  Physical Unclonable Function (PUF)

PUF technology is an alternative to expensive, nonvolatile memory and is used to generate the private keys needed for
cryptography and device authentication procedures [11]. A distinguishing feature of the fundamental structure is which, in a
particular challenge, produces a response result relying on a characteristic of a complex physical structure that is difficult to
replicate. PUFs often depend on unique physical differences that naturally occur during semiconductor manufacturing [4].

PUF is utilised to generate secret keys for cryptographic processes. It provides a distinct set of output bits for each secret
input set or challenge. An input, known as a challenge, is sent to the PUF, which then generates an output known as a
response. An imposed challenge and the response it receives together make up a challenge—response pair (CRP) [12].
Throughout their entire existence and in various environmental settings, CRPs should function consistently. Every chip
should have a different set of CRPs. Responses to identical challenges should differ across ICs [1], as illustrated in Figure 1.
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Fig. 1. CRPs apply to several ICs [13].

2.1.1 Ring Oscillator PUF (RO-PUF)

A ring oscillator PUF was designed as an FPGA-friendly PUF architecture, comparing oscillation periods contrastingly to
single-path latency. However, compared with the arbiter PUF (A-PUF) in the same region, the RO-PUF yields significantly
fewer response bits. With respect to authentication times, longer service lifetimes are correlated with more response bits, or
CRPs [5]. This specific type of latency variation is adapted by the delay-based PUF found in the hardware’s interconnects,
which measures the frequency fluctuations of connected ring oscillators to generate diverse response patterns.
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For every RO, there is an even number of inverters and one NAND gate, as illustrated in Figure 2. Two different ROs are
chosen for the m-bit challenge via multiplexers. The selected ROs begin to oscillate and drive the next counter when the
signal that enables oscillation increases, determining the number of oscillation cycles. The ROs can simultaneously stop
functioning by pulling down the RO EN [14].

After a time period of t, also known as the measuring period, the comparator compares the count values of both counters.
Despite the structural similarity of all ROs, manufacturing variances cause their frequencies to vary. Therefore, if it is
assumed that the fastest RO is at the top, the comparator generates a response bit of 1; otherwise, it generates a response bit
of 0 [5]. The output of applying n different challenges in the same manner can yield an n-bit response.
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Fig. 2. Ring Oscillator PUF (RO-PUF) [15].

2.1.2 Arbiter PUF (A-PUF)

The first silicon PUF that deploys an arbitrator to compare the times of two identical paths is called the arbitrator PUF
(A-PUF). Achieving symmetrical paths to ensure strong uniqueness is challenging, particularly in the context of field-
programmable gate arrays (FPGAS), to alleviate the tension associated with routing [5].

The A-PUF is divided into k stages, each of which has 2-input multiplexers, as shown in Figure 3. The first-stage input
receives a signal to generate a response bit; the challenge is used to ascertain the signal path to the subsequent step. Every
multiplexer path (top and bottom paths) is concurrently and parallelly raced by the two electrical signals. An arbiter, which
can be implemented by a latch, is used after the APUF design to identify whether the top or bottom signal comes first and
outputs a logic ‘0’ or ‘1°, respectively.

A rising signal is simultaneously applied to the two pairs to assess the output for a given input. Next, the signals rapidly flow
through the pairs of top and bottom selectors. Finally, the arbitrator determines which signal is faster. The responses are ‘0’
in all other cases and ‘1’ in the event that the top two selector pairs arrive at the arbiter first [6].
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Fig. 3. The 128-bit challenge inputs the arbiter PUF [16].
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2.2 Memristor

In addition to resistors, capacitors, and inductors, the fourth passive element is a two-terminal nonlinear resistor known as a
memristor. Chua proposed memristors in 1971, which serve as the fourth essential circuit component [17], as illustrated in
Figure 4. In mathematics, the relationship between the charge q and the flux ¢ is represented by the formula M=dqg/d¢ for
the memristor.

Memristors have been suggested as potential successors to conventional memory, such as flash memory and DRAM, in next-
generation nonvolatile memory. The Hewlett-Packard (HP) group experimentally demonstrated the first memristive device
in 2008 [18] as an electrical resistance component that has the ability to maintain an internal resistive state on the basis of
the voltage and current supplied in the past. Three standard operations are defined for the majority of memristive devices:
formation, which is the device’s initialisation procedure; return, which shifts the resistance of the memristor from a higher
resistance state (HRS) to a lower resistance state (LRS); and setup, which alters the resistance of the memristor between the
HRS and the LRS. Memristor-based logic gates and neuromorphic computing are two other areas in which memristors are
progressively being employed [7]. Currently, memristors are employed for various purposes, with hardware security being
one of the most significant applications [19].

Owing to the memory-like qualities of memristors and their ability to alter resistance, PUF designs incorporate this device
to provide even greater diversity. Furthermore, the technology used to manufacture memristors is fairly consistent with the
standards employed in CMOS production today. Unlike unidirectional MOSFETS, memristors are bidirectional devices;
thus, it has been hypothesised that memristor-based PUFs are more resilient to model-building assaults than exclusively
CMOS-based PUFs are. In efforts to enhance PUF performance, research has been conducted on incorporating memristors
into various PUF types [20].
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Fig. 4. Fourth passive element [21].

3. RESEARCH METHOD

The systematic literature review utilised in this paper aims to investigate pertinent research regarding memristor-based
physical unclonable function design in authentication architectures. This paper provides comprehensive answers to research
questions covering the field of study.

3.1 Research Questions

RQ1: What outcomes did the researchers obtain when deploying the RO-PUF on the FPGA?

RQ2: Can the proposed architecture improve device security compared with previous architectures?

RQ3: What is the purpose of implementing the M-ROPUF authentication architecture?

3.2 Searching Strategy

A systematic literature search was conducted to identify the most important recent studies in the field of hardware security,
which discuss previous methods aimed at improving device security via physical unclonable function (PUF) technology and
memristor technology. The research papers were selected according to specific criteria, which included recent studies in this
field. These studies were chosen from the years 2017-2024 (as illustrated in Table 1).
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TABLE 1. NUMBER OF PAPERS PER DATABASE
Search Engines Number of Papers
Crossref 2724
Google Scholar 568
Semantic Scholar 358
Scopus 39
Total Number 3689

The collection of sources was processed sequentially via basic keywords related to the search, as shown in Table 2, through

the utilisation of search engines.

TABLE 2.

KEYWORDS AND STRINGS

Search Engines

Search Keyword

Crossref
Google Scholar
Semantic Scholar

Scopus

"PUF" OR "Memristor"
"FPGA" OR "Memristor"

"Ring Oscillator PUF" OR "Arbiter PUF"
"Memristor-based PUF" OR "FPGA"
"PUF" AND "Memristor"
"FPGA" AND "PUF"

3.3 Inclusion/Exclusion Criteria

The criteria adopted by this research were selected according to a specific mechanism that included studies conducted in the
field of authentication architectures for memristor-based physically unclonable functions (M-PUF). The exclusion and
inclusion mechanisms were based (as illustrated in Figure 5) on the extent to which the content of these studies and the study

under consideration are comparable.

After Skimming Content
(50) ressearch paper

\

After reading Abstract
(337) ressearch paper

2

\

After Reviewing Titles
(829) ressearch paper

After Removing surveys
(2661) ressearch paper

After Removing literature review
(2677) ressearch paper

the exception of 2023
2698) ressearch paper

Search results
(3689) ressearch paper

Fig. 5. [llustration of the inclusion/exclusion criteria.
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The following requirements had to be met for the research articles or papers to be chosen:
» Research related to physically unclonable functions (PUF).
» Research related to memristor-based physical unclonable functions (PUF).
» Research related to hardware security and field-programmable gate arrays (FPGA).

Papers were rejected if any of the following requirements were not met:
» Research fundamentals do not include physically unclonable functions (PUF).
» They cover only a portion of the research and ignore the remainder of the study.
»  Studies that fall outside of the area of our research.

3.4 Paper Selection Criteria

Considering the conducted studies, only 52 research papers were selected using the previously stated study methodology.
These papers were selected using predefined established criteria, which are based on the quality and efficiency of the research
as well as the publication outcomes. Regarding the methods used for their selection, the following digital libraries (as
depicted in Table 3) were chosen for this systematic literature review.

TABLE 3. DIGITAL LIBRARY AND PAPERS

Digital Library Number of Paper
IEEE Xplore 22
Springer Link
ScienceDirect
ResearchGate
TechRxiv
MDPI
IET
Mesopotamian Academic Press
University of Victoria Libraries
Wiley Online Library
SPIE digital library
IntechOpen
10Pscience
J-STAGE
ICTACT
1JEECS
IIETA
BEEI
Total

G G R EIENY N RN RN RIS

a1
N

The papers above were selected on the basis of recent studies from 2017-2024. Figure 6 presents the distribution of the
selected papers by year.
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Fig. 6. Distribution of papers by year.

This selection process in the systematic literature review, as depicted in Figure 7, adhered to a specific mechanism with
defined criteria that relied on selecting reliable digital libraries and their affiliated journals to guide study selection.

Papers distribution based on journals that have
been published

W IEEE mElsevier M Springer Others

4

Fig. 7. Distribution of papers by publisher.

Figure 8 shows the types of papers included in this systematic literature review, along with their respective quantities, which
vary across articles, conference papers, books, and theses.

Paper Type

B Thesis Book ™ Conference M Article

Fig. 8. Paper type.
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4. RELATED WORK

It is important to consider the valuable information contained in scientific research that can enhance efficiency, performance,
and effectiveness. The selected research is directly related, or as closely related as possible, to the field of study as a scientific
reference. This reference can be relied upon to make comparisons between the results extracted from these references by
identifying the tools used in this study and those references to avoid weaknesses that could affect the preparation of this
study.

4.1 Related Survey

This section elucidates the research that is relevant to the area of investigation, which focuses on PUF circuits with
memristor technology. The summary is as follows:

4.1.1 Memristive Physical Unclonable Functions (M-PUFs)

In 2023, Al-Khaboori and Al-Mashhadani [19] analysed various memristive PUF design strategies that have been proposed
in the literature. Next, they provided specific performance evaluation results for several memristive PUF designs achieved
through manufacturing and simulation techniques and compared these results. Ultimately, the majority of the circuits were
assessed via simulation, whereas a small number were assessed via fabrication because of the costly nature of the fabrication
process. Memristors are anticipated to be marketed and used in next-generation hardware security. However, they have not
yet been released commercially and are still in the prototype stage. Researchers are exploring M-PUF apps for various
purposes, such as storage, secret key generation, device identification, and authentication. M-PUF leverages the unique
properties of memristors, including their nanoscalability, bidirectionality, nonvolatility, model complexity, and nonlinearity,
to enhance PUF performance measures such as bit aliasing, uniformity, dependability, and uniqueness. The nonvolatility of
memristors makes PUFs extremely vulnerable to variations in the manufacturing process. As a result, various uses of M-
PUFs, including memory applications as well as safety features such as chip authentication, identification, and generated
keys, will produce distinct outcomes for each input. Additionally, it is anticipated that the size of the M-PUF circuit will
increase with the actual marketing of memristor devices. Notably, the simulation approach produced better outcomes than
did the manufacturing process, as the fabrication process placed more emphasis on the operation’s success rather than its
actual performance. The outcomes also demonstrate the resistance of M-PUFs against machine learning, side-channel,
modelling, and fault-injection attacks.

4.1.2 Configurations of Memristor-Based APUF (M-APUF)

In 2019, Teo et al. [20] advised adjusting the settings of the memristor-based arbiter PUF (APUF) to improve variations.
This adjustment is aimed at enhancing the PUF’s uniformity, reducing bit-aliasing, enhancing uniqueness, and increasing
resilience against support vector machine (SVM) attacks. Another objective is to increase the difficulty or duration required
for a competitor to reproduce the schematic of the circuit. Two setups exist for achieving these goals: (1) adjusting the
memristor count in each transistor and (2) changing the count of challenge bits and response bits. The outcomes demonstrate
outstanding performance as well as robust defenses against SVM assaults. The results are also valid for other combinations.
With this CMOS technology, the memristor-based A-PUF performs effectively in emulation under all conditions. If the SVM
accuracy in prediction is limited to 52.3% and their uniqueness, bit-aliasing, and uniformity values for the two CMOS
technologies are nearly 50%, this indicates strong PUF performance. In summary, the settings apply to memristor-based A-
PUF hardware security device implementation.

4.1.3 Ring Oscillator Physically Unclonable Function (M-ROPUF)

In 2019, Teo et al. [22] proposed two main changes to the RO-PUF. First, memristors are added to the inverting units of the
RO. These memristors have a smaller footprint and consume less power than other CMOS components do, which explains
their inclusion. Additionally, the memristors satisfy the requirements for CMOS manufacturing. The process for developing
PUFs for response is the subject of the second modification. In contrast to traditional RO-PUF designs, which yield one
response bit for each pair of ROs, the suggested memristor-based RO-PUF produces a single multibit response for each
series of RO pairs. With a minimal amount of circuit overhead, this approach can dramatically improve the CRP set list, as
illustrated in Figure 9.

In terms of bit-aliasing, uniqueness, and uniformity, the results indicate that the proposed memristor-based RO-PUF method
results in very little response bias. Furthermore, the memristor method suggested for the RO-PUF is not well predicted by
the support vector machine (SVM), rendering it resistant to SVM attacks. In summary, the proposed memristor-based RO-
PUF offers a simple yet dependable PUF design. Further experiments, including modelling attacks with various machine
learning techniques, randomness tests such as NIST verification, and assessments of voltage and temperature reliability, are
planned for future research to validate and evaluate the proposed memristor-based RO-PUF. For security considerations, the
RO-PUF may ultimately be manufactured and utilised as a real physical component.
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4.1.4 A Ring Oscillator Physical Unclonable Function (RO-PUF)

In 2024, Liu et al. [23] proposed an architecture that was applied to several FPGAs, specifically Kintex-7, where the
challenge was activated as an 8-bit input to obtain a 32-bit output from this system as a response. This system is
implemented by inputting the challenge signal to the host computer via the UART port, as illustrated in Figure 10. Next,
an analysis of the outputs extracted from the RO-PUF circuit is performed to measure the performance metric, which
includes the basic metrics of uniformity, uniqueness, and reliability. The experimental results show that the proposed RO-
PUF has 47.30% uniformity, 97.07% reliability, and 47.46% uniqueness. According to these results, the proposed method
can be considered a promising solution in the areas of secret key generation as well as internet Protocol security protection,
in addition to other areas within the scope of security.

™ PC RX

Output[0]

Output{1] TR
Output[31

R
Challenge

FPGA

Fig. 10. Testing of the proposed RO-PUF [23].

4.2  Classification and Comparison of Related Works in this Field

In this section, previous studies in the field of hardware security were examined, focusing on a specific basis in terms of the
implemented structure and based on PUF circuits as its basic application principle. Additionally, studies conducted on
various FPGA devices were considered. Some of these studies applied memristor technology to PUF circuits. This section
was organised to classify previous research on the basis of the structure and architecture aimed at improving hardware
security. These studies have been classified into two main tables—Table 4 and Table 6—each complementing the other.

Table 4 delineates the classification of research in terms of the structure and tools employed on the basis of the
implementation methods of PUF circuits, particularly the ring oscillator PUF (RO-PUF) and arbiter PUF (A-PUF) circuits.
These circuits are implemented on various FPGA devices. In some instances, ring oscillator PUF circuits were used alongside
FPGA hardware, as seen in [1], [3]-[5], [12], [14], [15], [23], [24], [25], [28], [30], [31], [33]-[35], [43]-[47], [49], and [50].
Additionally, other studies investigate different aspects of the implementation mechanisms. One of which is designing an
integrated PUF circuit using IDEALY RO-PUF to generate secret keys, as in [36]. Moreover, the PUF design takes advantage
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of D-Latches' metastability characteristics and the delay differential between two ostensibly similar signal channels when
there is an incomplete reset source. The outcomes of the design are detailed in [11]. Another aspect is the use of RO-PUF
with programmable delay lines (PDLs), which are run by FPGA devices. The PUF modifies the look-up table (LUT)
propagation path via the PDL, which modifies the RO output. For a given RO-PUF design and challenge, several responses
arise on the basis of the result of the altered RO [26]. The RO circuit was also developed in [32] of the Boosted Configurable
Ring Oscillator PUF (BC-PUF) with an area-efficient CROPUF variation appropriate for Internet of Things devices with
limited resources. Furthermore, BC-PUF utilises an absorbent method for transitional responses to maximise the use of
CMOS delay setups. Additionally, BC-PUF reduces the possibility of modelling attacks via machine learning (ML) [51].
Another method that minimises switching activity, emphasises interstage delays and shrinks the RO set is an effective way
to lower area overhead as well as power consumption [29]. Another study investigated the advantages and disadvantages of
PUF technology concerning speed, slow response, and the extent to which it can be attacked externally through modelling
attacks and other methods. The study concluded that memory-based PUF technology generates output faster, as outlined in
reference [9].

In other studies, arbiter PUF circuits were utilised with FPGA hardware, as noted in [6], [40], and [41]. Additionally, in
further research, the incorporation of memristor technology was explored to increase the security efficiency of these circuits.
The memristor’s significance lies in its ability to regulate the current entering these circuits and eliminate the need for
frequency regulation processes. Moreover, the memristor possesses other features that contribute to its potential in this
context. Table 4 also presents studies conducted on memristors as a technology that aids in enhancing the efficiency of PUF
circuits when utilised alongside them, as demonstrated in [7], [19], [38], and [39]. The author of [20] elucidated the use of a
memristor with an arbiter PUF circuit to verify the efficiency of the circuit’s performance and enhance hardware security.
Additionally, the extent of improvement in hardware security was assessed, as demonstrated in [22]. Several studies have
aimed for significant improvements and addressing potential future challenges, as demonstrated in [27], [37], [42] and [48].
Additionally, to integrate with embedded systems, a simpler RO-PUF is designed as a parametrizable IP component with an
included common AXI4-Lite interface design. The modular device's RO bank's position and size may be selected before the
analysis and execution phase, as outlined in reference [14].

TABLE 4. CLASSIFICATION OF RESEARCH ACCORDING TO STRUCTURE

Challenge Response Pairs Implementation
L Number (CRPs) Devices
Reference | Year Structure PUF Circuits of

Stage Challenge Response  [Memristor] FPGA
[1] 2020 Delay- based RO PUF RO PUF 256 ROs 16-bits 1-bit - v
[3] 2019 | RO PUF With Enhanced CRPs RO PUF 256 ROs 16-bits 28-bits - v
[4] 2023 XOR all ROs outputs RO PUF 32 ROs m-bit n-bit - v
[5] | 2020 |Hybrid configurable RO (HC-RO)|  HC-RO 1&3_@8“ m-bit n-bit ; v
[6] 2019 Multi-line APUF APUF 64 stages 64-bits 12-bits - v

Menmristor-based PUFs and . .
71 2019 TRNGSs PUFs N stages m-bit n-bit v
[11] 2021 | Delay Difference PUF (DD-PUF) DD-PUF N stages m-bit 128-bit - v
[12] | 2020 |'nternetof Th'Q%SF('OT) with the RO PUF 512 ROs 16-bits 256 bits ; v
Configurable RO-PUF for . .
[14] 2021 Embedded Systems RO PUF 5ROs 16-bits 256 bits - v
configurable-based ring oscillator o i )
[15] 2021 PUFs (CF-ROPUFs) RO PUF 16 ROs 10-bits 256-bits v
[19] 2023 | MEMRISTIVE PUF (MPUF) PUFs N stages m-bit n-bit v
8, 16, 4
[20] 2019 memristor-based APUF APUF N stages and & v
32 bits 8 bits
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memristor-base S its -bits -
22 2019 i based ROPUF RO PUF 8 RO 98 bi 28-bi
ring oscillator-base: S -bits -bits
23 2024 i ill based PUF RO PUF 15RO 8-bi 32-bi v
ring oscillator-base: S m-bit its
24 2020 i ill based PUF RO PUF 10 RO bi 45 bi v
robust architecture configurable . .
[25] 2023 (RAC) RO-PUF RO PUF 16 ROs 11-bit 2024 bits v
Programmable Delay Lines PDL- . .
[26] 2024 based RO.PUF RO PUF 32 ROs m-bit n-bit v
- esigns in s : n-bit
27 2020 RO-PUF Designs in FPGA RO PUF 128 RO 6-byte b v
[28] | 2019 | 'mplementation RO-PUF in RO PUF N ROs m-bit n-bit v
FPGA
Configurable Ring Oscillator i )
[29] 2024 (CRO) PUF RO PUF N ROs 32-bit 1K
elay-base on S -bi -bi
[30] 2020 | Delay-based RO PUF on FPGA RO PUF 256 RO 8-bit 8-bit v
FPGAs-based RO PUF and derive . .
[31] 2019 a random number RO PUF N ROs m-bit n-bit v
) . 8,128
Boosted Configurable Ring ! . .
[32] 2024 ] N RO PUF or 32-bit 16-bit v
Oscillator PUF (BC-PUF) 256 ROs
[33] | 2021 | configurable RO-PUF based on RO PUF 7ROs m-bit n-bit v
FPGA
[34] 2022 |FPGA-based Ring Oscillator PUFs RO PUF 16 ROs 8-hit 32-bit v
[35] 2019 FPGA-based RO PUF RO PUF 16 ROs 16-bit 8-bit v
[36] 2024 | IDELAY-based PUF technology RO PUF N ROs m-bit 255-bit v
[37] 2023 Configuration Updates for Remote APUE 8 stages 8-bit 32-bit v
FPGAs
pulse width-based
memristive-PUF - m-bit n-bit -
(pm-PUF)
Selected Bit-line
Current PUF (SBC- - m-bit n-bit -
[38] 2021 | Various memristor-based PUFs PUF) _
Total Bit-line
Current PUF - m-bit n-bit -
(TBC-PUF)
Multi-Array PUF . .
(MA-PUF) - m-bit n-bit -
memristive polimino PUF based on - . .
[39] 2021 symmetric functions. polimino PUF - m-bit n-bit -
Arbiter PUF
[40] 2022 design of Hybrid PUF & N stages 8-bit n-bit v
Butterfly PUF
411 | 2022 'mp'eme”ta“"Fr;,ngiOR APUFON |y 0R APUF 3 stages 64-bit 64 bit v
Reliable and Lightweight PUF- ) i i
[42] 2020 based Key Generation PUF m-bit n-bit v
43 | 2020 C°”f'9“rab'eFF;%;UF Basedon | yORRO-PUF | 128 stages m-bit n-bit v
[44] 2021 FPGA-based RO PUF RO PUF N ROs m-bit n-bit v
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Configurable XOR RO-PUF . .
[45] 2021 Design Based on Xilinx FPGA XOR RO-PUF | 128 XOR ROs m-bit 128-bit - v
[46] | 201g | 'MmPlementation OFTA HYBARO | g pur 64 ROs 5-bit 64 bit ; v
o RO-PUF (Ring
modified RS-LPUF and RO-PUF | oo ) 101 pased 32ROs 8-bit 256-bit
through the incorporation of the
[47] 2022 PUF) -
TMV scheme and coarse PDL RS-LPUF (RS v
techniques Latch-based PUF) 32 RS latches 8-bit 256-bit
[48) | 201 | PUF-Based Key Generationin | oo pevice pUF | N stages m-bit 100-bit - v
FPGAs
In-depth Analysis Of Measurement
[49] 2019 |Data Extracted From Xilinx Zyng- RO PUF 3800 ROs m-bit n-bit - v
7000 Fpgas
[50] | 2019 | FPGA Based Robust Random RO PUF 32 ROs 8 bit 256 bit - v
Number Generator

Moreover, Table 6 shows the results obtained from those studies, which were based on performance metrics used to
determine the efficiency of security in held studies. It presents the performance analysis obtained through the simulation
process. The mechanisms employed in earlier research are clarified in Table 6, which indicates the significant improvement
in terms of performance and security, which may vary from one study to another because of the methods and tools utilised.
Generally, there are specific standards used to measure the security efficiency of hardware, which determine the extent of
improvement. By examining the results extracted from the system built according to the previously defined structure, these
performance metrics include uniqueness, uniformity, bit-aliasing, reliability, randomness, and average frequency. These
metrics are deployed to test the performance efficiency of hardware security and measure the extent of improvement in the
security system. The table also displays the different types of FPGA hardware used, which vary according to the nature of
the studies conducted, illustrating the variety of FPGAs utilised. To clarify the common PUF performance metrics mentioned
in Table 6, which are used in the proposed study, the equations are briefly explained below.

1) Uniqueness: This determines the degree of uniqueness among the chips. A high value for uniqueness is associated
with significant process variation. Fifty percent (50%) uniqueness is the value of an ideal PUF.

Uni 2 Zk_lzk HDRLED . 100% 1)
niqueness.= ——— —X
1 k(k —1) Laj=1 Laj=iva n °

2) Uniformity: This is an indicator of the degree of randomness in the CRP. Before an answer has 50% ofits total ‘0’s
and ‘1’s, it cannot be considered random.

Uniformity (i) = %* HW (Ri) x 100% 2)

3) Reliability: At 100%, the PUF should respond consistently regardless of the amount of noise and interference from
its surroundings.

Hdintra(i) = ~ 3% w x 100% 3)

x &y=1
Reliability = 100% — HDintra (i) €))

4) Bit-aliasing: Bit-aliasing finds the commonalities in the answers provided by PUFs. When bit-aliasing occurs,
different ICs can produce comparable outcomes. The bit-aliasing of the I-th bit in an n-bit response is its average
Hamming weight over several k devices. Fifty percent (50%) is the optimal value.
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Bit — Aliasing = + * ¥, 7i,l X 100% (5)

5) Randomness: PUFs should ideally have a randomness rate of 50%. Randomness is defined as the percentage of
PUFs that will yield a response of ‘0" or '1".

N Ri

Randomness = Zi:1ﬁ X 100%

(6)

Table 5 lists all the parameters mentioned in the previous equations through which the performance metrics of device security
are measured.

TABLE 5. EQUATIONS AND PARAMETERS
Parameters Definitions Parameters Definitions
k Number of PUF chips using HW Hamming Weight: the n-bit PUF identifier
i The chip (i) Hdintra The average inter-chip ham_mmg distance
among the k devices
j The chip (j) X The number of response samples
Hamming distance: the response obtained g
HD from a group of chips y The y-th sample of response
Ri Response n-bit obtained from the chip (i) R'i,y The y-th sample of R'i
. I . . . The 1-th binary bit of an n—bit response
Rj Response n-bit obtained from the chip (j) ri,| from a chip i
n The bit-length N The total number of n—bit challenge
TABLE 6. PUF PERFORMANCE METRICS ANALYSIS
Uniqueness Uniformity Bit-aliasing Reliability | Randomness Average
Reference | Year Hardware (50%) (50%) (50%) (100%) (100%) | Frequency
FPGA o - N ) ) )
Spartan-3E (XC2C256) 47.5% ~51.23% 103.89MHz
[1] 2020 FPGA
0, ~ 0, - - -
Spartan-3E (XC2C256) 45.5% 43.67% 101.71MHz
FPGA )
Spartan 3€ (XC3S500E) - 47% - - - 102.23 MHz
[3] 2019 FPGA
- 0, - - -
Spartan 6E (XC6SLX9) 48% 104 MHz
[5] 2020 50 FPGAs 46.76% 50.36% - - - -
FPGA 0 } } o o R
[6] 2019 Virtex-5 (XC5VLX110T) 46.53% 99.88% 49.77%
oA 49.48% . . 98.33% - -
[11] 2021 SPGA
0, - - 0, - -
Spartan- 6 49.28% 98.37%
FPGA 0 } } o o R
[12] 2020 Cyclone 5 Intel Chip 48.18% 100% 46.62%
30 FPGAs ) ) ) o 0 )
[15] 2021 Spartan-3€ 98.5% 93.3%
Memristor 180nm at 1.8V
No. of memristor per 49.995% 50.310% 50.344% - - -
transistor 3
[20] 2019 Memristor 130 nm at 1.2V
No. of memristor per 49.215% 54.560% 54.763% - - -
transistor 5
[22] 2019 Memristor 180 nm at 1.8V 48.57% 51.43% 51.43% - - -
Memristor 130 nm at 1.2V 51.36% 49.49% 48.81% - - -
[23] 2024 4 Kintex-7 47.46% 47.30% - 97.07% - -
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[25] 2023 FPGA 49.78 % 49.42 % - 97.72 % 98.34 %
application-specific ) }
[29] 2024 integrated circuit (ASIC) 45.5% 49.42% 9.95%
[30] | 2020 SE;%?‘7 46.436% - - 99.68% ;
54 FPGAs devices
[31] 2019 (24 Nexys-4 DDR, 10 49.90% - - 99.70% -
Basys-3 and 20 Zybo)
50 FPGAs
[32] 2024 |(13 Nexys A7, 13 Nexys, 4 42% 50.2% - 3.925% -
DDR, and 27 Nexys)
33 | 2021 omh 49.13% - - 98.87% ;
partan series
[34] 2022 5A||’:t|;GA§S 49.84% 49.06% - 98.36% -
3 FPGAs
[35] 2019 Virtex-6 (ML605) 47.57% 48.96% - - -
FPGA
[36] 2024 ZYNQ PSoC 49.63% 59.38% - 98.23% -
xc7z010clg400-1
Memristor o 0 o ) )
(TBC-PUF) 50.1% 51.8% 51.2%
Memristor o o o ) )
[38] 2021 (SBC-PUF) 50.0% 48.1% 49.0%
Memristor o o 0 ) }
(MA-PUF) 50.6% 52.5% 51.2%
[41] 2022 ZSAEE)S;AS 48:69% 50:73% - 99:41% -
FPGA . _ _ . .
[43] 2020 Artix-7 BASYS3 49.44% 98.12%
Under voltage
1.758%
[45] | 2021 1\6/5; f_'gs 48.438% - - Under -
temperature
1.674%
FPGA .
[46] 2018 Altera 6 65.4%. - - - -
10 FPGAs
Artix-7 (XC7A100T) 48.91%. 49.55% 49.55% 97.91% -
Only PDL (RO-PUF)
10 FPGAs
Artix-7 (XC7A100T)
both PDL and TMV(RO- 48.91% 49.62% 49.62% 99.39% -
47| 2022 | g acs
Artix-7 (XC7A100T) 49.47% 51.02% 51.02% 98.29% -
Only PDL (RS-LPUF)
10 FPGAs
Artix-7 (XC7A100T)
both PDL and TMV (RS- 49.47% 50.68% 50.68% 99.46% -
LPUF)
FPGAs
[48] 2018 ZYNQ-7000 46.25% - - 2.37% -
34 FPGAs devices 99.35%
[50] 2019 | (24 Nexys-4 DDR and 10 49.83% - - -
Basys-3 FPGA)

The classification of different design approaches of memristive PUFs that were investigated in the previous section is
summarised in Tables 4 and 6, which contain detailed information on the proposed models, including the model type and the
implementation process type if it is simulated or implemented. The increase in the size of the memristor circuit appears to
be the cause of the growth in the size of the M-PUF circuits, and it is expected that the number of challenge-response bits
will increase when the real implementation of memristor PUFs occurs. Table 6 compares the performance metric results
obtained via the simulation process and the implementation process. The results demonstrated that uniqueness and uniformity
are almost at the 50% optimum value, depending on the FPGA model and source of fabrication. Comparing different results
of performance metrics obtained by different FPGA models. The highest value of the uniformity metric is equal to = 51.23%,
which was obtained from [1], whereas the memristor (MA-PUF) uniformity metric is equal to ~ 52.5%, which was obtained
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from [38]. The highest value of the uniqueness metric using FPGA Altera 6 is equal to the 65.4% obtained from the simulated
design [46], whereas using a memristor of size 130 nm at a 1.2 V uniformity metric is equal to the 51.36% obtained from
[22]. The highest value of the bit-aliasing metric using Memristor 130 nm at 1.2 V No. of memristor per transistor 5 is equal
to the 54.763% obtained from [20], and the highest value of the reliability metric using FPGA Virtex-5 (XC5VLX110T) is
equal to the 99.88% obtained from the design in [6].

5. DISCUSSION

This systematic review was conducted to highlight previously employed mechanisms that led to significant improvements
in the field of hardware security, particularly within the domain of physical unclonable function (PUF) security. The methods
employed varied due to differing viewpoints in terms of dealing with this technology. This research encompasses several
approaches to architecture, some of which focus on PUF circuits, specifically the ring oscillator PUF (RO-PUF) and the
arbiter PUF (A-PUF). After completing the design process for this circuit, the simulation or implementation process was
conducted on several field-programmable gate arrays (FPGASs) to measure the performance metrics, as described in [1], [3],
[5], [6], [23], [25], [26], [29], [32], [36], and [41].

Other studies have improved the architecture through the use of memristor technology with PUF circuits, showing noticeable
improvements over previous techniques, as outlined in references [20], [22], [38]. The performance metrics were achieved
in [20], with a uniqueness of 49.215%, uniformity of 54.560%, and bit-aliasing of 54.763%. Modifying the settings of the
memristor-based APUF to increase variances is suggested. This enhancement improves the functionality of the PUF in terms
of bit-aliasing, uniqueness, and uniformity while also increasing its resilience against support vector machine (SVM) attacks.
Additionally, the objective is to prolong the time it takes for an attacker to replicate the circuit design. In another study [22],
the performance metrics reached a uniqueness of 48.57%, uniformity of 51.43%, and bit-aliasing of 51.43%. A single series
of RO pairs in the suggested memristor-based ROPUF produces a single multibit response. The range of a CRP set can be
significantly increased via this technique without incurring significant circuit loss. The results demonstrate that the suggested
memristor-based ROPUF possesses minimal response bias in the areas of uniqueness, uniformity, and bit-aliasing.
Furthermore, the nature of the suggested memristor-based RO-PUF cannot be accurately modelled by SVM, rendering it
immune to SVM threats [52]. Additionally, memristor technology was used in [38], which achieved high-security results for
hardware, with performance metrics for uniqueness at 50.6%, uniformity at 52.5%, and bit-aliasing at 51.2%. Unlike CMOS-
based PUFs, PUFs with a crossbar array architecture offer the advantages of a smaller device footprint and lower power
consumption. Therefore, various memristor-based PUFs equipped with robust defenses against machine learning assaults
are expected to be excellent choices for PUF-secure hardware systems.

The results indicate that the use of memristors improved the results. This is attributed to their properties that can create
stability for the architecture being utilised. Thus, one of the most important research priorities is to focus on memristor
technology and its mechanisms for use in the security field. This will enable the development of security devices with high
capabilities and protection. Therefore, it is recommended that this memristor technology be implemented in various PUF
circuits, which leads to the establishment of a strong, robust security system that is resistant to reverse engineering and has
very high performance efficiency from both security and practical aspects, leading to significant improvements in hardware
security.

6. CONCLUSION

A physical unclonable function (PUF) hardware, which does not require nonvolatile memory to extract differences across
implementations and produce unique secret keys, is considered a potential security primitive in hardware security. The ring
oscillator PUF (RO-PUF) is a simple tool that takes advantage of the frequency difference between two physically identical
ring oscillators. However, if several reliable output bits are needed, many ROs need to be built. This research explores various
possibilities encountered during the construction of a ring oscillator-PUF (RO-PUF) implemented on an FPGA. It provides
alternative solutions for each identified issue. Additionally, the study explores methods to enhance the uniqueness,
uniformity, and reliability of the three key performance indicators for the ring oscillator-PUF (RO-PUF) system on the basis
of FPGA simulations. The analysis was generated via a large number of scientific studies that met specific criteria for
inclusion. To significantly increase the security of devices on the basis of the findings of these investigations, the goal is to
assess and compare these studies. Some studies have indicated that incorporating memristor technology into PUF circuits is
a suggested technique for enhancing security services in this field by providing flexibility and adaptability in dealing with
PUF circuits, as evidenced by the comparison of the results, which depicted a discernible improvement in security
performance compared with similar research that did not involve memristors. Owing to the practical and theoretical
properties of memristors and their positive effects, such as nonvolatile memory and circuit current control to maintain
frequency uniformity in circuits, as for future research plans, the proposed architecture of the RO-PUF based on a memristor
can be manufactured as a fingerprint device that provides a highly efficient security service and is also subject to further tests
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and experiments to work in various surrounding conditions in terms of temperature and environmental factors so that it can
provide a security system that is resistant to reverse engineering, which limits security breaches.
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