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A B S T R A C T 
 

Cognitive radio networks provide an important function in the efficient use of the radio spectrum. 
Therefore, dedicated cognitive radio ad hoc networks (CRAHNs) are expected to improve 
communication performance in a multihop network that requires a dedicated routing protocol that 
considers the dynamic mobility of secondary user nodes on the basis of the random availability of 
primary node channels. To enhance routing in the CRAHNs environment, in this paper, a novel Hybrid 
Cooperative Spectrum Structured (HCSS) approach that combines cooperative spectrum sensing and 
spectrum-aware routing protocols can be effective in appropriate decision making for routing packets in 
such a network. This approach integrates the strengths of Spectrum-Aware Semi-Structured Routing 
(SSR) and Spectrum-Aware Routing Protocol (SARP) to enable adaptive and efficient routing in 
dynamic CRAHN environments. The results showed that the proposed HCSS routing protocol increased 
the user demand while ensuring the quality of service (QoS) requirements by achieving an average 
throughput of 5164.55 Kbps, exceeding the SARP and SSR, which recorded 4585.56 Kbps and 4194.66 
Kbps, respectively. The PDR for HCSS was 98.77%, which was significantly higher than that for SARP 
(95.60%), and the SSR was 90.15%, indicating better reliable connectivity in delivering packets to their 
final destinations.

 

1. INTRODUCTION 

Recently, the wireless communications industry has experienced tremendous growth in the spectrum of real-time 

applications, including health applications, online games, and social networking platforms [1]. Currently, individuals are 

widely adopting various industries and systems based on wireless services to meet daily life requirements, leading to an 

increased demand for radio in wireless communications [2]. The frequency spectrum and its availability play crucial roles in 

wireless communications, affecting both the quality of service and the quality of experience for secondary users. The Federal 

Communications Commission has highlighted the scarcity of available to support high-bandwidth communications. 

Furthermore, a study submitted by the Commission concluded that various licenced bands are not being utilized effectively 

in communications [3]. 

The optimal use of the available spectrum enhances communication performance within the network. On this basis, the 

Federal Communications Commission proposed a new methodology that improves network performance through dynamic 

spectrum allocation. Consequently, a new technology was developed to facilitate this concept: cognitive radio, which 

supports cognitive radio networks. This innovative approach efficiently senses the available spectrum and promotes effective 

spectrum utilization [4]. The network comprises two main components: licenced users and unlicensed users. Unlicensed or 

secondary users utilize the available spectrum while ensuring that they do not interfere with the connections of primary or 

licenced users, allowing them to sense the spectrum without intercepting or disrupting primary user channels [5]. 

The problem of developing an efficient routing protocol to calculate the best path in cognitive radio networks is difficult to 

address because the search space is evolving very quickly because of the increase in the total number of applicable channels 

and the size of the network [6]. Therefore, the basic concept of cognitive radio is simple and can greatly improve 

communication performance, which contributes to the construction and development of an efficient routing protocol. 
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However, owing to the increasing complexities and design differences in traditional cognitive radio devices, several 

challenges exist, including analysing the applicability of the time-varying channel and determining the channel for 

transmission and reception without causing interference between the primary user and the secondary user, which increases 

complexity in the design of the media access control layer of the cognitive radio network [7]. 

Therefore, cognitive radio networks are expected to increase spectrum usage, alleviating the spectrum scarcity problem 

caused by IIoT applications that occupy part of the spectrum during their operation. However, there is a need for synchronous 

design between the accurate transmission of processing units and control units across deployment, especially in IIoT 

environments [8][22]. It is anticipated that the control units will prevent interference and interruptions in transmission with 

the processing units by adaptively switching to another unused channel, as the processing units have a higher priority in 

utilizing the licenced frequency spectrum. This is achieved through dynamic access technology, which enables control units 

to switch between different spectrum holes when the primary user is not present during a specific period or location [9]. 

There has been great interest in routing cognitive radio networks in recent years, as it relies on a licenced transmission 

spectrum to send and receive data packets between network control units, as well as an unlicensed spectrum for the routing 

process, as it is based on managing frequency channels according to the user's needs for many applications used, in which 

channel allocation must be taken into account, such as the industrial Internet of Things, military applications, smart city 

applications, healthcare applications, etc. The protocol provides more spectrum for sending and receiving according to data 

and enhancing smart application communications and reducing the economic cost used. Therefore, interest in cognitive man 

networks is widespread for various applications, and the development of routing protocols has recently increased. Many 

studies have specifically proposed routing protocols by discovering free channels and improving routing performance, as 

they face a set of challenges, including preparing and selecting a strong and stable channel path across multiple channels and 

the state of different routing paths between source nodes and target nodes, as well as providing high channel stability and a 

lower probability of interference [10]. 

The routing protocol must be able to access the inactive or unused spectrum to avoid interference with the central processing 

unit during the data transmission and reception process. Therefore, channel selection estimation is a challenge that greatly 

affects the performance of packet routing in the network, which may cause an increase in transmission cost due to interference 

with the central processing unit. Therefore, it is important to consider the effect of time variability on the selection of channel 

estimation to ensure the accuracy of information in selecting idle channels for cognitive radio networks [11]. 

Many routing techniques in cognitive radio networks face several routing problems, especially the increased computation 

time allocated to find the path and determine the longest path and the increased complexity in analysing the appropriate 

nodes used to transmit data in the network. To reduce these problems, the routing protocol must have better decision-making 

capability during its implementation using different users and different cognitive network application environments. One of 

these techniques is the intelligent optimization of dynamic resource routing for primary and secondary radio and cognitive 

network users, where an optimal decision is made on the basis of the implementation environment to optimize the use of 

spectrum resources in the network. In practice, once a channel with a full frequency and a long waiting time is chosen, it 

affects the activity of the central processing unit. It affects the quality of communication with neighboring nodes. Therefore, 

the routing protocol needs to consider several factors during the processing of incoming packets, such as choosing the path 

with the least delay to improve network throughput [12][33]. 

The processes on which routing techniques in the network are based include sharing routing information with neighboring 

nodes, managing routing failures, and repairing the failed path. To perform an adequate routing process in the network, 

routing techniques must meet the mentioned needs, which are considered challenges in the routing process; other challenges 

in the packet routing process are as follows [13]: 

• Minimal Route Discovery Time: The duration required to identify a route to a given destination should be minimized. 

• Interference avoidance: In a cognitive radio network, interference between secondary users and primary users must be 

avoided to ensure the quality of service between secondary users, and sophisticated detection mechanisms must be 

used when routing packets due to false alarms and missed channel detections [14]. 

• Reduced Control Overhead: The number of packets used for route discovery and maintenance should be minimized to 

conserve bandwidth and prevent collisions [14]. 

• Cross-layer design routing decisions: Cognitive networks are closely related to spectrum management and the 

flexibility of sensing activities, so it is important to take a cross-layer approach to effectively integrate functions into 

a single model that balances sensing accuracy, throughput, cost-effectiveness, and resource management impact for 

devices [15]. 

• Loop-Free Routes: Selecting routes that contain loops can lead to unnecessary bandwidth consumption, undelivered 

packets, and continuous data movement within the network [15]. 

• Route Reconfiguration: The protocol should be capable of adjusting routes that frequently change or become 

disconnected [15]. 
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2. RELATED WORKS 

Several researchers have proposed routing protocols for CRNs for adaptive and efficient routing in dynamic CRAHN 

environments. 

In [15], they proposed a knowledge-harvesting network by developing a multihop routing protocol, MCSAR, on the basis 

of the connection quality, energy consumption, and trust values to determine the next hop in the radio frequency. An 

improved Bellman‒Ford algorithm was incorporated to further improve the overall connectivity. Owing to the problem of 

choosing the best path between two optimal paths, a priority weight calculation was proposed on the basis of the distance 

from the current node to the destination node and the trust factors for selecting the routing node. The results showed better 

efficiency in terms of the packet delivery ratio, communication overhead, delay, and increased throughput. 

In [16], they proposed a heterogeneous cognitive radio routing protocol (HCR) that operates in a heterogeneous environment, 

i.e., uses licenced and unlicensed spectrum bands while routing packets from source to destination. The proposed routing 

protocol derives its utility from making a trade-off between the channel diversity of the routing path and channel throughput 

in cognitive radio networks. The results compared the proposed routing protocol with the AODV routing protocol via a 

separate simulation based on the Java language. The results demonstrated the superiority of the proposed routing protocol. 

In [17], a routing protocol for multichannel and multihop radio sensor networks was proposed on the basis of spectrum 

sensing, analysis, and measurement of the delay of each hop of the spectrum channel. As a result, the spectrum dynamics of 

the network were addressed, and a mechanism was proposed to provide the remaining spectrum on the basis of the expected 

idleness of the channel, the sensing range, and the connection history of each channel. Thus, this methodology allows 

secondary users to mitigate the communication interruptions resulting from the arrival of primary users and exploit the 

channel. Thus, the proposed system contributes to improving the transmission performance of each hop. The results showed 

that the proposed routing algorithm improved the network performance in terms of throughput, delay, and energy 

consumption while ensuring reliable communication along the specified routes. 

In [18], a dynamic behavior protocol was proposed to select a stable transmission path from source to destination. It is based 

on an edge weight graph based on a parameter called NHDF (next hop factor), which takes into account the node transmission 

patterns and channel availability to select the optimal path for communication where the node transmission pattern is 

determined on the basis of the distance, speed and direction of the node and the spectrum awareness measurement in the 

proposed protocol within the shared communication channels. The results revealed the quality of routing performance by 

selecting stable and secure paths and the superiority of the proposed system over existing solution protocols in the same 

field. 

In [19], spectrum management was proposed as a new and secure routing algorithm. The proposed system combines the 

behavior of nodes during the spectrum sensing phase through the belief level, which is the reliability of the node in finding 

the spectrum channels to use correctly, as well as securing routing messages by distinguishing them via encryption 

technology. The aim of the proposed system is to make paths available between any two connected nodes in a secure and 

efficient manner, reduce the negative impacts on authorized users from exploiting the channel and the guest, and reduce the 

overall cost of choosing the best path to route packets throughout. The results revealed an improvement in the packet delivery 

rate, a reduction in the loss rate, and the superiority of the proposed protocol in verifying the validity of the algorithm against 

attacks in the network. 

In [20], an efficient interactive routing protocol that considers mobility to calculate node reliability in CR sensor networks 

was proposed. The proposed protocol accommodates the dynamic behavior that contributes to spectrum availability and 

determines a stable transmission path relative to the source node as well as its effective role in delivering packets to the 

receiving nodes, which depends on the distance, speed, direction and reliability of the packet transmission through the node. 

In addition, the spectrum awareness in the proposed protocol is measured on the basis of several shared channels with similar 

channel quality, which shows efficient routing performance on the basis of selecting stable paths. The results showed that 

the proposed protocol outperforms existing protocols in selecting stable and secure paths. 

In [21], a routing protocol for implementation in ad hoc cognitive radio networks was proposed. They analysed and evaluated 

the performance of the protocol via a network simulator. The results of the proposed system revealed increased throughput 

and reduced delay. In addition, they discussed the limitations of modern routing protocols, which are based on several 

additional approaches to improve the network performance in routing packets. 

In [23], they proposed a spectrum-aware, throughput- and delay-optimized multidistance SAT-MAODV routing protocol 

based on regional data selection, handshaking, and location-specific data sharing, where nodes store their data and use it to 

route and determine node movement in military applications. Compared with the MRSA protocol, the proposed protocol 

was evaluated in a network simulator, and the results revealed its effective role in reducing the routing path and footstep 

delays by 65% and 13%, respectively, increasing the network throughput by 31%, improving the delivery ratio by 9%, and 

reducing the latency by 27%. 

In [24], they proposed building a robust routing path by reducing interference and routing delay to increase throughput within 

IIoT nodes by realizing a general routing framework that aims to share information resources and exploit the fullness of 

channel availability. The time-varying channel estimation technique was used, which is based on physical layer sensing and 
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a data link layer as a channel estimation model. The results showed that the packet delivery rate reached approximately 20% 

on the basis of the different processing units and users identified in the mobile cognitive radio network, achieving high 

routing performance in finding a stable path for the channel and reducing the possibility of interference of processing units 

to maintain reliable communication in the network. 

In [25], a hybrid optimization algorithm is used to allocate resources and improve performance in the network via hybrid 

firefly and gray wolf optimization-based (HFGWOSMOR) algorithms, where the relationship between delay and throughput 

is analysed to establish a cooperative multipath connection by calculating the energy values of the received signals within 

the bandwidth and time threshold, thus contributing to solving the performance problems in the SMOR algorithm. The results 

showed that the proposed system works better than other methods do in the network. 

In [26], a multihop routing protocol based on incomplete spectrum sensing (ISSMCRP) is proposed for cognitive radio 

networks, where a cluster head is selected to call a level function to detect available channels, which contributes to the 

selection of the high-capacity channel on the basis of the accuracy of passive detection to enhance data delivery within the 

cluster, for example. In addition, the channel selection and cluster formation are controlled by the cluster head, the channels 

are selected, and the cluster formation is formed such that the energy consumption between nodes is reduced. The simulation 

results show that, compared with the existing aggregation routing protocols for cognitive radio networks, the proposed 

protocol has clear advantages in extending the network lifetime and enhancing its ability to monitor nodes. 

In [27], they proposed a routing protocol based on integrating the Q-routing network management in CRAHNs to improve 

the spectrum usage and stability as well as in transmission routing packets. This protocol considers issues of network 

expansion and stability by creating large cluster groups that accommodate more nodes despite the challenges faced by these 

large groups of instability and thus contributes to reducing communication costs and improving routing within the same 

group and between different groups. The proposed Q-routing protocol provides the best routing paths dynamically during 

the transfer of data between nodes in the network. The simulation results using OMNET++ demonstrated the effectiveness 

of the protocol in choosing stable and short paths that contributed to improving the performance of packet delivery and 

increasing productivity, routing expenses and the number of hops during packet transfer from the source to the target. 

 

3. PROPOSED METHOD 

The proposed routing protocol in cognitive radio networks, Hybrid Cooperative Spectrum Structured (HCSS), represents a 

major advance in adaptive and efficient routing within the dynamic ad hoc network. It consists of a special methodology 

based on the strengths of the Spectrum-Aware Semi-Structured Routing (SSR) and Spectrum-Aware Routing Protocol 

(SARP) protocols in highlighting the ability of the hybrid protocol to adapt dynamically to the requirements of fluctuating 

spectrum availability and user requirements. The SSR protocol is based on its structured routing capabilities, and the hybrid 

protocol manages sensitive paths that highlight changes in the radio spectrum. In addition, it captures the strengths of the 

SARP protocol in transmitting data reliably even in environments where the frequency spectrum is unpredictable. This dual 

integration of the two protocols in Hybrid HCSS allows for the construction of a more flexible network that contributes to 

improving resource utilization and reducing latency. Moreover, the hybrid protocol enhances the decision-making process 

in routing packets by integrating real-time spectrum sensor data, whose decisions are based on current network conditions, 

which leads to improved throughput, reduced interference, and ensuring more efficient communication in the cognitive radio 

network. It also addresses the challenges facing dynamic spectrum allocation in the two protocols, thus improving overall 

performance and communication stability. In cognitive radio networks, the routing protocols used in the proposed system 

are as follows: 

3.1 Spectrum-Aware Semi-Structured Routing (SSR) 

The SSR routing protocol is based on spectrum awareness while routing packets, allowing nodes to make clear decisions on 

the basis of real-time spectrum conditions. It first performs spectrum sensing to gather information about available channels 

that can be shared among neighboring nodes to create a cooperative network environment. Later, when the source node starts 

transmitting data, it broadcasts a packet requesting a route that includes details about the available spectrum. The intermediate 

node evaluates this request and updates the route on the basis of its spectrum availability. When the data reach the destination, 

a response is sent to the source to confirm the selected route and the effective spectrum bands for communication. This 

contributes to improving the overall routing path in the network. The SSR protocol includes continuous spectrum monitoring 

mechanisms, thus allowing nodes to switch between channels adaptively in response to primary and secondary user activity, 

which contributes to uninterrupted data transmission by combining routing and power control strategies by reducing latency 

and maximizing throughput, thus effectively optimizing scarce spectrum resources and improving routing performance in 

the entire network. 

3.2 Spectrum-Aware Routing Protocol (SARP) 

The SARP protocol used is based on two main stages: channel selection and path discovery. In the first stage, nodes evaluate 

the spectrum environment to determine the available channels, taking into account the channel quality factors and basic user 
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activity, to make an informed decision about which channels to use for data transmission. Once the appropriate channels are 

determined, the SARP protocol begins path discovery, where nodes exchange path request packets that include details about 

the available channel. Intermediary nodes can evaluate these requests and respond to them with reply packets, which leads 

to the establishment of an efficient multihop communication path that makes optimal use of the frequency spectrum by 

integrating channel selection with routing decisions to increase the efficiency and reliability of data transmission, improve 

the adaptability of routing in response to changing network conditions, and efficiently use limited spectrum resources in a 

cognitive radio environment. 

3.3 The proposed Hybrid Cooperative Spectrum Structured (HCSS) 

The hybrid HCSS routing protocol uses dynamically updated spectral sensor data to contribute to routing decisions, allowing 

the network to choose paths that maximize spectrum utilization while minimizing interference. This dynamic adaptation 

ensures that routing is not only efficient but also resilient to fluctuations in radio spectrum availability. By combining the 

routing capabilities of the SSR protocol with the robust and secure routing mechanisms of the SARP protocol, the hybrid 

protocol evaluates multiple routing paths on the basis of current network conditions, providing more efficient and accurate 

path selection for the target, resulting in reduced latency and improved throughput. The most appropriate paths are selected 

on the basis of real-time data. The hybrid HCSS protocol is designed to address the scalability challenges of cognitive radio 

networks and accommodate an increasing number of users and devices without compromising routing efficiency. It relies 

on an adaptive routing mechanism that is flexible to different network sizes and conditions. It aims to increase routing 

efficiency, reliability, and adaptability in cognitive radio ad hoc networks. The main steps of the proposed hybrid routing 

protocol are illustrated in the following algorithm. 

The proposed Hybrid Cooperative Spectrum Structured (HCSS) algorithm 

1. Initialize the network with nodes and their spectrum sensing capabilities 

2. While the network is operational do 

- Spectrum sensing at each node 

- Share spectrum sensing results with neighboring nodes 

- Construct a collaborative spectrum awareness map 

3. Initiate route discovery when a source wants to send data: 

- Broadcast route request (RREQ) with source, destination, usable spectrum info 

4. Intermediate nodes process RREQ 

- Check spectrum availability using collaborative spectrum map 

- Update RREQ with better path based on current spectrum conditions 

- Maintain routing table with best spectrum for each destination 

5. When RREQ reaches destination : 

- Select optimal route based on spectrum availability 

- Send route reply (RREP) back to source with selected route and spectrum bands 

6. Source node begins data transmission using RREP specified route and spectrum 

7. Monitor spectrum continuously: 

- Detect primary user activity 

- Adapt by switching to alternative spectrum band if needed 

- Initiate new route discovery if connectivity is lost 

8. Evaluate performance metrics like PDR, delay, throughput to optimize future decisions 

End of algorithm 

 

The hybrid HCSS routing protocol is implemented in the fusion center and secondary users in the cognitive radio network 

as follows: 

A. Implementation in the Fusion Center 

• The collected spectrum sensing data are obtained on the basis of the updated sensing information from secondary 

users in the network. 

• A spectrum availability log file is maintained where the fusion center maintains a log file of current spectrum 

availability for the different spectrum sensing channels. 

• Dynamic spectrum allocation is based on collected spectrum sensing data where the fusion center dynamically 

allocates available spectrum channels to secondary users while taking into account interference factors, channel 

quality and user requirements during the allocation process. 

• Providing routing information where the fusion center calculates optimal routing paths for data transfer on the basis 

of current spectrum availability and network conditions, this information is shared with secondary users to ensure 

optimal reliable routing decisions. 
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B. Implementation in Secondary Users 

• Receive routing information from the fusion center and select optimal paths for data transfer by secondary users. 

• SUs maintain a routing table that stores available routes and their corresponding spectrum availability information 

during the routing process. 

• SUs nodes continuously perform spectrum sensing to detect available channels and monitor spectrum usage within 

their coverage area. 

• The routing table is updated by secondary users on the basis of routing information received from the fusion center 

and spectrum sensor data of secondary users. 

• Determine the optimal path from the secondary users' routing table on the basis of spectrum availability, interference, 

and path length factors when secondary users need to send data. 

• SUs send routing information and data signals via the optimal selected route of the idle channels. 

• SUs provide performance feedback of the selected routes and any dynamic changes in spectrum radio availability to 

the fusion center. 

The fusion center and secondary users collaborate to implement the proposed HCSS hybrid routing protocol. The fusion 

center manages overall spectrum allocation and routing decisions, whereas the secondary user nodes sense the spectrum, 

maintain the routing table, and select optimal paths for data transmission on the basis of the information provided by the 

fusion center. This collaboration enables adaptation to dynamic changes in spectrum availability and network conditions, 

ensuring efficient and reliable data transmission in cognitive radio ad hoc networks. The main steps of the proposed hybrid 

HCSS routing protocol are shown in Figure 1. 
 

 

Fig. 1. Flowchart of the proposed hybrid HCSS routing approach. 
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4. EVALUATION METRICS 

The proposed system is evaluated with different evaluation metrics, which are explained as follows: 

1- Packet delivery ratio (PDR): This ratio measures the ratio of successfully delivered data packets to the total number 

of packets sent. A higher PDR indicates better reliability [28]. 

2- End-to-End Delay: Measures the average time taken for a packet to reach the destination from the source. Lower 

delays are desirable for reliable communication [29]. 

3- Throughput: Measures the average rate of successful data delivery over the network. Higher throughput is an 

indicator of reliable communication [30]. 

4- Goodput (pkts/sec): This is the application-level throughput, excluding protocol overhead and retransmitted 

packets. Higher values are better, as they reflect the actual successful packet transmission rate, excluding 

retransmissions and overhead [31]. 

5- Probability of Channel Collision: This is the likelihood of two cognitive radios attempting to access the same 

channel simultaneously. Lower values are preferable, as they indicate fewer instances of two radios attempting to 

use the same channel simultaneously, which can disrupt communication [32]. 

6- Total network usage (KB): This refers to the total amount of data that has been successfully transferred over the 

network. Higher values are preferable, as they indicate a more efficient use of the network's capacity to transfer 

data without packet loss [34]. 

7- Total resource utilization (%): This represents the percentage of available network resources that can be utilized by 

the routing protocol. Higher values for this parameter are preferable, as they indicate a more efficient use of the 

available resources by the routing protocol [35] 

 

5. THE PROPOSED SYSTEM IMPLEMENTATION 

The proposed system is implemented via the OMNET++ simulator and a dedicated cognitive radio network topology that 

includes the following primary components: secondary users, the fusion center, primary users, and the base stations of the 

primary users. The secondary users are responsible for sending and receiving data within the cognitive network, utilizing 

their radio and wireless cognitive capabilities to dynamically access and use available spectrum channels. In addition, they 

sense the spectrum to maintain routing tables and choose the optimal paths for data transmission on the basis of the 

information provided by the fusion center. The fusion center acts as a central unit for managing the total spectrum allocation 

and making routing decisions. It collects real-time spectrum sensing data provided by secondary users, maintains a database 

of spectrum availability, and dynamically allocates the spectrum to calculate the optimal routing paths. It then shares this 

information with secondary users to make routing decisions for them. The primary users are the users who are summarized 

in the spectrum, and their communications have the highest priority over the rest of the network components. The secondary 

users must not interfere with the communication and transmission of data with the primary users. The main role of primary 

users and their base stations is to serve as access channel nodes and provide infrastructure for the network. The proposed 

network supports wireless communication and dynamic mobility of nodes, allowing them to move freely within the network 

and supporting different types of mobility, such as linear, circular and random mobility. The dynamic spectrum access 

feature in the proposed system enables users to adapt. 

Primary users are those who hold priority in spectrum usage, and their communications take precedence over other network 

components. The secondary users must not interfere with the communication and data transmission of the primary users. 

The primary users and their base stations function as access nodes, providing essential infrastructure for the network. 

The proposed network supports wireless communication and dynamic mobility of nodes, allowing them to move freely 

within the network. It accommodates various types of mobility, including linear, circular, and random movement. The 

dynamic spectrum access feature in the proposed system enables users to adapt to changing spectrum availability and 

network conditions, ensuring efficient and reliable data transmission, high throughput, and accurate routing decisions. 

The network accommodates various node characteristics and channel characteristics, ensuring flexibility and adaptability. 

By leveraging the capabilities of cognitive radio technology and the HCSS routing protocol, the proposed system aims to 

enhance the overall performance, reliability, and scalability of the cognitive radio ad hoc network. In addition, the data type 

used for academic applications as a file data type is represented as a statistics file with an Excel file uploaded and shared 

among nodes in the network. The file size is 1024 KB. 

The proposed architecture is a key component in ensuring reliable connectivity and efficient resource management within 

the network. It emphasizes the sensing capabilities and data transmission by secondary users, whereas the reliability center 

manages essential services related to data collection and routing. Together, these components create a robust framework 

for dedicated cognitive radio network applications, as shown in Figure 2. 
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Fig. 2. The proposed network topology. 

6. RESULTS 

The results of the efficient routing protocol Hybrid Cooperative Spectrum Structured (HCSS) within the cognitive radio ad 
hoc networks, achieved by integrating the cooperative sensing capabilities of secondary users into the SSR and SERP 
routing protocols, demonstrate that the comparative analyses of four case studies—namely, the hybrid protocol case, SARP 
protocol, SSR protocol, and the case without a routing protocol—consistently show superior performance in terms of 
adaptive routing capacity, network flexibility, and evaluated parameters across all scenarios. 

The findings indicate that the hybrid HCSS protocol effectively utilizes dynamic spectrum sensing data to inform routing 
decisions, enabling the network to identify paths that maximize spectrum utilization while minimizing contention. This 
effectiveness is maintained even under fluctuations and channel migrations, allowing for the discovery of abundant 
spectrum resources. In contrast, while the SARP and SSR protocols are effective, they do not achieve the same level of 
performance as the hybrid HCSS protocol because of the more stable and reliable routing mechanisms employed in making 
routing decisions. The absence of a routing protocol resulted in a significant decrease in efficiency, highlighting the critical 
role of the hybrid adaptive routing protocol in maintaining network efficiency across various scenarios. Overall, the HCSS 
approach not only reduced latency and improved throughput but also demonstrated robust scalability, accommodating a 
growing number of users and devices without compromising routing efficiency. The simulation specifications are shown 
in TABLE I. 

TABLE I.  SIMULATION PARAMETERS AND CONSIDERED VALUES OF THE PROPOSED SYSTEM 

Simulation Parameters Considered Value 

Network Area 1500 m x 1500 m 

Number of PU 5 

Transmission Range of PU 300 meters 

Transmission Range of FC and CRs 500 meters 

Number of SU nodes 10 

Total number of unique link routes of SUs 95 

Channel availability probability 0.95 

Data Type File Data signal size 1024 KB 

Simulation Time 1800 seconds 

Type of Channel Wireless 

Simulator Name OMNET ++ 6.0 



 

 

 

 

31 Shamsi et al, Mesopotamian Journal of Cybersecurity Vol.5,No.1, 23–38 

The proposed system is implemented in OMNET ++, and Figure 3 shows the network topology. 

 
Fig. 3. The proposed network topology. 

Figure 4 shows the route building of the fusion center among the cognitive radio network to send and receive data packets. 

Each node creates its own routing table, which is used to increase network connectivity. 

 
Fig. 4. FC route building process. 

Figure 5 shows that the BSPU sends a notification about idle PU-free channels and redirects the result into the FC to add 

a new channel into the top priority channels to select by secondary users in the case of network overload and spectrum 

scarcity. 

 
Fig. 5. Channel availability notification alarm messages. 
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Figure 6 shows the data messages exchanged among SUs nodes on the basis of the routing table created in the SU and FC 

in the case of nodes that require multihop connections. 

 
Fig. 6. Data messages redirected among secondary users of the cognitive radio network. 

 

The results of the proposed system are based on four case studies, which are sorted as follows: 

A. Results of Hybrid Cooperative Spectrum Structured (HCSS) 

The evaluation of the hybrid HCSS compared with the SARP and SSR reveals that the hybrid HCSS maximizes the average 

throughput of the secondary users (SUs) by efficiently utilizing the available spectrum holes. The HCSS improves the 

packet delivery ratio, which indicates better network performance, minimizes the end-to-end delay experienced by packets 

in cognitive radio networks by optimizing the utilization of available spectrum holes by secondary users (SUs), reducing 

the time packets spend waiting to be transmitted. 

The hybrid HCSS protocol reduces the probability of collisions between the transmissions of the licenced primary user and 

the cognitive secondary user on the licenced channels. The reduced number of collisions results in fewer retransmissions, 

reduced delays, and reduced loads that cause network slowdowns. The hybrid HCSS protocol efficiently uses available 

network resources such as bandwidth to maximize performance, resulting in higher overall network utilization. In addition, 

it measures the useful data transfer rate (goodput) as the data transfer rate in packets per second increases by reducing 

collisions and improving the chances of successful delivery of the packet, thus increasing the data transfer rate in the 

cognitive radio network. 

B. Results of the Spectrum-Aware Routing Protocol (SARP) 

Compared with the SSR routing protocol, the SARP protocol increases the useful data transfer rate, excluding 

retransmission cases, as it selects paths with higher available bandwidths and less interference, which contributes to 

increasing the successful packet delivery rate and higher data transfer rate in packets per second. In addition, it improves 

the packet delivery ratio by selecting a path with less spectrum availability and collision, which avoids transmission in 

congested channels and interference with primary users, as it enhances the overall packet delivery rate and improves the 

use of available spectrum resources through dynamic adaptation to changing channel states and conditions while allocating 

traffic to ideal channels that are sufficiently empty, which contributes to reducing congestion and improving overall channel 

utilization. 

C. Results of Spectrum-Aware Semi-Structured Routing (SSR) 

The SSR routing protocol aims to reduce the packet delay from source to destination compared with the SARP routing 

protocol by relying on intelligent routing decisions that choose the paths with the least congestion by avoiding paths that 

are likely to experience high delays due to interference or congestion, which contributes to achieving lower transmission 

times in the network in general and improves channel utilization by actively monitoring spectrum availability and adapting 

routing decisions accordingly. This protocol ensures that secondary users use the available spectrum slots effectively and 

thus make the best use of network resources, as it actively monitors the availability of paths for the spectrum for congested 

or heavily used channels and redirects packets to avoid collisions with channels with high traffic, thus reducing the need 

for transmission repetition. This protocol reduces the overall collision rates because the channel is not occupied with 

excessive transmissions and places an undue routing process. 
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D. Results without routing protocols 

It refers to a situation in which there is no specific protocol or organized path to direct data within the network. This lack 

of routing structure leads to inefficient use of the available frequency band and low productivity, as packets may be dropped 

or lost owing to the absence of appropriate routing paths for delivering packets from the source to the destination. The 

packet delivery ratio is likely to decline significantly without routing protocols. In the absence of defined paths, packets 

may not reach their intended destinations, resulting in a greater number of lost packets and a reduced PDR. The lack of 

mechanisms to handle dynamic channel conditions further exacerbates this issue. 

Figure 7 shows the average throughput of the proposed hybrid routing protocol case compared with other cases. 
 

 

 

 

 

 
 

Fig. 7. Average throughput of the proposed cases. 

Figure 8 shows that the average packet delivery ratio of the hybrid approach is better than that of the other methods because 

of an increase in successfully arrived and acknowledged packets among nodes on the basis of the required path suggested 

by the HCSS protocol.  
 

 
Fig. 8. Average packet delivery ratios of the proposed cases. 
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Figure 9 shows the end-to-end delay of arriving packets from the source to the destination as secondary user nodes and FC 

elements, which show that HCSS decreases delay due to the strategy used for routing and rerouting packets during network 

traffic. 

 

 
Fig. 8. Average delay of the proposed cases. 

 

Figure 9 shows that the average probability of channel collision decreases because of the channel management strategy 

used by the HCSS routing protocol, which controls idle and busy PU channels. 

 

 
Fig. 9. Average number of channel collisions in the proposed system. 
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Figure 10 shows the total average network and resource utilization of the proposed system, which increases because the 

resource allocation features ensured by the HCSS routing protocol, which manages network resources such as bandwidth 

and computing power, can help improve overall network performance and utilization. It balances the network load, 

minimizes redundant transmissions, and optimizes paths such that they tend to use resources more effectively. 

 

 
Fig. 10. Total average network and resource utilization. 

 

Figure 11 shows that the hybrid HCSS routing protocol increased goodput due to efficient resource allocation and faster 

convergence and scalability, which optimized network performance, allowing for more effective transmission of secondary 

user data in cognitive radio networks. 

 

 
Fig. 11. Average number of Goodput Packets/Second 

 

TABLE II shows the proposed case studies of hybrid HCSS approach comparisons in the cognitive radio network. 

Compared with the other methods, the proposed hybrid HCSS protocol achieves higher throughput, indicating better data 

transfer efficiency, and has a high average packet delivery ratio because of its reliability in ensuring that packets reach their 

final destination. Additionally, the hybrid approach showed a lower delay in applications that require real-time 
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communications, indicating a low collision probability and the need for few retransmissions, which demonstrates its 

efficiency in managing resources and handling large amounts of data traffic effectively in the network, making it an ideal 

choice in network communication scenarios that require high performance and reliability. 

TABLE II.  COMPARISON OF EVALUATION METRICS FOR THE PROPOSED SYSTEM 

Evaluation Metrics Hybrid (HCSS) Approach SARP SSR Without Routing 

Average of Payload Throughput/Kbps 5164.56 4585.56055 4194.66209 3707.3174 

Average of Packet Delivery Ratio (%) 98.77% 95.60% 90.15% 76.48% 

Average End to End Packet Delay in (ms) 20192.615 27865.809 24231.1425 30713.5265 

Average Probability of Channel Collision 0.0475 0.0647 0.0609 0.0887 

Total Average of Total Network Utilization in KB 4.8792 3.5707 2.7734 1.7452 

Total Average of Total Resource Utilization (%) 12.1042 6.5092 6.449 1.3527 

Average of Goodput Packets in Second 2.8009 2.4139 2.1219 1.0732 

 

TABLE III and TABLE IV show the proposed hybrid HCSS approach compared with other related works associated with 

the routing approach in a cognitive radio network. 

TABLE III.  AVERAGE PDR OF THE PROPOSED SYSTEM COMPARED WITH OTHER-RELATED WORKS 

Ref.No Year No. of 

nodes 

Environment Method Average PDR % 

[19] 2020 20 Routing algorithm in 

QualNet and the results 

analysed in MATLAB 

Cognitive Ad Hoc On-Demand Distance Vector 

protocol (CAODV) 

65% 

Hybrid Routing Algorithm 65% 

[23] 2023 40 NS 2 SDRP 82% 

D2CARP 75.1% 

CAODV 76% 

The proposed 

Hybrid Cooperative 

Spectrum 

Structured (HCSS) 

10 OMNET ++ 

 

Hybrid Cooperative Spectrum Structured 

(HCSS) 

98.77% 

Spectrum-Aware Routing Protocol (SARP) 95.60% 

Spectrum-Aware Semi-Structured Routing 

(SSR) 

90.15% 

TABLE IV.  AVERAGE END-TO-END DELAY OF THE PROPOSED SYSTEM COMPARED WITH OTHER RELATED WORKS 

Ref.No Year No. of nodes Environment Method Average End-To-

End Delay 

[20] 2020 10 NS 2 OCAS 62 Sec 

PRACB 55 Sec 

DMN 61 Sec 

Reactive routing protocol 58 Sec 

The proposed Hybrid Cooperative 

Spectrum Structured (HCSS) 

10 OMNET ++ 

 

Hybrid Cooperative Spectrum Structured 

(HCSS) 

18.353 Sec 

Spectrum-Aware Routing Protocol 

(SARP) 

25.327 Sec 

Spectrum-Aware Semi-Structured Routing 

(SSR) 

22.024 Sec 

 

7. CONCLUSION 

Cognitive radio networks offer a promising solution for efficient radio spectrum usage by enabling dynamic spectrum access 
and enhancing adaptive communication flexibility, significantly improving spectrum efficiency to meet the increasing 
demands for wireless services. The proposed hybrid HCSS routing approach has made substantial progress in ad hoc 
cognitive radio networks by integrating the strengths of both the SSR and the SARP of routing protocols, ensuring advanced 
adaptive and efficient routing in dynamic ad hoc cognitive radio environments. The results demonstrated the superiority of 
the HCSS hybrid routing protocol in terms of average throughput, packet delivery ratio, reliable connectivity, and the time 
taken to deliver packets from source to destination. The superiority of the hybrid protocol in average throughput during 
successful data transfer across the network is due to the protocol allowing for improved data flow and reduced congestion, 
which enables efficient and adaptive management of multiple paths with changing network conditions, which leads to 
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throughput compared with traditional protocols. Additionally, by increasing the packet delivery rate on the basis of network 
conditions, the hybrid protocol reduces the loss of data, which ensures a high delivery rate even in complex and congested 
environments. The hybrid protocol also has the ability to adapt quickly to changes in the topology of the network. This ability 
helps maintain the stability of the connection without interruptions. Future directions in this field focus on exploring the 
integration of the hybrid protocol with advanced SDN technologies, as well as incorporating machine learning and artificial 
intelligence. These advancements greatly enhance the ability to adapt and make routing decisions, such as increasing the 
level of central control to manage the spectrum efficiently and predictively sensing the spectrum to facilitate accurate 
proactive routing decisions. 
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