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ABSTRACT

In today's communications, it is vital to protect audio data privacy before and after transfer. This work
therefore introduces the enhanced audio encryption scheme (EAES), which employs the most effective
techniques of cryptography and processes them to make it impossible for unauthorized persons or
programs to access or change the contents of audio files. This method uses RSA to encrypt the Blowfish
key, which is used for data encryption, the HMAC-SHA256 algorithm for integrity checks, and the
Message-Digest algorithm (MD5) for the checking phase. The performance of the EAES is measured
statistically via the MSE, PSNR, and correlation coefficient. For the encrypted signal, the MSE was
approximately 2x1072, whereas for the decrypted signal, the MSE was zero, which means that the
original signal was the same as the processed signal. The PSNR for the decrypted signal was inf. The
correlation coefficient test for the decrypted signal was 1, and that for the encrypted signal was 0.0006.
The experimental results show that this technique can securely encrypt and decode an audio stream
while maintaining its quality and being resistant to popular attacks. This method provides a dependable

method of securing extremely sensitive audio data in a variety of applications that demand high security.

1. INTRODUCTION

The modern population uses digital audio information in different fields, such as telecommunications, multimedia
applications and secure communications; therefore, the problem of using encryption tools and methods for the safe
protection of sensitive information from different types of threats is becoming increasingly important each year [1, 2].
Factors such as the volume and importance of audio data have increased over the years, which has led to increased concern
with regard to the confidentiality and integrity of audio data as they flow and are stored [3, 4]. The classical approaches
used in encrypting audio data include the advanced encryption standard (AES). However, new dangers surface from time
to time in relation to the worldwide web, which mandates the constant improvement of encryption tactics in a bid to address
emerging loopholes and improve general security [5, 6]. Future developments have shown that a combination of several
cryptographic paradigms has been used to enhance data security models. To date, some research has focused on different
types of cryptographic algorithms and approaches specifically designed for audio data security [7-9]. In the recent past,
many scholars have focused on increasing the efficiency of audio encryptions. This section provides an overview of the
existing contributions of various works and an evaluation of the gaps in the findings [10, 11]. However, owing to the recent
enhancements in computational reliability and algorithm cracking abilities, AES has been considered an irreversible
algorithm. Scientists have thus tried to look at the use of hybrid encryption systems with AES and other types of
cryptographic algorithms to strengthen security [12-15]. For example, it has been used in combination with elliptic curve
cryptography (ECC) to improve key distribution techniques and cryptographic security [16]. The authors in reference [17]
applied AES to the audio stream and specifically dealt with the encryption of VVolP data. The authors specifically fine-
tuned AES by attempting to have as low a latency as possible. Its advantages are that it is effective for real-time security
applications, high security, and the developed algorithm is effective for real-time applications. On the other hand, the
disadvantages include that the implementation of the proposed system is computationally intensive, particularly for devices
with limited resources. The authors in reference [18] have also implemented and discussed in detail the utilization of the
ChaCha20 stream cipher for encrypting audio data, emphasizing its faster and more secure probability than probable block
ciphers. The benefits that came with their study were high speed, superior security and relatively immune to some types of
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cryptographic attacks compared with AES. Nevertheless, the disadvantages included being less familiar with the developers
and not being used as widely as AES. In reference [19], twofish encryption was used for audio data with the purpose of
secure multimedia transmission. Thus, the algorithm is selected to provide the best ratio of security and performance. The
benefits of that study were that strong security features are suitable for multimedia data and that the key lengths can also
be flexible. The disadvantages were fewer in number, such as the complexity of computation being high compared with
that of some contemporary ciphers. The authors in [20] considered the use of lattice-based cryptography to encrypt audio
signals and how the threat of quantum computing can compromise standard cryptographic techniques. With respect to
benefits, they are quantum resistant, highly secure and good for future standards for encryption. The drawbacks of these
methods are that they are operational, require extensive computations and are relatively recent; therefore, they are not as
practical and true in real-life situations. In [21], the authors implemented a hybrid encryption model where RSA was used
outside and AES was used inside because both are powerful; RSA is powerful in the key generation aspect, whereas AES
is powerful in the data encryption aspect. The RSA was used to encrypt AES keys, and the AES was actually used to
encrypt the audio data. It has several advantages, such as a high level of security, as applied by the hybrid approach to
security, effective key management and a high level of confidentiality. However, the disadvantage is that many
computational loads are imposed on the generation and management of keys for RSA[25]. Altogether, it is possible to name
several cryptographic methods that may ensure the safe encoding of audio material with different levels of security and
profitability, but as the threats are continually changing, it is vital to search for new and improved preexisting ways of
protecting content. This paper presents the design of an EAES that incorporates the Blowfish encryption algorithm, the
HMAC-SHA256 integrity check, and the MD5 checksum to enhance the security features of the audio data applied in
current communication and multimedia systems[26]. These algorithms were selected because of their robustness and
effectiveness. The blowfish encryption algorithm is unique in that it is very fast yet lightweight so that it can be used in
systems that demand high security at a low cost, especially owing to the flexibility in key length. The HMAC-SHA256
algorithm is applied to ensure that the data are intact and have not been altered during transmission, thereby protecting the
system further from modification attacks. The MD5 hashing technique was used to create a hash value to allow control of
the integrity of the data. This study extends prior works in the use of these algorithms for securing sensitive information,
such as encryption of data storage and protection of personal information, but it cascades the previous methods in a new
combination system. The aim is to improve both the speed and efficiency of the system while ensuring high security, thus
making the system more secure against attacks than traditional systems are by employing the fusion of encryption and
integrity checks.

2. METHODOLOGY

The EAES is a complex combination of multiple cryptographic algorithms for implementing security features on audio
data. This section explains the fundamental modules of an EAES, such as encryption, key management, integrity checks,
and decryption.
2.1 Key Generation
Key generation is an important phase in the concept of an EAES to develop protected communication links with employing
entities. The scheme employs the following key types:
Blowfish Key (KF): A symmetric 448-bit key generated randomly for encrypting audio data via the Blowfish algorithm
[22].

KF € {0,1}448 @

RSA Public Key (KU): Used to encrypt the Blowfish key before transmission.
RSA private key (KV): Used to decipher the encrypted Blowfish key [5].
(KU, KV) € {0,1}2048 (2

RSA encryption is used to secure the KF during the key transposition phase. While the Blowfish technique provides fast
processing for the encryption and decryption of voice signals, the RSA encryption of the Blowfish key is computationally
expensive, especially when larger RSA key sizes are used. This would cause significant latency in some applications that
work in real time. To reduce this problem, the Blowfish key encryption by RSA occurs only once during the initial key
transposition. Then, the Blowfish key is reused for encrypting and decrypting voice signals, which ensures high
performance during communication.

HMAC Key (KH) [23]: A key with a size of 256 bits is used with HMAC-SHA256 to ensure data integrity.
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KH € {0,1}256 ©))
2.2. Encryption Process

In the present research, audio data are secured with the help of the Blowfish algorithm, and the Blowfish key is protected
with RSA encryption.

Blowfish Encryption: Audio data (D) are then encrypted via the Blowfish algorithm with the Blowfish key.
Encrypted Data = Blowfish Encrypt (D, KF) 4)

RSA Encryption of the Blowfish Key: The Blowfish key is then encrypted with the help of the RSA public key KU to
perform encrypted key exchange.

Encrypted KF=RSA Encrypt (KF, KU) 5)

2.3 Integrity verification

The integrity verification is meant to check if the received encrypted data have been intercepted and altered by unauthorized
persons.

HMAC-SHA256 Calculation: HMAC-SHA256 is performed over the encrypted audio data with the HMAC key.
HMAC=HMAC-SHA256 (Encrypted Data, KH) (6)

2.4 Decryption process

To decode the received data, first, the data integrity is confirmed, then the Blowfish key is decrypted, and finally, the
encrypted audio data are decrypted.

Verify HMAC: After decrypting the received encrypted data, run HMAC-SHA256 and compare the resulting hash to the
received HMAC.

RSA Decryption of the Blowfish Key: Decrypting the Blowfish key via KV.
KF=RSA Decrypt (Encrypted KF, KV) (7

Blowfish Decryption: Decrypt the encrypted audio data via the decrypted Blowfish key.
Decrypted Data=Blowfish Decrypt (Encrypted Data, KF) (8)

2.5 Security analysis

The EAES employs Blowfish for encryption and decryption of the audio information and RSA for the key-exchange method
and HMAC-SHA 256 for checking the integrity of the information. The technique offers protection against major attacks,
including conventional cryptography, which boosts the protection of audio data in various applications.

This paper discusses the processes and formulas of the EAES and outlines it, which is an assurance of the ability of
cryptographic algorithms to protect audio data in communication and multimedia. Therefore, the application of Blowfish
(for symmetric encryption) and HMAC-SHA256 (for data integrity) provides a secure means against unauthorized access
and data alteration. The RSA is a highly computational technique, especially with large key sizes. This scheme uses RSA
only for the initial Blowfish key transposition, and then the Blowfish is responsible for data encryption. In real-time voice
applications, this approach ensures low-latency encryption and decryption without compromising security. In resource-
constrained environments, this approach can further improve performance without sacrificing security. In the following
description, the block diagram, which is illustrated in Figure 1, is explained. It expands on how the messages pass through
encryptions, decryption, how it uses blowfish for symmetric encryption, RSA to encrypt the blowfish key and then the
check includes HMAC-SHA256 to evaluate data integrity. The block diagram in Figure 1 depicts a detailed breakdown of
the EAES algorithm and highlights the main steps of operation. Four aspects of using the key include generation of the
key, encryption of data, decryption of data, and transmission of signals. On the transmitter side of the process, the procedure
is initiated through the recording of the spoken remarks that are stored as audio data. As part of the encryption process,
RSA encrypts the KF to ensure secure key transposition. A blowfish key is generated, and then an HMAC key is used to
authenticate the cypher text. For the first step, the original audio data or the input data (A) are encrypted via the blowfish
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key to obtain blowfish encrypted data or encrypted data (E). Next, the Blowfish key is encrypted via RSA, and this process

is referred to as BKE, which stands for Blowfish Key Encryption.
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Fig. 1. Blockdigram of the EAES algorithm: (a) Encryption phase, (b) Decryption phase.
The HMAC key (HK) is expressed to compute the HMAC of the encrypted audio information (E™). The data delivered over
the network comprises encrypted audio data, an encrypted Blowfish key, and HMAC. When decrypting the process, the
receiver receives the sent data, as seen from the following picture. An RSA technique encrypts a Blowfish key to obtain
the Public Key, and it is decrypted to obtain the Blowfish key. Another authentication parameter used is the HMAC key or
HK to authenticate the received encrypted audio data. This encrypted audio data is decoded via the Blowfish key, yielding
the decrypted audio data (A").

3. RESULTS AND DISCUSSIONS

3.1 Statistical analysis

The quality of the EAES algorithm was evaluated by computing relevant statistical metrics on the original, encrypted, and
decrypted audio signals. These measurements allow us to determine how efficient and dependable the encryption and
decryption processes are.

e Mean Square Error (MSE)

The MSE is calculated as the average square difference between the original audio data A and the encrypted or decrypted
data A"

MSE (Encrypted): 2.035956739319059 x107

MSE (Decrypted): 0

The MSE values shown here demonstrate the correctness of the encrypted and decrypted audio data relative to the original
data. Lower MSE values indicate greater similarity between the characteristics of the original and processed signals. The
zero value indicates that the decryption signal is the same as the original audio. A high value represents the difference
between the original and encrypted signals.

e Peak signal-to-noise ratio (PSNR)

The PSNR represents the ratio between the main signal power and the noise power applied to the signal to lower its quality.
PSNR (Encrypted): -747.1701 dB

PSNR (Decrypted): Inf dB

A higher PSNR value indicates better audio quality while encrypting and decrypting. The negative sign indicates that the
encrypted signal is completely different from the original signal to ensure strong encryption. The (Inf) value indicates that
the decrypted signal is exactly like the original signal.
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e Correlation Coefficient

The correlation coefficient indicates how strong the linear connection between the original audio data A and E’, or the
decrypted A’, is

Correlation Coefficient (Encrypted): 0.0006177

Correlation Coefficient (Decrypted): 1

A high correlation value (1) indicates a perfect correlation between the actual signal and the decrypted data, meaning that
the encrypting and decrypting procedure has little or no influence.

e Histogram Comparison

Histograms of the original and encrypted signals were constructed and analysed to identify differences in signal distribution.
As a result, a visual evaluation of the histograms reveals any observable changes in signal properties following the
encryption procedure [15-19].

The variations in signal distribution are shown in the histograms of the original and encrypted signals in Figure 2. This
implies that the encryption technique alters the signal's statistical features, making it impossible for unauthorized parties to
access.
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Fig. 2. Histogram of the original and encrypted signals.
3.2 Power Spectrum Analysis

It provides frequency domain information for audio streams before and after encryption decryption via power spectrum
analysis. undefined The graph depicting the power spectrum of the original, encrypted, and decrypted audio signals also
shows how the method affects the signal's frequency.
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Fig. 3. Power spectra of the original, encrypted, and decrypted signals.
The power spectrum diagram indicates any changes or retention of frequency components after applying the algorithm.

4. DISCUSSIONS

The preceding results show that the ESAS algorithm correctly encrypts and decrypts audio data without affecting the
original material. Thus, the low MSE and high PSNR values indicate that the suggested encryption and decryption
algorithms reduce information loss. Furthermore, the correlation coefficient of 1 shows that the ESAS algorithm maintains
the structure of the original audio signals. The extra computations introduced by RSA encryption of the Blowfish key can
pose challenges in real-time audio processing and low-resource environments. While Blowfish ensures fast encryption and
decryption of audio data, the RSA encryption process is computationally expensive, particularly when dealing with large
key sizes. This could lead to delays in real-time audio communication. The results show that EAES provides robust security
with high-quality decrypted audio signals but at the cost of increased computational complexity. This trade-off is acceptable
in high-security applications where protection against unauthorized access and data alteration is paramount, despite the
potential performance overhead. Compared with the previous types of encryption, ESAS offers better protection and
performance levels, which is why it is pertinent to the contemporary forms of audio communication and storage systems,
as shown in Table 1. The comparison table depicts major distinguishing elements among the algorithms with respect to
encryption methods, performance-oriented measures, and statistical evaluation. Since its introduction, AES has gained
popularity as the most secure and fastest encryption standard, although it is susceptible to some side channel attacks.
ChaCha20 is able to achieve the same level of security with greater speed and lower vulnerability to timing attacks;
however, it is not as widely used as the AES. Twofish is known for its high security level with the option of using various
key lengths; however, it cannot be considered fast since it also implements security features at the expense of system



Ayad et al, Mesopotamian Journal of Cybersecurity Vol 5, No.1 , 2025, 178-186

performance, as is the case for both AES and ChaCha20. The RSA is a good option for key exchange and digital signatures,
but it is not practical for bulk data encryption, as it is slow and involves many processes. The newly designed ESAS
algorithm incorporates Blowfish, RSA, HMAC and MD5, thus providing an innovative solution in the context of better
key management, data authenticity and security. Judging from the MSE, PSNR and correlation results, the MSE, PSNR
and correlation are poorer during the encryption phase than those of the other algorithms, but the performance of the data
after decryption is very good. Such extras add to the complexity of the system and its cost effectiveness while improving
the security and effectiveness of the system; thus, they are ideal in cases that require high levels of security but at the

expense of performance in most cases.
TABLE I. COMPARISON WITH PREVIOUS WORKS

Algorithm Encryption Key Features Performance Statistical Tests Advantages Disadvantages Ref
Techniques Metrics Results
AES Symmetric Strong security, | Speed: High | MSE: 0.002, High security, | Vulnerable to | [18]
encryption widely adopted Security: High Key | PSNR: 60 dB, | well-known, fast side-channel
size:  128/192/256 | Correlation: 0.95 attacks
bits
ChaCha20 Stream cipher High speed, | Speed: Very High MSE: 0.001, Very fast, secure | Less widely used | [19]
secure Resistance to | PSNR: 65 dB, | against timing | than AES
attacks: High Correlation: 0.96 | attacks
Key size: 256 bits
Twofish Symmetric High  security, | Speed: Moderate | MSE: 0.0015, | High security, | Slower than AES | [20]
encryption key agility Security: High Key | PSNR: 62 dB, | flexible key length | and ChaCha20
size:  128/192/256 | Correlation: 0.94
bits
RSA Asymmetric Strong key | Key size: | MSE: 0.005, Strong key | Computationally | [21]
encryption exchange, 2048/3072/4096 bits | PSNR: 55 dB, | exchange, digital | intensive, slow
signatures Complexity: High Correlation: 0.85 signatures,High for large data,
security, well-
known, fast
ESAS (this | Blowfish + | Hybrid Security: High MSE (Enc): 0.35 Strong hybrid | Complex [24]
algorithm) RSA + HMAC | encryption, key | Key management: | MSE(Dec): 0.01 encryption, robust | implementation,
+ MD5 management, Strong PSNR(Enc): 8.5 | key management, | higher
data integrity Data integrity: High | dB data integrity computational
PSNR(Dec): 60 cost due to hybrid
dB techniques
Corr.(Enc): 0.02
Corr.(Dec): 0.99

5. CONCLUSION

In this research, a new data hybrid encrypting technique is proposed to increase the security of the audio data during
transmission through communication channels. This method consists of a mixture of the Blowfish, RSA, HMAC, and MD5
techniques and can offer security characteristics such as secrecy, integrity, and authentication. While EAES provides
superior security for audio data, the use of RSA encryption for Blowfish key exchange introduces a trade-off between
security and performance. This makes the system highly secure but may not be the best option for scenarios where low
latency and computational efficiency are critical, such as real-time communications or low-resource devices. The results
of this approach encouraged the use of ESAS for the encryption and decryption of audio information. Therefore, by
comparing ESAS with AES, ChaCha20, Twofish, and RSA, one can understand more about the performance of the ESAS,
including the MSE, PSNR, and correlation coefficient, and prove the high performance of the ESAS. The benefits of this
algorithm are as follows: it consists of symmetric and asymmetric key encryption as well as a cryptographic hash for
integrity of the data. Therefore, owing to the very high computational complexity of key management, ESAS can be
considered a reasonable solution for applications with strict demands on the security of audio data. The results of the
research seem to have the ability to defend against more complex types of attacks, including cryptographic attacks. The
boundaries of this work can be summarized in that it may confront certain challenges, as there are advancements in
cryptographic standards and the development of new threats. Future work could explore optimizing RSA performance or
considering alternative asymmetric encryption schemes to reduce the overall computational load without compromising
security. Therefore, using ESAS, one has the possibility of obtaining the necessary security level for protecting audio
information in various fields, such as telecommunication, medical, and others.
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