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ABSTRACT

Securing big data in power plants is an important and fundamental step in the infrastructure of smart
cities. In addition, it becomes a barrier if it is not controlled from the beginning. Security must be a
combination of fast and robust properties. This research presents a traffic security system (TSS) in a
smart city (SC). It is a novel paradigm meant to improve data security and integrity by means of a
multilayered method. Advanced fault analysis, dual-stage pseudonymizing, quantum key distribution
via the BB84 protocol, and Falcon signatures (FS) are combined in the proposed system. TSS enhances
data security by enhancing privacy, supporting resilience against quantum computing threats, and not
burdening the network with complex and large keys. The proposed system has been tested against
several recently known attacks, such as replay, supply chain, Sybil, blackhole, eavesdropping, advanced
persistent threat (APT), tampering, ransomware identity fraud, and desynchronization, and it has been
proven to overcome them. In terms of performance evaluation, the average signing time was
approximately 0.002 milliseconds. In comparison, the average signature verification time was
approximately 0.004 milliseconds, with an average execution time of approximately 0.54 milliseconds
and a precision of approximately 93.6 %, a recall of approximately 97.8 %, and an F1_score of
approximately 95.6 %, which are considered low compared with those of state-of-the-art research. Thus,
the proposed TSS system is highly acceptable for power plant applications. This work lays the
groundwork for future developments in safe, privacy-conscious urban systems by presenting a
multilayered approach to secure energy data in smart cities.

1. INTRODUCTION

As smart cities grow rapidly, transportation systems depend more on big data as well. Often sensitive, these data include
traffic pattern information and are thus prone to hackers. Thus, strong security solutions are desperately needed to guarantee
information security and safeguard the gathered data from smart traffic systems [1]. Likewise, they address increasing
security issues, as service centers depend more on Al technologies connected to the Internet of Things for Smart Cities
(IoSCT) and the digital infrastructure. These difficulties include data privacy violations, cyberattacks aimed against vital
infrastructure, and the emergence of quantum computers, thereby endangering smart cities [2].

Despite significant progress in smart city technologies, significant security gaps remain when massive amounts of data
collected from traffic systems are protected [3]. Many current systems rely on classical encryption, in which quantum attacks
could render useless in the future, leaving traffic data vulnerable to hacking. Furthermore, most current solutions lack robust
privacy mechanisms, as individuals can still be identified through data analysis, even when outdated masking techniques are
used [1]. To overcome these problems, an integrated security system capable of securing data exchange between system
components in a way that is resistant to quantum attacks and analysing data quality before exploitation is needed [4]. This
ensures the effectiveness of smart traffic systems while protecting us at the same time. Therefore, the data collected by
sensors, including traffic, must be kept safe from cyber attacks. While smart applications such as smart transportation require
strong security measures to protect user data and ensure service integrity, data analytics is an essential component of data
management systems that aim to improve service delivery [5]. The big data transmitted over wireless networks need to be
protected, as they can be used illegally. One must protect the data from leaks. Critical security solutions work mostly through
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digital data signatures, where the data and services provided to citizens are protected from hacking. Among the many security
concerns faced by smart cities are privacy breaches, cyberattacks, hardware vulnerabilities, data manipulation, and system
failure [5, 6]. The purpose of this study is to design a security system to protect traffic data in smart cities by integrating
modern encryption techniques and quantum computing resistance, making our security system future-proof for citizens' data.

Data collected by (10SCT) devices that are vulnerable to leakage or illegal use also have several drawbacks. Sometimes,
open communication channels help hackers intercept or alter data. Many vulnerabilities in smart devices can put human
safety at risk. Data manipulation can lead to false conclusions or incorrect assessments. Perceived system disruptions can
render vital services useless; technology cannot prevent impending disasters because it relies mostly on the accuracy of data
obtained from outside [7][47]. Figure 1 shows security challenges in smart cities.
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Fig. 1. Smart city security challenges.

Digital technology is increasingly reliant and has both positive and negative consequences in many areas of life. However,
new technologies also present legal dilemmas related to security rights issues. Despite these challenges, the clear benefits of
digital technology require a delicate balance between exploiting its advantages and addressing the corresponding problems
[6]. Data manipulation and information security flaws in how data are collected, transmitted, and stored create significant
security risks for smart cities that can lead to data breaches and losses resulting from inadequate protection measures and the
absence of unified systems to stop exploitation [7]. They are of great social and financial importance. Strong data protection
encourages vulnerable areas, and therefore, data protection is vital to any effective cybersecurity strategy; breaches generate
mistrust between residents and authorities, thus hampering the activities of smart cities.

As quantum computers can solve difficult problems faster than classical computers do, significantly impacting traditional
cryptographic methods, they represent a technological revolution. The rapid compromise of existing cryptography, which
compromises the security of traditional systems, can come from quantum computing devices [8]. In both wired and wireless
networks, security is now at the forefront. Network features present opportunities and challenges for achieving security goals,
including confidentiality, authentication, integrity, availability, access control, and nonrepudiation [9]. Through innovative
cryptographic techniques such as BB84, which ensures secure communications via quantum physics concepts, quantum
computing has the potential to improve security. These solutions can improve the security of critical data transmitted between
devices and infrastructure in smart cities, thereby reducing the risk of cyberattacks and increasing customer confidence in
these innovative systems. The increasing adoption of technology and the proliferation of smart grids, including 10SCT,
underscore the importance of establishing effective security protocols to address growing concerns and ensure the
preservation of critical data. On the basis of the development of technology, security solutions must be adaptable. Define
precise guidelines and practices for smart grid security [10][48]. Most existing studies rely on traditional or incomplete
security solutions, making them incapable of countering future quantum attacks. Furthermore, many studies do not address
the importance of preliminary data analysis before processing it for security purposes. In this paper, we present a new
methodology that addresses these gaps by combining error analysis, quantum-resistant signatures, and quantum key
generation. In this work, we aim to shed light on the TSS system methodology and its mechanism of action in protecting and
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analysing data, with a focus on the balance between ensuring privacy and maintaining the usability of data in highly sensitive
environments such as smart cities. It mostly helps by:

e This work uses fault tree analysis (FTA) to methodically identify faults in traffic systems throughout the data
collection process, thereby guaranteeing better data accuracy prior to implementing additional security.

e  The proposed system employs the BB84 quantum key distribution protocol to generate keys among infrastructures.
This mechanism enables secure data signing via the FALCON signature while mitigating and preventing potential
network breaches where attackers might attempt to manipulate data.

e To protect sensitive information, advanced masking techniques are applied to prevent data leakage. This ensures
that data, even if intercepted, remain untraceable to real users.

We provide an overview of the research organization here. A comprehensive introduction is provided in Section 1. We
review recent studies on related work in Section 2. The history of quantum signatures and pseudonyms is described in Section
3. Aresearch technique for electrical station data protection is presented in Section 4. Section 5's proposed TSS was examined
via a security analysis. In Section 6, the TSS performance analysis is described in detail. Section 7 presents the findings of
the investigation.

2. LITERATURE REVIEW

This subsection discusses the literature survey related to the proposed work.

The Internet of Smart City Things (Io0SCT) has been the subject of several research papers that have examined literature
surveys. These surveys have identified a variety of security and privacy concerns, such as authentication, integrity,
centralization, latency, and others, and have also considered potential solutions for SC applications. For example, Chen et
al. [11] presented SC blockchain-based proven data possession (PDP) for decentralized, secure data storage. This study does
not address data and device authentication issues. Ismagilova et al. [12] focused on several studies on risks within smart
cities, highlighting threats related to information security and challenges facing smart city infrastructure in managing and
processing personal data. Their study analysed many of these challenges, provided a review of several key issues, and
provided a direction for future studies. This research, on the other hand, did not give any specific answers to the problems
that were highlighted, nor did it have any practical applications. Ahmad et al. [13] analysed and examined data and
algorithmic challenges such as security, robustness, and interpretability to effectively use artificial intelligence (Al) in
human-centric applications inside smart cities, offering solutions. Nonetheless, these technologies are adequate for ensuring
security in human-centric systems. Al-Turjman et al. [14] highlighted SC applications, including smart grids, smart
transportation, smart energy, and smart health, while addressing security and privacy concerns and evaluating current
solutions.

Gharehchopogh et al. [15] developed quantum-inspired macroscopic algorithms by incorporating quantum computing (QC)
concepts into macroscopic algorithms. Macroscopic algorithms are a research area that incorporates elements of
mathematics, physics, and computing. This feature helps in finding solutions to the problems of improving security in smart
cities. In this work, quantum-inspired metaheuristic algorithms were used in the optimization areas. However, they did not
use digital signatures that guarantee data integrity. Nomaan et al. [16] used quantum key distribution (QKD) to exchange
secure keys between communicating parties. The key obtained through QKD is then used to encrypt data via a convolutional
neural network. However, the need to integrate quantum systems with neural networks increases the complexity of
implementing the system on a large scale in infrastructure. Gabriel Rossi et al. [17] devised a LoRaWAN protocol that
facilitates data transmission from IoT endpoints to application servers for analysis and storage. LoORaWAN security is
dependent on the AES-128 encryption technique, which is vulnerable to quantum computing threats. Consequently, they
suggested an enhancement to the LoRaWAN security protocol by using the Kyber KEM-1024 algorithm to fortify the system
against quantum computing threats. Nevertheless, it was often intricate and required more infrastructure expenditures. Das
et al. [18] subsequently deliberated on prospective research problemsin SC applications to enhance performance in terms of
security and privacy. However, these open research challenges are inadequate for ensuring a secure environment in an SC.
For the current solutions for safe SCs, there are many challenges in the SC, such as large amounts of data, high-definition
communication, privacy, latency, and security. However, security and privacy have become the most important concerns for
SC applications today. Peivandizadeh et al. [19] proposed a security protocol that focuses on enhancing the security
properties and protecting 10T nodes. By leveraging the security features provided by elliptic curve cryptography (ECC) and
using the elliptic curve difference—Hellman (ECDH) key exchange mechanism, the complexity of the protocol prevents its
widespread implementation.
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TABLE I. PREVIOUS STUDIES ON SECURING SMART CITIES
Researchers Technigues and Algorithms Used | Study Proposal Unsolved Problems
Chen et al. [11] Blockchain for secure data storage | Blockchain-based dynamic High cost and complexity of
2020 provable data possession blockchain implementation
Ismagilova et al. [12] Literature review, smart city Security, privacy, and risk analysis | No specific technical solutions
2022 interaction framework in smart cities provided
Ahmad et al. [13] Critic_al analysis of smart city Human—centereq smart city Lack of technical solution
2022 security and data management deve_lopmgnt with ethical proposals
considerations
Al-Turjman et al. [14] 10T security and privacy review Challenges and opportunities in No direct technical solutions
2022 smart city 10T security proposed
Gharehchopogh et al. [15] Quantum-inspired metaheuristic Comprehensive classification of No practical comparison of
2023 algorithms guantum algorithms algorithms
Nomaan et al [16] Quantum cryptography in CNN for | Combining Al and quantum Limited real-world applications
2023 smart cities encryption for security
Gabriel et al. [17] Post quantum key encapsulation Enhancing security of LoRaWAN Implementation complexity and
2024 for LoORaWAN networks hardware requirements
Das et al. [18] Secure and privacy-aware data Secure method for vehicle-to- Needs real-world testing and
2025 sharing for smart electric vehicles vehicle data exchange validation
Peivandizadeh et al. [19] Secure key exchange and Secure 10T communication Potential performance issues on
2024 authentication protocol authentication mechanism low-power devices

3. BACKGROUND

This section has subsections that elucidate FTA and pseudonymization procedures, with specifics on quantum key
distribution using the BB84 protocol and the FS quantum-resistant signature method.

3.1 Fault Tree Analysis

Fault tree analysis (FTA) is a systematic analysis technique that determines whether a system is reliable enough in the event
of hardware failure. The goal of FTA is to analyse the possible causes of undesirable events, such as system-level failures,
by identifying component-level faults. System analysis requires translation into an FT. It is a graphical model that is used to
evaluate system reliability [20].

FTA techniques can be divided into qualitative and quantitative methods. The method qualitatively identifies the possible
causes of system-level failures, such as the failure of multiple system components, on the basis of the structure of the FT.
Quantitative FTA calculates values such as failure probabilities for an FT. It evaluates the probability of the highest event
on the basis of the failure probabilities at the component level [21]. FT is a tree-like model consisting of nodes and edges.
Nodes can be system components, conditions, gates, or the highest event. The system components form the system and are
the leaves of the FT. An event is the failure of a subsystem or an individual component. An event is called "intermediate"
when it is triggered by one or many other events or is otherwise called "primary". The top event is the root of the tree and is
an undesirable event. For example, if the power supply to the system fails, it may cause the system to shut down, which may
have disastrous consequences. Avoiding these undesirable events is the purpose of the analysis [22]. Algorithm 1 describes
fault tree analysis ot starts by identifying the final event T (logic tree) where the relationships between events are added via
logic gates G. The tree is traced to identify the root causes R by expanding the tree until it reaches the system components
C. A quantum analysis can be performed to calculate the probability T on the basis of the probabilities of the sub events
before the results are output.

ALGORITHM 1: FTA
Input:
T: Top Event (final failure to analyse)
C: Components of the system
G: Logical gates
Output
R: Root causes of the failure
P(T): Probability of T
1. Begin
Tree « {T}
For each T, identify contributing events: Tree — Tree U G (Contributing Events)
Traverse Tree to Root Causes:
While Events # @ If Event is a component (C) then R «— R v {Event} Else Expand using G.
Compute Probabilities: For each event E connected by G: P(E) = f(P(Sub-Events))
Return R, P(T)
End

N OA WD
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3.2 Pseudonymization

Data anonymization is the process of replacing all personal identifiers (such as names, addresses, and account numbers)
with pseudonyms: artificially generated words or codes that may serve as convincing representations of the original data.
“Strong” anonymization focuses on “pseudo-identifier” attributes (device ID), and the codes are assigned randomly and
independently of the original values (although they may still eventually be associated with each other). Data anonymization
is an approach that provides a traceable form of anonymity and requires legal, regulatory, or technical procedures.
Consequently, the association can be made only under specific, controlled conditions. Notably, data anonymization is not,
as a general rule, sufficient to ensure that the final results of the process do not constitute personal data [23].

Pseudonymization is a data protection methodology that aims to replace sensitive personal identifiers with pseudonyms or
masked data. Common techniques include partial masking, where specific parts of the data are masked, and full masking,
where the entire data field is replaced with nonidentifiable values. Dynamic masking is an innovative approach that allows
for control of the level of visibility on the basis of user privileges, where authorized users can access the full data while
limiting exposure to others. These techniques are essential in sensitive sectors such as healthcare and finance, where a delicate
balance must be struck between protecting confidentiality and ensuring the effective usability of data, which in turn enhances
the security and operational efficiency of systems [24].

3.3 BB84 Protocol

Aiming to provide a shared secret key for encrypting safe communications, BB84 is a quantum mechanical technique
utilized for the process of secret key exchange between a sender and a receiver. The process consists of fundamental
preparation, transmission, measurement, comparison, and eavesdropping identification. The uncertainty principle holds
that some features of a quantum particle cannot be exactly seen simultaneously; the noncloning theorem claims that an
unknown quantum state cannot be replicated. A basic component of postquantum cryptography research [25] is that it is
necessary for attaining absolute security in communications. Development was highlighted with the first whole procedure
(Bennett and Brassard, 1984), which was built on past concepts by Wiesner (Wiesner, 1983). Alice sends bits in the BB84
protocol to Bob from two complement bases of a two-level system [26]. Stated specifically as a security rationale, the
noncloning thesis. The sender creates a random key in it and then codes it into qubits, which are delivered to the recipient
via a quantum channel. Bob measures the qubits and creates a shared secret key following the result analysis. If a spy agent
tries to intercept the qubits, it may use sorting to identify and destroy the compromised qubits, thereby maintaining the
integrity of the key. By the use of mistake correction and privacy-enhancing techniques, the sender and receiver may
improve the key generation, thereby retaining its security and secrecy [27]. Introduced in 1984 by Charles Bennett and
Alain Brassard, BB84 and E91 are QKD systems that exploit four different polarization states of photons.
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Fig. 2. Sample for Generating a Secure Key via the BB84 Protocol.

ALGORITHM 2: BB84 protocol

Input: Seed

Output: Secret Key

Begin

B Sender «— {Bi| Bi €{0, 1}}, 6 Sender — {0; | 6; €{R, D}}

P _Encoded «— {P; | Pi = F (B;, 6)}

Receiver Generates Bases and Measures: 0 _Receiver < {0'|| 0'i € {R, D}}, B Measured — {M; | M; =G (P;, 67)}
Filter Matching Bases: 0 _Shared «— {i | 6; = 0y}, B_Filtered < {B; | i €0 _Shared}
Verify Errors: E_Error «— (Mismatched Bits)/(Total Bits In B_Filtered)

Abort If E_Error > E_Threshold.

Amplify Privacy: Secret Key < H(B_Filtered)

End

CoNOO~wWNE
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Algorithm 2 illustrates the quantum key generated by BB84. First, the sender generates random bits and bases B_Sender,
where 6_Sender is a series of random binary values (0,1). Each bit (B;) is encoded into a photon polarization state (Pi) on
the basis of the basis (6). If B; = 0, then §; =R— Horizontal polarization; if B; =1, then 8; =D— 45° polarization. The
receiver then generates random bases (6 _Receiver). Each photon is measured via a random base. If the base (6;) matches
the base used in the measurement (8’), then the measured bits (M;) match the original bits (B;). Then, the bases of the
transmitter and receiver are compared: 0 Shared < {i | 6i = @i}. The photons measured via identical bases are kept
B_Filtered < {Bi|i €0 Shared}. When the error rate is calculated if E_Error > E_Threshold, the protocol is stopped. The
privacy amplification technique is applied to the raw key to reduce the eavesdropper's potential knowledge of the Secret
Key <« H(B_Filtered). Figure 2 depicts the BB84 key generation.

3.4 FALCON Post-Quantum Digital Signature Scheme

Denoted by its full name, "Fast-Fourier lattice-based compact signatures over NTRU," this signature method is based on
lattice cryptography and is specially tuned for effective and compact execution over NTRU [28]. The architectural
simplicity of FS results from its adherence to the theoretical paradigm set out in a 2008 paper [29] by Gentry, Peikert, and
Vaikuntanathan for constructing lattice-based hash-and-sign algorithms. Two basic components are required by this
theoretical model: trapdoor sampling, with an FS signature via a novel approach called fast Fourier sampling, and a defined
family of cryptographic lattices from which NTRU lattices are chosen. All things considered, FS's signature scheme may
be concisely described as the integration of rapid Fourier sampling, NTRU lattices, and the GPV framework. Employing
the hash-and-sign technique, the FS signature is a post-quantum lattice-based signature system. Three main processes define
the FS signature method: key generation, signing, and signature verification. To generate its coefficients, FS needs sampling
both during key generation and signing [30].

ALGORITHM 3: FALCON Key Generation

Input:

P: Monic polynomial in Q[a]

g: Modulus (integer)
Output:

SK: Secret key

PK: Public key

Steps:

1.  Generate random polynomials f, g.
Solve NTRU equation for F, G.
Construct lattice matrix A.

Apply FFTto A — A_trans.

Compute Gram matrix G_matrix.

Perform LDL decomposition on G_matrix — T.
Normalize leaves in T.

Set secret key SK = (A_trans, T).

Compute public key PK = g* f T mod g.

0. Return SK, PK.

Beo~NogkrwN

Algorithm 3 generates a key pair via a polynomial P and a coefficient g, thereby generating random polynomial equations
fand g [31]. The NTRU equation is subsequently solved to obtain F and G. After a fast Fourier transform (FFT), a lattice
matrix A is produced; thereafter, the Gram matrix is constructed, and LDL analysis is carried out. Designed for fast
calculation of discrete convolutions, the FFT operates with a complexity of O (n log n) via the Divide and Conquer
approach, and FFT-based multiplication is identified as the most efficient method for polynomial multiplication.
Factorizing a symmetric matrix A is accomplished mathematically via LDL. LDL factorizing is applied in FS to produce a
structured representation during the key generation process. A = L * D *LT. L is the lower diagonal triangular matrix
equivalent to 1; D is the diagonal matrix; and T is the transform [32]. The production of the public key PK and the secret
key SK helps authenticate the signatures.

ALGORITHM 4: FALCON signature Generation
Input:
msg: Message to sign
SK: Secret key
2 Security bound
Output: signature: (r, s)
Steps:
1.  Generate random nonce r and hash point:
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. hash_point «<— HashToPoint(r || msg).
2. Compute transformed point T_point using FFT.
3. Repeat:
. Generate z using FFSampling.
. Compute s and check if s? < >
4. Convert back using inverse FFT and compress s2.
5. Return signature: (r, s).

Algorithm 4 generates a digital signature with the secret key SK and the message [33]. One generates a random integer r
and then uses the FFT to compute hash_point. Using a fast Fourier sampling advanced technique, FFS sampling effectively
generates short vectors from a Gaussian distribution in network-based encryption, such as FS. It is based on the FFT, which
allows calculations to be more rapid and complexity to be lowered. Data signing is aided by FFS sampling. The process
continues until a signature s satisfies the security condition g2 after that, the signature (r, s) is restored following data
compression.

ALGORITHM 5: FALCON signature verification

Input:
msg, sig (r, s), PK, q, p*
Output: Valid or Invalid
Steps:
1. Compute hash point: ¢ = HashToPoint(r || msg).
2. Transform: T_verify = (1/q) * FFT(c) © FFT(PK).
3. Inverse FFT on s: ' = invFFT(s).
4. Verify: If ||s'||? < p? — Return "Valid", else "Invalid".

Algorithm 5 authenticates the digital signature by computing the hash point c, then using the FFT, and comparing the length
of the resultant vector s' with the security criterion 2 [33]. If the criterion is met, the signature is accepted; if not, it is
denied.

4. TSS METHODOLOGY

In this section, we present an enhanced security system that analyses and protects the massive amount of traffic circle data
collected from smart cities via the BB84, FTA, masking, and FS techniques. Figure 3 describes the methodology proposed

in this study.
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Fig. 3. General proposed methodology for the TSS system.
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After data from smart cars and various modes of transportation in the city are collected, they are sent to the traffic
department's server via wireless communication channels. To ensure data quality, FTA is used to detect and correct potential
errors before further security steps are performed. Because the TTS system relies on the BB84 protocol for distributing a
quantum key, it is used as a seed to generate the private key used to digitally sign data via Falcon. A quantum key is generated
via BB84 between the smart car and the traffic department server. It is used as a seed to generate Falcon's private key. Smart
vehicles then digitally sign traffic data via Falcon. Sensitive data are masked to ensure that the data cannot be traced back to
actual users before being sent to the server, which in turn verifies the signature via the corresponding public key to ensure
that the data have not been tampered with during transmission. The server also masks sensitive data and creates digital
signatures before storing them in the database. This approach provides a strong verification mechanism, as any modification
to the data will result in digital signature mismatch and inaccessibility of personal and sensitive data, ensuring the integrity
of the data exchanged between the smart media and the traffic server.

4.1 Fault Tree Analysis

FTA is an effective tool that contributes to enhancing the reliability and security of the proposed TSS system. It is used in
TSS to analyse data in a systematic way and explore the factors that may lead to system failure and affect data accuracy. The
process begins by identifying the end event, such as data integrity loss, and then breaks the problem down into its root causes
across multiple levels via logic gates such as AND and OR to illustrate the relationships between events. This technique
helps in prioritizing and classifying the causes according to their probability of occurrence and impact on the system. This
analysis enables us to predict potential risks and assess their impact on the entire system. In addition, it is used as a preventive
tool that helps in developing proactive plans to reduce the probability of failure, whether by improving the concealment
processes, enhancing the security of quantum keys, or improving digital signature procedures. The role of FTA is not limited
to analysis; rather, it contributes to improving the understanding of the processes on which it depends. By analysing the
causal relationships between data.

4.2 Initial Pseudonymization Using Masking

Pseudonymization is a disguise method used to hide sensitive data with nonsensitive codes so that the privacy of those data
is maintained. It aims to mask identifiers that make it difficult to identify individuals directly without compromising the
system's ability to analyse the data. When sensitive data are collected from smart electrical equipment, codes replace the key
fields to protect the original data. Maintaining data privacy and enabling secure data analysis helps reduce the consequences
of data breaches or their use, thus reducing risk. The method begins by identifying areas that need defense and identifying a
mask, which is a mathematical matrix whose values are combined with the mask using (XOR, AND) gates and masked in
the fields that contain sensitive data. This process maintains a secure database where the original data and the mask matrix
are kept in a confidential database and can only be accessed by authorized persons. This database requires additional layers
of protection and limited access.

4.3 Apply BB84 Protocol

The main goal of BB84 in the TSS system is to enable a secure method for exchanging secret keys applied in the digital
signature of data. Using quantum entanglement and noncloning theory, the protocol generates and distributes quantum keys
between communicating nodes and thus ensures improved security. The central computer and the deployed sensors
collaborate to generate a quantum key, which is then used to verify the authenticity of the data, thus ensuring its
confidentiality during transmission. By helping identify any eavesdropping or hacking efforts during key exchange, BB84
ensures a high degree of security. The FS then uses the private key generated by the digital signature of the data, thus proving
its integrity and authenticity. This is a well-known and widely used protocol that represents binary values (0, 1) by polarized
photons in discrete quantum states. Eavesdropping occurs when the state of the photon changes in line with the ideas of
quantum physics, especially the challenge of measurement without changing the state. While the FS for digital signatures
builds a strong security system that protects the transmitted data, it has been used for key exchange. In the face of
improvements in quantum technology and cryptographic attacks, BB84 enhances the security of the TSS system. It combines
digital signatures and provides an innovative way to protect large amounts of sensitive information stored in SCs.

4.4 Digital Signature Using Falcon

Our approach relies heavily on FS. Its key step in TSS is data verification and information protection. It is ideal for SC data
security because it uses lattice-based encryption, which helps it resist quantum attacks. This technique generates a secret key
to sign the data and a public key to authenticate the data via the BB84 secret key. These two keys ensure the authenticity of
the source and the integrity of the data by verifying the transmitted data without revealing the secret key. Using the secret
key and complex mathematical operations, FS analyses the sensitive data that have been masked via pseudonyms and plain
data and then signs it to verify that the signature fairly represents the identity of the source and detects any changes in the
data. The complex approach ensures that the data have not been altered and that any change will result in a mismatch in the
signature. Public key verification verifies the validity of the digital signature. The obtained signature is verified via the public
key, thus ensuring that the B? security criterion is met. The signature confirms that the data have not changed during



Tregi et al, Mesopotamian Journal of Cybersecurity Vol 5, No.1 , 2025, 256-272

transmission. Mathematical networks provide deep security against both conventional and quantum attacks as well as
integrity and reliability.

4.5 Final Pseudonymization Using Masking

The final stage of the TSS is to add an additional layer of data protection by masking sensitive information even after it has
been digitally signed. This step ensures that the data remain secure and anonymous, reducing the risk of unauthorized
identification or misuse. In this stage, masking techniques are applied to replace sensitive fields with masked values, which
breaks any direct link to the original data. This complements previous anonymization efforts by addressing security
vulnerabilities that may arise during transmission or storage. By making the data unidentifiable, it protects sensitive
information from advanced threats, even if the dataset is intercepted. This stage enhances the privacy framework of the TSS,
ensuring that the data remain secure while maintaining usability for legitimate analytical purposes.

Algorithm 6: Multilayer data security using FTA, Masking, Key Distribution, and Digital Signatures
Input: Collected data
Output: Integrity data
Steps:
Function main():
SD « getSensitiveData()
DI « getDeviceSpecificlnfo()
Function performFTA(SD, DlI):
identifiedlssues «— []
For each issue in analyseFaultTree(SD, DI):
identifiedIssues.append(issue)
Resolve(identifiedIssues)
performFTA(SD, DI)
Function applylInitialMasking(SD):
maskedData «— []
For each field in SD:
M — applyMask(field)
maskedData.append(M)
Return maskedData
maskedSD < applylnitialMasking(SD)
Function generateSecretKeyUsingBB84():
SK «— performBB84()
Return SK
SK «— generateSecretKeyUsingBB84()
Function signDataUsingFalcon(SK, maskedSD, DI):
CD «— combineData(maskedSD, DI)
S «— applyFalconSignature(SK, CD)
Return S, CD
S, CD « signDataUsingFalcon(SK, maskedSD, DI)
Function applyFinalMasking(CD):
finalMaskedData «— []
For each field in CD:
M «— applyMask(field)
finalMaskedData.append(M)
Return finalMaskedData
finalMaskedData «— applyFinalMasking(CD)
StoreOrTransmit(finalMaskedData, S)
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Algorithm 6 explains that performFTA() analyses the collected sensitive data (SD) and device-specific information (DI).
The applylnitialMasking() replaces sensitive data fields with masked values. The generateSecretKeyUsingBB84() function
creates a quantum-resistant secret key (SK) via the BB84 quantum key distribution protocol. The signDataUsingFalcon()
combines the masked sensitive data (maskedSD) and the device-specific information (DI) into a complete dataset (CD). The
applyFinalMasking() function applies an additional layer of masking to the combined and signed data (CD). The
StoreOrTransmit() function securely stores or transmits the final masked data (finalMaskedData) along with its signature
(S).

The proposed TSS security procedure sequence is shown in Figure 4.

[S) | . o =) | e o)
8 4 p ®
SHE & Bl (€ &
Fault Tree Initial Quantum Key Digital Final
Analysis Pseudonym Distribution Signature Pseudonym
(FTA) (Masking) (BB84) (Falcon) (Masking)
Analyzing system Masking identities to Distributing secure Signing data with Applying final
vulnerabilities enhance privacy keys using quantum post-quantum identity masking
protocol algorithm

Fig. 4. Security process sequence of the proposed TSS.
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5. SECURITY ANALYSIS
In this section, we demonstrate security analysis through attack analysis and testing of the Scyther verification tool.

5.1 Attack Analysis

1. Replay attacks: Replay attacks deceive legitimate participants into thinking that the protocol execution has been
successfully finalized by replaying messages in a setting that is different from the original context. The TSS
mitigates replay attacks by using digital signatures via the FS, which verifies data integrity and ensures that only
new, unspooled messages are accepted.

2. Sybil attacks: Also called false-name attacks. Fake nodes are commonly considered among the most damaging
attacks because they create a large number of pseudonymous identities to gain a disproportionately large influence.
These fake nodes can disrupt communication or trust in systems. The TSS system combats this by adopting BB84
secure key distribution protocols to ensure the integrity of the connection, allowing only legitimate entities to
participate in the network.

3. Blackhole attack: This type of attack is referred to as packet dropping attacks, which significantly deteriorate the
network's performance. In this form of attack, the network may contain either a single legitimate node or multiple
legitimate nodes. The TSS prevents this by FTA, which is used to detect malicious nodes that may behave
abnormally or cause data loss. Data flow paths in the network are analysed to identify nodes that may become
“black holes” and how they may affect the network.

4. Eavesdropping: This is a cyberattack where an unauthorized party, referred to as an eavesdropper, intercepts
private data between two or more parties and captures sensitive information. Applying pseudonymization
technology to mask sensitive data renders the intercepted information meaningless, reducing the amount of
information that can be accessed.

5. Tampering attacks: This involves modifying data during transmission, compromising its integrity. The TSS
combats tampering by using digital signatures from the FS, which detects any unauthorized modifications.
Pseudonymization ensures that sensitive data fields are masked, reducing an attacker's ability to understand the
data.

6. Ransomware attacks: The process of encrypting system data and demanding payments to restore access and
compromise data availability. The TSS uses FS digital signatures to ensure that only authorized changes to the
data are accepted. By masking sensitive data, it becomes more difficult for attackers to identify valuable targets.

7. APTs: Long-range targeted attacks are attacks in which adversaries infiltrate a system to steal data and are often
continuous. The quantum key distribution provides a high level of security in data transmission, as any attempt to
eavesdrop on quantum keys will result in a change in the quantum state, making the attack detectable. APTs often
rely on eavesdropping for long periods of time to gather information, but BB84 makes this activity impossible
owing to the nature of quantum physics.

8. Supply chain attacks: Targeting vulnerabilities in the system's built-in components, allowing attackers to introduce
malicious elements. These attacks are identified via FTA, which detects any failure in the system components.

Table | provides a comparison between the proposed TSS and various previous systems in repelling attacks.

TABLE Il. COMPARISON OF ATTACK PREVENTION BETWEEN THE TSS SYSTEM AND THE SIMILAR SYSTEMS

Attacks [34] 35] [36] 137] 138] TSS
Replay v v v v
Supply Chain v
Sybil v v v v v
Blackhole v
Eavesdropping v v v v v v
APTs v
Tampering v v v v v
Ransomware v

5.2 Scyther as an Analysis Tool

We utilize Scyther simulation as an effective tool for assessing cryptographic systems. This simulation is exceptional because
of its sophisticated features, attack monitoring, and swift verification speed. It swiftly authenticates most systems and
procedures throughout several sessions without depending on approximation methods, guaranteeing that all identified risks
are legitimate and do not jeopardize the system [39]. Users (client-receiver (CR) and server-receiver (SR)) may choose for
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unfettered verification or utilize Scyther for assault detection. Scyther is unique among scheme analysis tools because it
combines the benefits of model-checking approaches, including attack detection and termination, with the functionalities of
theorem proving or abstraction-based methods for unbounded verification. Furthermore, Scyther provides unique features
such as attack detection and thorough characterization, which are absent in competing systems. It may be utilized through
the graphical user interface, the command-line interface, or as a backend for analytical programs employing Python interface
functions. Scyther employs the analysis of security protocols across many approaches to identify data breaches and ensure
the confidentiality and integrity of information during transmission between a client and a server or among corporations and
organizations. This tool uses security requirement attributes to verify certain authentication data, including Aliveness,
Nisynch, Niagree, and Weakagree.

5.3 Scyther's Authentication Test Results

We illustrate the evaluation solution of the proposed TSS using the Scyther tool. The test outcomes of our procedure are
predicated on the following events: Alive, Niagree, Nisynch, and Secret. The results indicate that the security parameters are
sent between the network entities (the traffic officer administrator (TOA) and the traffic department server (TDS)) without
any threats or assaults. Figure 5 illustrates the design of an attack-resistant system in the proposed TSS field. Furthermore,
we finalized a summary of the role descriptions for the proposed TSS system, with the outcomes shown in Figures 5 and 6.
The TOA is responsible for managing the smart power plant, collecting data, and generating security values such as keys
and quantum codes to ensure that the information is protected before being sent to the central TDS. The TDS receives the
data received from the TOA, verifies its integrity, analyses it, and manages the necessary security keys and directions. The
coordination between the two sides is based on exchanging data in a way that ensures the security, synchronization, and
privacy of information related to the power plants.

[ A

Scyther results: characterize [

Claim Status Comments Patterns

T55 ToOA  TS5TOA2  Reachable Ok verified Exactly1trace pattern. |-1trace pattern |

TDS  TSS5TDS2  Reachable Ok Verified Exactly1trace pattern. | 1 trace pakttern .|

Done.

Fig. 5. TSS system summary of the characterized roles.

= =

Scyther resulks : verify (=]
Claim Status Commer
TSS ToaA TSs,4 Misynch ok erified Mo attacks.

TS5, TOAZ Secret quantumkey ok  Werified Mo attacks.

TSS,TOA3  Secret pseudonym ok verified MNo attacks.
TSs5,TO0A4  Alive nonceTOA ok Wwerified Mo attacks.
T55,TOAS Misynch ok  Verified Mo attacks.
TS5, TOAG  NMNiagree ok Werified Mo attacks.
TDS T55,5 Misynch ok Verified Mo attacks.

TS5,TDS2 Secret quantumkey ok  werified Mo attacks.

TSS,TDS3 Secrekt pseudonym ok erified Mo attacks.
T55,TDS4 Alive nonceTDS ok Verified Mo attacks.
T55,TDS5 Misynch ok  Verified Mo attacks.
TS5, TDS6 Miagree ok Werified Mo attacks.

Done.

Fig. 6. Depiction of the Scyther results.
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6. PERFORMANCE ANALYSIS
The performance evaluation of the proposed TSS is presented in this section.

6.1 Theoretical Performance Analysis

To guarantee the security of large amounts of data and operational efficacy in SC applications, particularly in the traffic
circle, the TSS system is implemented. To guarantee the secure utilization of power plant data within the SC infrastructure,
the system's efficiency is assessed via BB84, FS, FTA, pseudonymization, and processing. This is achieved through the
implementation of security and analysis techniques that are both efficient and rapid while also being appropriate for the
limited capacity of sensors and smart transportation. FTA technology was implemented to increase the accuracy of the
collected data, ensure its consistency, and reduce the percentage of errors caused by misconduct or incorrect data input. This
technology analyses the data and identifies errors prior to processing. To safeguard the confidentiality and security of
sensitive data and prevent their exposure, pseudonymization technology was implemented. This technology converts
sensitive data into fictitious identifiers, thereby reducing data exposure and safeguarding privacy. It is a less complex process
than encryption, which frequently involves the use of large and intricate keys that impose a burden on the network. The
system is engineered to be performance efficient, ensuring high security without significantly affecting the data transfer
speed. This is achieved by implementing signature and signature verification processes that minimize latency and ensure
data security, thereby making it suitable for sensitive operations and enhancing user confidence in incoming data. TSS is a
cutting-edge approach to safeguarding traffic data in smart cities, as it seamlessly integrates operational efficiency with high
security, rendering it appropriate for critical infrastructure. The system is anticipated to overcome performance obstacles as
a result of enhancements in the technology and apparatus that support it. Table Il presents the results of an evaluation of
three digital signature algorithms using various criteria. Because of its lattice-based cryptographic design, FS provides
superior quantum security; this makes it suitable for resource-constrained 10SCT and makes it more resistant to quantum
attacks. The three rival algorithms, Rivest, Shamir, and DSA, are vulnerable to assaults from Shor's algorithm. Additionally,
CZ-Rainbow tends to be less efficient because of the complexity of the keys and is not ideal for these environments. Table
Il juxtaposes the security, important dimensions, and applicability of the three protocols for applications in SCs. BB84 is
the most efficient in terms of speed and has the best degree of protection against quantum assaults. Conversely, RSA and
Diffie—Hellman exhibit diminished security and efficiency with intricate keys, making them the most appropriate for these
applications.

TABLE Ill. A COMPARISON OF FS WITH OHER DIGITAL SIGNATURE ALGORITHMS

TSS [40,41] [41]
Criteria
FALCON CZ-Rainbow DSA
Security Post-quantum secure (NTRU) Post-quantum secure (Multivariate) Not quantum-secure
Public Key 897-1793 B 58.8-523.6 KB 1024-3072 bits
Secret Key 32B 101.2-1375.7 KB 1024-3072 bits
Signature 666-1280 bytes 528-1696 bits 320 bits
Efficiency Small keys/signatures, high speed | Large keys, small signatures, medium speed | Large keys, slower performance
Suitability for [IoSCT | Suitable Suitable for large storage resources Not suitable for the future IoSCT needs

TABLE IV. A COMPARISON OF BB84 WITH OTHER KEY EXCHANGE PROTOCOLS

- TSS [42,43]
Criteria
BB84 Diffie-Hellman RSA
Security Quantum-resistant Prone to quantum attacks Prone to quantum attacks
Key size Approximately 256 bits Relies on large keys >2048 bits Relies on large keys >2048 bits
Suitability for IoSCT Suitable Appropriate for substantial resources | Appropriate for substantial resources

6.2 Practical Performance Analysis

Java was used to implement the proposed TSS system algorithms in Ubuntu 18.04.6 LTS. The computer in question has an
Intel(R) Core (TM) i5-1135G7 CPU, 9th generation, and 8.00 MB RAM. We executed all our algorithms 100 times in Java
to evaluate them explicitly and extract the results accurately. The obtained numerical data were then analysed via Microsoft
Excel tables in Ubuntu to generate performance figures and graphs, which will be briefly discussed later. Figure 7 shows the
execution times of applying FTA to big data and the masking process for sensitive data. Figure 8 illustrates the
implementation of quantum key generation via BB84 protocols, where the average time taken to generate keys was
approximately 0.46 milliseconds. As Figure 9 depicts the FS sign and validation of the signatures of the proposed TSS
system, the average signing time was approximately 0.002 milliseconds. In comparison, the average signature verification
time was approximately 0.004 milliseconds. These numbers show that FALCON outperforms other digital signature
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algorithms in terms of speed and resistance to quantum computing. The results showed that the average execution time of
the TSS system was 0.54 when the system was executed from the first execution to the hundredth execution, which illustrates
the performance speed, as shown in Figure 10.
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Fig. 10. Execution time in the proposed TSS system.
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In the proposed TSS system, the following results are obtained after executing the code 100 times: The true positive (TP) is
88, the false positive (FP) is 6, the false negative (FN) is 2, and the true negative (TN) is 4 for data that are supposed to be

protected. The following measures are used:
1. Precision: It is used to measure the accuracy of a system in identifying valid and securely verified transactions or data.
TP
Precision = ———— X 100% = X 100% = 93.6 9
recision TP T FP 00% 3816 00% =93.6 % - .
2. Recall: It plays a vital role in measuring the system’s ability to identify all sensitive data that require privacy.
x 100% = 97.8%

TP
= —X 0f =
Recall = 75— n X 100% = g2

3. F1-Score: It is a metric used to evaluate the performance of a classification model, especially in tasks involving
multiclass classification. The harmonic mean emphasizes the smaller value, making it suitable for scenarios where

both precision and recall are crucial and where

F1 =9 Precision X Recall % 100% = 95.6 %
Score Precision + Recall 0T 7R

Table V provides a comparison between the proposed TSS system and various previous systems in terms of performance on
the basis of the precision, recall, and F1 score metrics. Additionally, Figure 11 displays a comparison with other studies. Our
proposed system has shown its superiority over other security systems in terms of precision, recall, and F1_Score between

the proposed TSS and similar systems.
TABLE V. A COMPARISON OF EXECUTION TIMES, PRECISION, RECALL AND F1-SCORE

Parameters TSS Previous Research
Average Execution Time 0.54 ms 50.6 ms, [44]
Precision 93.6 % g%g 22:[?56]]
Recall 97.8 % o mia
F1_Score 95.6 % g?g ZZ‘;:E%

B Precision MRecall HF1_Score

93.60%

92.00%
91.80
92.30%

91.20%
g91.80

PREVIOUS RESEARCH PREVIOUS RESEARCH TS8S

Fig. 11. A comparison of precision, recall and F1_Score between the proposed TSS and previous research.

7. CONCLUSION

In this work, we suggested a strong security architecture that combines FTA, BB84 quantum key distribution, masking
methods, and Falcon signatures to protect traffic data in smart cities. To ensure the safe collection, transfer, and
authentication of smart city data, the suggested technique addresses important security issues, such as data integrity,
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privacy, and resistance to quantum-based assaults. Our study presents TSS, an innovative method to address the challenges
of secure and high-quality data in 10SCT applications, particularly within traffic circles.

By use of FTA, early identification of possible traffic data collection faults is made possible, therefore improving the
dataset's dependability before the application of security policies. Safely sharing cryptographic keys among smart city
infrastructures depends critically on the BB84 quantum key distribution protocol, hence reducing authentication
vulnerabilities. Furthermore, adding a layer of privacy protection is a masking methods, which stop sensitive data from
being exposed even in the case of data interception. Our results show that the suggested method is a potential option for
contemporary smart city infrastructures, as it considerably improves data security and privacy preservation. Investigating
alternative quantum-resistant cryptographic techniques and extending the framework to other vital smart city uses, such as
energy management, will be the main priorities of future studies.
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