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ABSTRACT

Wireless Sensor Networks (WSNs) have emerged as a transformative technology with applications in
critical and often inaccessible environments, including military and security domains. These networks
comprise cooperative sensor nodes that gather and relay data to a base station. However, their inherent
resource constraints—particularly the non-rechargeable nature of energy—pose a major challenge to
network longevity and reliability. Conventional fixed-path transmission protocols exacerbate this issue,
as energy-depleted or jammed nodes can disrupt communication, leading to partial or complete data
loss. The primary objective of this study is to design and evaluate a structure-free transmission protocol
that dynamically adapts data routing in order to optimize energy utilization and enhance resilience
against jamming attacks. To achieve this, our study examines the impact of four distinct jammer types—
Constant, Deceptive, Random, and Reactive—on key performance indicators, including energy
consumption, signal-to-jamming ratio, and data rate. Simulation results reveal that jamming increases
the number of transmission levels by up to 55%, with Deceptive Jammers generating the fewest and
Constant Jammers the most. Energy consumption rises by as much as 62% under jamming, with
Random Jammers causing the highest drain. Moreover, data rates increase by approximately 37% in the
presence of jamming. These findings highlight the proposed protocol’s effectiveness in mitigating
jamming effects while preserving network energy, offering a robust solution for WSNs deployed in
hostile or high-risk environments.

1. INTRODUCTION

Wireless Sensor Networks (WSNSs) represent a transformative advancement in sensing and communication
technologies, enabling large-scale, real-time monitoring of physical phenomena in diverse and often challenging
environments. Comprising spatially distributed, resource-constrained sensor nodes, WSNs have found applications in
environmental monitoring, industrial automation, military operations, and security systems [1]-[4]. These sensor nodes
typically integrate sensing, processing, communication, and power units, with the latter being the most critical resource
due to its non-rechargeable nature [5]-[9]. The depletion of a node’s energy directly impacts the network’s longevity and
reliability [10]-[12]. Figure 1 illustrates the architecture of WSNSs.
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Fig.1. illustrates the architecture of WSNS..

Traditionally, WSN data transmission protocols have been structure-based, relying on fixed routing paths [13]-[18].
While straightforward, this approach introduces vulnerabilities: if an intermediate node is energy-depleted or subjected to
malicious interference, communication along the path may be disrupted. Among the most severe threats is jamming, a form
of denial-of-service (DoS) attack in which adversaries deliberately emit interference signals to degrade or block data
transmission [19]-[22]. Jamming can be classified into several types—Constant, Deceptive, Random, and Reactive—each
posing unique challenges to network performance and energy efficiency.

To address these limitations, this study proposes a structure-free transmission protocol designed to adapt routing paths
dynamically, ensuring robust data delivery even in the presence of various jamming attacks. The primary objective of this
study is to design, implement, and evaluate an adaptive, structure-free communication protocol that enhances energy
efficiency, mitigates the adverse effects of four different jamming types, and ensures resilient data transmission in structure-
free WSNs. Furthermore, the study investigates the protocol’s impact on energy consumption, signal-to-jamming ratio, and
data transmission under hostile conditions, providing insights into improving the reliability and longevity of WSN
deployments.

The remainder of this paper is organized as follows: Section 2 introduces jamming and its types, Section 3 reviews related
literature, Section 4 details the proposed protocol, Section 5 presents the studied scenarios, Section 6 provides the
experimental results, and Section 7 concludes the study.

2. Jammer

After briefly introducing the background of jamming, this section explores the concept in depth. In the early 1900s,
military radiotelegraphs were the primary targets of the first known jamming attempts. Russia and Germany were the
pioneers in this regard. It was mostly co-channel characters that made up the jamming signals. The usage of ground radio
during World War 1l is when the practice of jamming communications during warfare first emerged [23]-[28]. Jamming in
wireless networks denotes intentional disruption of active communications by diminishing the signal-to-noise ratio at
receivers by the transmission of interfering signals. Jamming and standard network interference are essentially distinct due
to their intrinsic properties. Jamming is the purposeful deployment of wireless signals to disrupt communication, while
interference denotes unintended disturbances that occur without conscious aim [29]. The principal determinant of jamming
attack efficacy is the signal-to-noise ratio (SNR), mathematically defined as SNR = P_signal/P_noise, where P denotes
average power. Jamming effectiveness is considered substantial when the signal-to-noise ratio SNR < 1[23]- [28], [30].

Unauthorized nodes that have infiltrated the wireless sensor network can conduct the jamming operation. These nodes
demonstrate energy inefficiency, leading to a more rapid loss of energy compared to legal nodes [30], [31]. Deliberately
placing the jamming nodes at an optimal distance from the genuine nodes can accomplish this. The classifications of
jamming attacks in wireless sensor networks may be specified as follows[32]:-

A. Constant Jammer

The system generates a continuous flow of random bits that does not conform to the carrier sense multiple access
(CSMA) protocol. Per the Carrier Sense Multiple Access (CSMA) protocol, a legal node must assess the condition of the
wireless channel before commencing transmission. A frame may only be sent when the medium has been idle for a period
equal to the DCF Interframe Space (DIFS). If the channel is found to be occupied during the Distributed Interframe Space
(DIFS) time, the station must postpone its transmission. The continuous disruption caused by a relentless jammer obstructs
authorized nodes from initiating communication, since it thoroughly saturates the wireless channel. This attack strategy
exhibits considerable energy inefficiency and a substantial probability of detection. It is distinguished by its direct execution,
making it exceptionally approachable. The adverse effect on network communications is substantial, culminating in a total
failure of communication capability for all users [33]-[35].
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B. Deceptive Jammer

The transmission technique entails the continuous emission of standard packets, rather than the stochastic bit release
typical of a constant jammer. The jammer affects neighboring nodes by creating a false impression of a valid signal,
compelling them to stay in a receptive state until it stops functioning or becomes inactive. Identifying a deceptive jammer
is more complex than recognizing a continuous jammer since it sends authentic packets instead of random ones. The
deceptive jammer, akin to the continuous jammer, demonstrates energy inefficiency owing to its perpetual gearbox; yet, it
provides considerable installation convenience [33]-[36].

C. Random Jammer

The transfer of random bits or standard packets into networks happens sporadically. This gadget is specifically designed
for energy saving, unlike the technologies above. The system experiences a cyclical transition between two separate states:
a quiescent phase and a jamming period. The subject experiences a hibernating period, then by an active phase marked by
jamming, before reverting to a dormant state. \We can categories the lengths of the sleep and jam intervals as either preset
or stochastic ones. A trade-off arises between jamming efficacy and energy saving, since the gadget cannot perform
jamming tasks during its allocated sleep time.  We can recalibrate the balance between efficiency and effectiveness by
adjusting the ratios of sleep duration and leisure activities, like jamming [33]-[36].

D. Reactive Jammer

The reactive jammer exclusively triggers the jamming process upon the detection of network activity on a specific channel.
Consequently, a reactive jammer is designed to obstruct the transmission of a message. Both small and large transmissions
may be disrupted. The energy efficacy of a reactive jammer is lower than that of a random jammer as a result of the
continuous network monitoring requirement. In practical scenarios, the inherent difficulty of precisely determining the
packet delivery ratio (PDR) presents a greater challenge when detecting a reactive jammer than a proactive jammer[35]-[38].

2.1 Jammers' impact on wireless sensor networks

We elucidated in the preceding paragraphs that wireless sensor networks include a collection of wireless sensor nodes.
These sensor nodes collaborate to monitor or send information between nodes. The existence of jamming devices in
proximity to these sensor nodes might significantly impair the sent signal, resulting in its total obstruction. As a result,
jamming devices halt or deactivate the entire network. These jamming devices then transmit signals. Figure 2 illustrates the
impact of jamming devices on the network. The image clearly depicts a cluster of sensor nodes. These sensor nodes transmit
data across nodes, ultimately reaching the base station. However, if it finds jamming devices, it might block them or prevent
some nodes nearby from sending their data because of the signals from the jamming devices, as explained earlier.

A

. ’ Base station

------ o7 Sensor node
Attacker

s -
-------

Fig .2. depicts the effect of a jammer on communication completeness in WSNSs.
3. PREVIOUS WORKS

This section provides a thorough understanding of wireless sensor networks, including jamming and many forms of
jamming devices. This section is a compilation of prior works on this subject. The operational guidelines for jamming in
wireless sensor networks differ. Some concentrate on identifying jamming nodes inside the area, others on ascertaining the
optimal transmission channel for information among jamming nodes, while some are oriented towards anti-jamming
strategies and many other methodologies. Table 1 below presents a selection of prior works together with an indication of
the direction of effort.
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TABLE I. PREVIOUS STUDIES ON THE CONCEPT OF JAMMING IN WIRELESS SENSOR NETWORKS, CLASSIFIED BY THE STUDY'S EMPHASIS
Title Direction Addressed Problem Technique/Approach Ref.
“Deep Predictive Coding Neural . - Lo
Network for RF Anomaly Interference detection Jammln_g and RF spectrum Neural network for predictive godlng in [39]
P " interference spectrum anomaly detection
Detection in Wireless Networks
“Novel Hybrid Intrusion . . . . . . . . . .
Detection System for Clustered Network |r}tru3|0n Jamming and intrusions in Hybrid anomaly and misuse detection using [40]
. " detection clustered WSNs SVM
Wireless Sensor Networl
« . A Statistical .
A Statistical Approach to Detect Method for Identifying A Statis tl_cal Metho_d for A method for using statistics to identify
Jamming Attacks in Wireless - . Identifying Jamming . . S [41]
" Jamming Attacks in . jamming hazards in wireless sensor networks
Sensor Networks WSN Attacks in WSN
“Jamming Detection Mechanisms Jamming Detection Jamming Detection Identifying jamming devices inside wireless [42]
for Wireless Sensor Networks” Mechanisms for WSN Mechanisms for WSN sensor networks
) Innovative ] Innovative Framework for Jammer
“A Novel Jammer Detection Framework for detecting Detection in Cluster-Based Wireless Sensor
Framework for Jammer . .
Framework for Cluster-Based Identification in jammers in cluster-based Networks [43]
Wireless Sensor Networks” wireless sensor networks
Clustered WSN
“Tracking a Jammer in Wireless Challenges in Employs S|gnal-t9-n0|se ratios and the
- - . . Extended Kalman Filter to ascertain jammer
Sensor Networks Using Extended Jammer Localization precisely monitoring locati d identify bound des f [44]
Kalman Filter” mobile jammers in WSNs ocations and I _e_ntlfy oundary nodes for
efficient tracking
Inefficiencies in the - e
“A Novel Location Pinpointed . identification and Intraducing K.NOWEL’ WhICh l_ntegrates
- . Jammer Detection and S . . energy detection and adaptive filtering to
Anti-Jammer with Knowledge lizati localization of jammers in iselv identi d localize i [45]
Estimated Localize” Localization mobile wireless sensor E recisely 1 en_tlfy ar; OCallZe Jammers,
networks ence improving safe data transmission.
Proposes a rapid anti-jamming solution using
“A Fast Anti-Jamming Algorithm Machine Learning- Challenges in imitation learning and recurrent neural
Based on Imitation Learning for - g acclimatizing to fluctuating | networks, allowing WSN nodes to assimilate | [46]
» Based Anti-Jamming - . - - . e
WSN jamming conditions expert trajectories and optimize spectrum
choices
“Jammed Node Detection and Challenges in identifying Proposes a hybrid approach that integrates
Routing in a Multihop Wireless Hybrid Detection and jammed nodes and fuzzy logic with ant colony optimization for [47]
Sensor Network Using Hybrid Routing sustaining routing in the identification of jammed nodes and the
Techniques” multihop WSN facilitation of efficient routing
. Proposes anti-jamming communication
“Stackelberg Game Approaches ; Strategic engagements - -
for Anti-jamming Defence in Game Theory B ased between assailants and solutions using Stackelberg_ game modgls to [48]
. " Anti-Jamming . enhance defense mechanisms in hostile
Wireless Networks protectors in WSN .
environments
A Novel Jamming Attacks Conventional techniques The study eyaluat_es machlr_le learning
Detection Approach Based on . . - - - methods for jamming detection, such as
. . . Machine Learning are ineffective against - [49]
Machine Learning for Wireless sophisticated iammers random forests, support vector machines, and
Communication” P ) neural networks
“An Adaptive Anti-Jamming Jamming attacks in Adaptive system leveraging Hyperledger
Systgm in Hyper Ledger-Baf,’ed Anti-jamming security blockchain-integrated blockchain for secure communication [50]
Wireless Sensor Networks WSNs
“Defeating Proactive Jammers
Using Deep Reinforcement Anti-jamming Proactive jamming in loT Deep Q-Network (DQN) variants tailored for [51]
Learning for Resource- communication networks low-power devices
Constrained IoT Networks”
“Jammer Location-Aware
Method in Wireless Sensor Jammer localization Accurate localization of Fibonacci Branch Search (FBS) algorithm for [52]
Networks Based on Fibonacci jammers in WSNs efficient jammer localization
Branch Search”
“Game-Theoretic Learning Anti- - . . .
Jamming Approaches in Wireless | Anti-jamming strategy Developing intelligent Game-theoretic learning frameworks 53]

Networks”

anti-jamming strategies

including Stackelberg and Markov games
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This study delivers a novel and practical advancement for Wireless Sensor Networks (WSNs) by introducing a structure-
free transmission protocol specifically designed to overcome the long-standing limitations of fixed-path routing that persist
even in the most recent research. Unlike existing studies that predominantly focus on either jammer localization or jammer
detection, our approach provides a comprehensive and integrated solution by combining three key contributions: dynamic
structure-free routing, which eliminates dependency on fixed transmission paths and mitigates communication failures
caused by energy-depleted nodes or targeted jamming; jamming-resilient operation, which effectively counters four distinct
types of jammers (Constant, Deceptive, Random, and Reactive) by dynamically selecting secure and resource-efficient
transmission nodes; and an energy-aware design, which conducts the first detailed analysis of WSN energy consumption
under multiple jamming scenarios, highlighting quantifiable differences in resource depletion and emphasizing energy as
the network’s most valuable and vulnerable asset. By unifying these contributions into a single protocol, this work moves
beyond incremental improvements and provides a robust, field-relevant solution to enhance the resilience, efficiency, and
operational lifetime of WSN deployments in critical and hostile environments. In summary, while the majority of previous
studies (Table 1) have focused primarily on jammer detection, localization, or isolated anti-jamming strategies, they have
often overlooked the combined challenges of energy efficiency and resilience against multiple jamming types. In contrast,
the present work introduces a unified structure-free protocol that simultaneously addresses dynamic routing, energy-aware
operation, and robustness against four distinct jamming models, thereby filling a critical research gap and distinguishing
itself from prior literature.

4. PROPOSED SYSTEM

This section introduces our innovative architecture designed to implement a dynamic (non-stationary) data transmission
mechanism that overcomes the inherent limitations of structure-based approaches in Wireless Sensor Networks (WSNS).
The proposed design not only enables efficient and flexible data delivery in structure-free environments but also integrates
advanced strategies to detect, circumvent, and mitigate the impact of jamming attacks. Furthermore, the architecture
explicitly addresses energy efficiency, analyzing power consumption patterns under the influence of different types of
jammers—an aspect often overlooked in prior studies.

Figure 3 illustrates the conceptual framework of the proposed system. Initially, we describe the methodology for
constructing a logical and adaptive network topology capable of maintaining operational continuity despite the presence of
jammers. Subsequently, we detail a selective node qualification process that identifies optimal sensor nodes for data
transmission, based on both resource availability and signal-to-jamming ratio (SJR) requirements for reliable event
reporting. Finally, we outline the multi-hop relay selection strategy, which dynamically determines additional sensor nodes
to ensure secure, uninterrupted data transfer even in hostile, jammer-rich environments.

This integrated approach distinguishes our work from existing research by simultaneously addressing transmission
adaptability, anti-jamming resilience, and energy optimization within a unified protocol.
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Fig .3. The block diagram of the suggested algorithm.
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4.1 Topology Construction of Structure-Free Networks

Topology management mitigates issues that may emerge from the extensive number of nodes and their dense arrangement.
Topology control preserves connection while using little power. During the setup or building phase of the network
architecture, it is essential to ascertain the position of each sensor within its control region, the positions of neighboring
nodes, and the base station (BS).

Each sensor node has a unique identification. Upon deployment of the sensor node, the base station (BS) initiates the

phase for constructing the network topology. The research area assumes that there are jamming nodes, which makes setting
up the network more complicated because these jamming nodes will be sending signals at the same time. Consequently,
the signal-to-jamming ratio (SJR) primarily determines the construction or configuration of this topology.
The base station transmits a message, irrespective of its content. All nodes within the examined region may receive this
message, contingent upon the Signal-to-Jamming Ratio (SJR) at these nodes being higher than or equal to one. This
indicates that the signal from the base station may be accurately received; these nodes are classified as level one. Nodes
with a Signal-to-Jamming Ratio (SJR) below one are classified as dead nodes, since they are significantly impacted by
jamming nodes in the vicinity. Sensor nodes that successfully receive the message from the base station then retransmit it
throughout the monitored region. Nodes capable of receiving the message, provided that their Signal-to-Jamming Ratio
(SJR) is greater than or equal to one, are classified as Level 2 nodes. Nodes with a Signal-to-Jamming Ratio (SJR) below
one are considered inactive or missing in our setup because they are heavily affected by interference from nearby nodes.
Consequently, the transmission from one node to another develops the topology incrementally. The initial construction of
this topology occurs only once. The following graphic (figure 4) illustrates this.
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Fig .4. illustrates the logical topology designs of a sensing field equipped with jammers.

The figure 4 demonstrates the integrated construction or formation of the network topology. However, the presence of
jamming nodes has blocked some sensor nodes from receiving signals or signals from other nodes. Therefore, they are
considered dead or non-existent nodes, as indicated in the figure by the red circle. Since they cannot receive a signal,
consequent to the signal obtained from the jamming nodes, the signal received from the jamming nodes exceeds the signal
from the sensor nodes.

Without jamming nodes, a network can generate a maximum of three levels. With jamming nodes, the number of levels
becomes five or six, and so on. In other words, the presence of jamming nodes increases the number of levels generated in
a network. This behavior is what we observed during the simulation, and what will also be explained in the results presented
later. In summary, we can state that jamming nodes placed in a specific area impact two stages: the first stage involves
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constructing the network topology, and the second stage pertains to the reception and transmission of data within that
network.

4.2 Monitoring of the events

Following deployment, the sensor nodes are randomly distributed across the designated area, with their quantity and
specifications summarized in Table 2. Subsequently, the network topology—subject to interference effects—is established
and configured, as detailed in Section 4.1.

We then present the methodology for monitoring diverse events occurring in locations that are either difficult or nearly
impossible to access through conventional means, leveraging the capabilities of Wireless Sensor Networks (WSNSs). In
recent years, there has been growing interest in employing WSNs for the rapid and accurate monitoring of critical scenarios,
such as supervising nuclear reactors or detecting faults in high-value equipment. WSNs are particularly well-suited for
these applications, enabling the deployment of sensors in strategic locations to observe activities and relay the collected
data via multi-hop transmissions to a base station for appropriate response.

Recent studies indicate that integrating multimedia sensors within a WSN enhances the system’s ability to monitor
multiple event types simultaneously, improving the precision of event characterization as more data is acquired. When an
event occurs within the monitored region, the Relational Factor (Rf) for each affected sensor node is computed, as described
in Section 4.2.1. The sensor node with the lowest topological level and an Rf greater than zero is identified as the primary
node of interest. Furthermore, the Signal-to-Jammer Ratio (SJR) for this node must be > 1, ensuring reliable data
transmission to a neighboring sensor node.

The selected node—having met these criteria—is considered the most likely to have accurately detected the event. It
then selects an adjacent node within communication range for data forwarding. This process continues iteratively, with
each node selecting the next relay, until the data ultimately reaches the base station. A detailed description of the relay node
selection procedure is provided in Section 4.3.

4.2.1. Calculation of the Relational Factor (Rf)

When a specific event occurs within the monitoring range of the deployed sensors, the Relational Factor (Rf) for each
sensor node located within the event’s sensing range is computed using the following equation:

Rf = (SL — d Event_sensor) / d Event_sensor @

Where:
e  SL represents the sensitivity level of the sensor node.
o d_{Event_sensor} denotes the distance between the event location and the sensor node.
A sensor node is selected as a candidate for data forwarding if it satisfies the following conditions:
1. Signal-to-Jammer Ratio (SJR) > 1, indicating that the node is not significantly affected by jamming devices to
the extent that it cannot transmit the sensed data.
2. Rf >0, meaning the node has successfully detected data from the specific event.
3. Possesses the lowest topology level, thereby minimizing the transmission path length and reducing energy
consumption.
Once a qualifying node is identified, it selects another node within its communication range for data forwarding. This
process is repeated in a multi-hop manner passing data from one node to the next until the information ultimately reaches
the base station. The detailed procedure for selecting the subsequent sensor node is provided in Section 4.3.

4.3 Selection of Subsequent Node

Each sensor node selects the next node to transmit information to according to a cost function. This cost function is
formulated based on the next hop node's remaining energy, available buffer capacity, and signal-to-Jamming ratio (SJR).
Each sensor node identifies the neighboring sensor holding group and selects one of these neighbors for data redirection
according to a consistent cost function. Every node possesses a distinct sensor information table. The information includes
the node's ID, available buffer (Buffst), signal-to-jamming ratio (SJR), and residual energy (E resd).

When a certain node detects data or gets a data packet from the upper-level nodes, it transmits it to a lower-level node,
continuing this process until it reaches the base station (BS). The node computes the cost function for all subsequent
elements. The lower-level node j (Nj) designates the subsequent jump node i (Ni) with the highest value of the cost function
(CF max). The Signal-to-Jamming Ratio (SJR) of the subsequent node must be at least 1 to guarantee accurate data
reception and transmission. A particular sensor node may qualify to receive data or information, provided that its power
and storage capacity are substantial. However, its Signal-to-Jamming Ratio (SJR) is less than one, which means the node
cannot effectively receive or send data because of interference from jamming devices in the area being studied.
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Consequently, the Signal-to-Jamming Ratio (SJR) of the candidate node must be higher than or equal to one. The cost
function is determined by.

CF max = max (iEN) {(l( initial energy initial buffer
Where N represents a set of neighbors of Nj

o denotes the inverse, with the distance between the designated coordinates of the transmitting and receiving nodes
calculated as follows: -

a=1,/(xt — xr)>+ (yt — yr)2 (3)

Available energy. i: The next hop node's remaining energy.

available energy .i available buffer.i

+SJR) } (2)

Available buffer. i: The next hop node's available buffer capacity.
SJR: The Signal-to-Jamming Ratio of the subsequent node.

TABLE Il.  SIMULATION PARAMETERS.

sensor field area 500 *500 m2
Quantity of sensor nodes 400

Packet size 60 bytes
Length of buffer 65 packets
Preliminary node energy 70J

Data transmission capacity 200 Kb/s
Detection length 50m

Radio coverage 40m

E elec 50 nanojoules per bit
E sense 0.083 watts

E agg 5nJ/bit/signal
E amg 10 pJ/bit/m2
Number of run attempts per 35 minutes 25 run

Total run time 35 minute
Total jamming power 100watt/MHz
Sensing length of jammer 50m

Radio range of jammer 40m

Saving time for random jammer 25%

5. FACTORS STUDIED

5.1 Distribution of sensors

The deployment process commences with the distribution of sensor nodes across the designated simulation area,
measuring 500 x 500 m2. For this study, a random deployment strategy is employed, reflecting realistic scenarios in which
wireless sensor networks are utilized in hazardous, remote, or otherwise inaccessible environments. Such conditions often
preclude manual placement, making random deployment the most viable and safe alternative. This strategy not only
enhances the practicality of the network setup but also aligns with the research objective of evaluating network performance
under real-world constraints. Figure 5 presents the resulting spatial distribution of the randomly deployed sensor nodes
within the simulated environment.

450

Length (m)

o -~ == o -
o 100 200 300 400 soo0
Width (m)

Fig .5. . Randomly distribute sensor nodes throughout the studied area.
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5.2 Levels Determination

As established in Section 4.1, the formation of hierarchical levels within the network topology plays a critical role in the
proposed data transmission mechanism. These levels facilitate systematic and energy-efficient data transfer, ensuring that
information flows progressively from higher to lower levels until the Base Station (BS) is reached. For instance, when a
Level 5 sensor node detects an event, it transmits the corresponding data to a designated Level 4 node. This process
continues sequentially through lower levels, Level 3, Level 2, and Level 1, until the data reaches Level 0, where the BS
resides. Such a structured approach minimizes transmission distance at each step, reducing energy consumption and
improving network longevity. Figure 6 illustrates the level-based network topology in the absence of jamming devices.

Length (m)

100

200

400

300
Width (m)

Fig .6. Level configuration in structure-free WSNs

5.3 Jammer Distribution

A set of jammer nodes was randomly distributed throughout the studied area. To study the subject fully, the jammer
nodes were distributed in varying numbers—one, two, or three. We obtained the results below during the simulation.
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Fig .7. One jamming device was randomly deployed in the examined
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Fig .9. Three jamming devices were randomly deployed in the
examined region.
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Fig .8. Two jamming devices were randomly deployed in the examined
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Fig .10. Four jammers are randomly positioned within the examined
region.
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Fig .11. Five jamming devices randomly positioned inside the examined region.
5.4 Level Formation Under the Influence of Jamming Devices

As described in Section 4.1, the process for constructing hierarchical levels within the network
topology was introduced, and Section 5.2 illustrated the formation of these levels in the absence of
jamming nodes in the studied area. In this section, we investigate how the presence of jamming nodes
disrupts this critical and foundational stage of the proposed protocol. Jamming interference results in
the creation of coverage voids within the monitored area, which in turn fragments the network and
necessitates the formation of additional hierarchical levels. This not only increases the overall
transmission path length but also escalates energy consumption, thereby reducing the efficiency and
reliability of data delivery. The figures provided below depict scenarios involving different types of
jamming nodes, beginning with the case of a single jammer. Furthermore, we will present below the
resulting levels formed under the influence of the four studied types of jamming devices.

A. Constant Jammer

This type emits a random signal over the wireless channel, ensuring that the bandwidth always remains busy. This signal
hinders wireless nodes' ability to transmit data.
500 "'.\El: Tw ey

Length (m)
N
3

(o] 100 200 B 300 400 500
Width (m)
Fig .12. Deploy one Constant Jammer node randomly throughout the studied area.

Figure 12 illustrates the studied area following the deployment of a single constant jamming node. It can be observed
that the number of hierarchical levels has increased compared to Figure 6, which depicts the topology without any jamming.
Additionally, an unmonitored region effectively a coverage gap has emerged within the studied area. This gap is a direct
consequence of the constant jammer’s interference, whereby the sensor nodes located within its range are adversely affected
by the continuous emission of jamming signals, rendering them incapable of participating in effective data transmission.

B. Deceptive Jammer

This jamming emits an uninterrupted stream of radio bits inside the communication channel. The legitimate receiving
node is specific that consistent communication has transpired. This jamming is more effective than the continuous type and
harder for the wireless network to find, but it uses more energy. The figure below (Figure 13) shows the studied area after
deploying a single Deceptive jammer. We notice that the location of this jammer was randomly located in the location
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shown in the figure above (Figure 13). Consequently, the end of the studied area became like a gap. In other words, the
jammer nodes started to affect an area that was not visible.

o 100 200 300 400 500
Width (m)

Fig .13. Deploy a single Deceptive Jammer node randomly throughout the studied area.

C. Random Jammer
This type of jammer is operational for a specific duration, after which it ceases transmission for some time to conserve
energy. Consequently, the energy consumption necessary is lower than that of the constant and second varieties.

Length (m)

50

o
o 100 200 300 400 500

Width (m)
Fig .14. Deploy a single Random Jammer node randomly throughout the studied area.

Figure 14 presents the studied area after deploying a single random jamming node. The number of hierarchical levels
has increased compared to Figure 6, which represents the topology without jamming nodes. Moreover, a coverage gap—
or unmonitored region—has emerged within the study area. This gap results from the interference exerted by the random
jammer on nearby sensor nodes through the emission of jamming signals. As previously outlined in our discussion of
jammer types, this category operates intermittently, alternating between active and inactive states. The timing of these
operational periods is nondeterministic, thereby introducing a degree of unpredictability into the network’s performance.
D. Reactive Jammer

Upon monitoring the wireless transmission channel's activities, this sort of jammer emits a random signal to disrupt the

original signal.
_Level distribution fon: RI=40 and n=400

00 300 400 . : OO 100 200 300 4'00 500
Width (m) Width (m)
Fig .15. Deploy one Reactive Jammer node randomly throughout the Fig .16. Deploy one Reactive Jammer node randomly throughout the
studied area. studied area.
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Figure 15 illustrates the deployment of a single reactive jammer node. In this scenario, no event occurred in proximity
to the jammer node; hence, its operation, as previously described, produced no observable impact. Specifically, there was
neither an increase in the number of hierarchical levels nor the formation of coverage gaps within the studied area. To
effectively demonstrate the operational mechanism of this jammer type, the simulation was executed approximately fifteen
times until a reactive jammer node was positioned near the event. Under these conditions, observable changes emerged in
the network topology, including an increase in the number of levels and the appearance of a coverage gap, as depicted in
Figure 16.

5.5 The path followed by transmission

This section illustrates the transmission path from a sensor node that has detected a specific event
to subsequent sensor nodes, continuing until the data reaches the Base Station. The accompanying
figures compare the conventional transmission path with the path established by the proposed protocol,
highlighting the differences in routing efficiency and resilience. The visual representations below
provide a clear demonstration of these transmission patterns.
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Fig .19. The traditional path of two events generated through the studied
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Fig .18. The path followed by the proposed method for a single event
generated through the studied area.
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Fig .20. The suggested technique delineates the trajectory for the two
generated occurrences inside the examined region.
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Fig .21. illustrates the trajectory of the Traditional method, showing
three occurrences produced within the examined region.

Fig .22. The path followed by the proposed method for three events
generated within the studied area.

The figures above compare data transmission paths for one, two, or three detected events using the traditional
deterministic approach and the proposed topology-free protocol. In the traditional approach, routing follows long paths,
thus consuming more energy.

In contrast, the proposed topology-free protocol dynamically selects the next routing node based on the remaining energy,
signal-to-Jamming ratio (SJR), and proximity to the destination. This adaptive capability shortens the overall transmission
path, reduces the number of hops, minimizes end-to-end delay, and reduces energy consumption, improving efficiency and
extending the network lifetime. Furthermore, it maintains reliable data transmission even in the presence of jamming nodes
or environmental changes, which is critical for mission-critical wireless sensor network (WSN) applications.

6. SIMULATION RESULTS

The following section presents the simulation results obtained for the proposed protocol. As previously described, it
employs a changeable (nhon-stationary) transmission mechanism to overcome the limitations of fixed-path transmission.
The protocol is designed to be jammer-resistant, and its performance was evaluated against four different types of jamming
devices.

6.1 Relationship between Number of Jammer Nodes and Number of Levels Formed
The simulation results show a direct relationship between the number of jammer nodes deployed in the network and the
number of levels formed within the topology. As the number of jammer nodes increases, the number of levels also increases,

reflecting the disruptions introduced by jamming signals that force data to traverse longer and more complex paths. This
effect contributes to higher energy consumption and may also create unmonitored regions within the coverage area.

These findings, illustrated in Figure 23, demonstrate the significant influence of jamming activity on both the structural
integrity and operational efficiency of wireless sensor networks.
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Fig .23. The correlation between the quantity of jammers and the number of levels established in structure-free wireless sensor networks (WSNSs).
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6.2 Relationship between Signal-to-Jamming Ratio (SJR) and Number of Levels Formed

The results indicate a clear relationship between the signal-to-jamming ratio (SJR) and the number of levels established
in the network. As the SJR increases, the number of levels also rises, although the rate of this increase varies among the
four jammer types studied—Constant, Deceptive, Random, and Reactive.

Among them, the Constant jammer produced the highest number of levels, signifying the strongest structural disruption,
while the Deceptive jammer resulted in the lowest number. The Random and Reactive jammers displayed intermediate
effects.

This comparison, shown in Figure 24, highlights the distinct operational patterns of different jammer types and their
corresponding impacts on routing complexity, energy consumption, and network coverage.
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Fig .24. Relationship between signal-to- jamming ratio (SJR) and number of levels formed for structure-free wireless sensor networks with different
types of jammers.

6.3 Relationship between Signal-to-Jamming Ratio (SJR) and Level Formation Time

The experimental analysis reveals that higher SIR values are associated with longer times required to form levels within
the proposed protocol. This pattern is observed across all jammer types, though the extent of the effect differs.

The Constant jammer showed the shortest formation times, indicating relatively lower temporal disruption, while the
Random jammer produced the longest times, reflecting its unpredictability and stronger influence on dynamic routing. The
Deceptive and Reactive jammers resulted in intermediate formation times.

Asillustrated in Figure 25, these observations emphasize how jammer type and SJR jointly affect the temporal efficiency
of level formation, providing key insights into protocol performance under varying interference conditions.
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Fig .25. The relationship between the signal-to-jamming ratio (SJR) and the Time taken to form levels for structure-free WSNs with the presence of
different types of jamming devices.

6.4 Event Period and Energy Consumption

Another key parameter used to evaluate the performance of the proposed system is the relationship between the event
period and total energy consumption, examined under both jamming and non-jamming conditions. The results indicate that
shorter event periods lead to higher overall energy consumption. This outcome arises because, within the fixed operational
time of 35 minutes (as set in the simulation parameters), shorter event durations allow for more events to occur, thereby
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increasing the total energy required. Conversely, longer event periods result in fewer events, leading to lower cumulative
energy usage.

The analysis also shows that the presence of jamming nodes amplifies total energy consumption compared to scenarios
without interference. Among the four jammer types, the Constant jammer resulted in the lowest additional energy
consumption, while the Random jammer produced the highest, reflecting its irregular and unpredictable interference
patterns.

These findings, illustrated in Figure 26, highlight how both event periodicity and jammer characteristics influence
network energy efficiency and event-handling performance.
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Fig .26. Power consumption and event duration of structure-free WSNs with the presence of different types of jammers.

6.5 Data Rate and Energy Consumption

An additional performance metric assessed in this study is the relationship between data transmission rate and total
energy consumption. The results show that higher transmission rates lead to increased overall energy usage, as the greater
number of packets sent during the event period requires more power for both transmission and processing. For example,
transmitting at 400 bits per second consumes more energy than at 200 bits per second, due to the larger data volume handled
within the same timeframe. The energy consumption values shown in Figure 27 reflect the cumulative energy expenditure
of all events and sensor nodes along the communication path in each simulation scenario.

A comparison of scenarios with and without jamming further indicates that the presence of jamming nodes significantly
elevates energy consumption. However, the degree of increase differs depending on the jammer type. Among the four
studied devices, the Constant jammer produced the lowest additional consumption, while the Deceptive and Reactive
jammers yielded similar intermediate values. The Random jammer consistently resulted in the highest energy consumption,
attributable to its irregular and unpredictable interference behavior.

These findings, summarized in Figure 27, highlight the combined influence of transmission rate and jammer
characteristics on the overall energy efficiency of wireless sensor networks.
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Fig .27. Different types of jammers affect power consumption and data rates in structure-free wireless sensor networks.
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7. CONCLUSION

This study addressed the challenge of jamming in structure-free wireless sensor networks (WSNSs) by proposing a
dynamic, energy-aware transmission protocol capable of adapting to diverse jamming scenarios. Unlike conventional fixed-
path routing, the proposed approach avoids structural rigidity by dynamically selecting transmission paths according to
residual energy, signal-to-jamming ratio (SJR), and proximity to the destination node.

The simulation analysis yielded several key findings. First, the presence of jammer nodes significantly altered network
topology by increasing the number of hierarchical levels, which led to longer communication paths, higher energy
consumption, and potential coverage gaps. Second, the signal-to-jamming ratio strongly influenced both the number of
levels and the time required for their formation, with each jammer type exhibiting distinct interference characteristics.
Third, event duration and data transmission rate directly impacted total energy consumption, with random jammers
consistently producing the highest energy overhead.

Collectively, these findings demonstrate the resilience and adaptability of the proposed protocol. By integrating jammer-
resilient routing with energy-aware decision-making, the protocol effectively reduces delays, balances resource utilization,
and prolongs network lifetime, even under severe interference from Constant, Deceptive, Random, and Reactive jammers.
In summary, this work makes two primary contributions: (i) it delivers the first integrated assessment of energy efficiency,
structural dynamics, and resilience under multiple jamming types, and (ii) it introduces a practical structure-free anti-
jamming protocol that enhances both reliability and operational sustainability. These contributions provide a strong
foundation for deploying WSNs in mission-critical applications such as disaster recovery, environmental monitoring, and
military surveillance, where secure and efficient communication is essential.
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